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Mpeaucnosue

1 PASBPABOTAH OG6LiecTBOM C OrpaHUYEHHON OTBETCTBEHHOCTbIO «LleHTp 6e3onacHoCTU nHdopma-
yumy» (OO0 «LBW»)

2 BHECEH TexHuuyeckum KOMUTETOM NO ctaHgaptu3auumn TK 362 «3awpmra nHgopmaummy

3 YTBEPXXOEH W BBEAEH B JEVNCTBWE Mpukasom degepansHOro areHTCTBa N0 TEXHUYECKOMY pe-
rynupoBaHuio u metponoruu ot 19 asrycra 2015 r. Ne 1181-ct

4 BBEJIEH BMNEPBbIE

lpasurna npumeHeHuUs Hacmosweeo cmaHfapma ycmaHoerieHb! 6 FTOCT P 1.0-2012 (pasden 8). Un-
opmayuss 06 UBMEHEHUAX K Hacmosawemy cmaHO8apmy nybnukyemcs e exe200HoM (1o cocmosaHuio Ha 1
aHeaps mekyuie2o 200a) uHhopmayuoHHOM yKazamerne «HayuoHanbHbie cmaHdapmbly, a oguyuanbHbil
mekcm u3MeHeHUli U rornpasoK — 8 EXeMEeCAYHOM UHGOPMAaYUOHHOM ykaszamerne «HayuoHasbHble cmaHx-
Oapmbi». B cniyyae nepecmompa (3ameHbl) unu omMmeHbl Hacmoswezso cmarHdapma coomeememeyrowiee
yeedomneHue 6ydem onybnukosaHo e bruxaliliem ebiycke exXemMecaqyHo20 UHhOPMaUUOHHO20 yKa3amensa
«HayuoranbHbie cmaHdapmbi». Coomeememeytouias UHghopmayus, yeedoMneHus u mexKkcmel pasmewarom-
CA maKxxe e UHGhOPMayUOHHOL cucmeme obuiezo nonb3oeaHus — Ha oghuyuanbHoM catime ®edepasnibHo20
a2eHmcemea o MexHUYEeCKoMYy peaynuposaHuio u Memporoauu e cemu IHmepHem (www.gost.ru)
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BBeaeHue

Hactoawwmn craHgapt BXOAUT B KOMMNEKC CTAHA4APTOB, YCTaHABNUBAIOLLMX Knaccudukaymio yassumo-
CTEN, NpaBuna onucaHus ya3BUMOCTEN, cofiepXKaHue 1 NopsiAoK BbINOMHEHUSI pabOT NO BbISIBIEHUIO U OLIEHKE
YSA3BUMOCTEN MHAOPMALMOHHBIX cuctem (UC).

Hacrodawmin ctaHaapT pacnpocTpaHAeTCa Ha AEATENbLHOCTb NO 3awuTe MHAMOPMAaLUK, CBA3AHHYIO C Bbl-
SAABNEHUEM M yCTpaHeHneM yassumocten MC npu cosgaHum u akcnnyataumum NC.

B HacTosiLiem cTaHaapTe npuHaTa knaccudukauus yassumoctein MC, ncxoas ns obnacrtu npoucxoxae-
HUS YySI3BUMOCTER, TUMOB HegocTaTkoB NC 1 MeCT BO3HMKHOBEHMSA (NPOSABNEeHns) yassumocrten UC.
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HAUMOHANBbHBIA CTAHOAPT POCCUUCKON ®EAEPALUNMN

Sawmta nugopmauun
YA3BUMOCTU UHOOPMALIMOHHBIX CUCTEM
Knaccudukauua yasBumMocten MHPOPMaLUOHHbIX CUCTEM

Information protection. Vulnerabilities in information systems. The classification of vulnerabilities in information systems

Aara eBeaeHus — 2016—04—01

1 O6nacTb NnpuMeHeHust

Hacroawmit ctaHaapt yctaHaBnuBaeT knaccudukaumio yassuMoctein nHopMmaumoHHeix cucrtem (UC).
HacTtosiumi ctaHaapT HanpaBneH Ha COBEPLUEHCTBOBAHME METOAMYECKOro obGecneveHust onpegeneHusa u
onucaHus yrpo3s 6esonacHocTu uidopMmayum npu nposegeHum pabot no sawmte uicgpopmaumm B C.

HacTtoawuin craHgapt He pacnpOCTPAHAETCA HA YA3BMMOCTU MH(POPMALUMOHHBLIX CUCTEM, CBSA3AHHbLIE
C YTEYKOW MHhOpMaLMKU NO TEXHMYECKUM KaHanam, B TOM YUcCne yasBUMOCTSMU 3NEKTPOHHbIX KOMMOHEHTOB
TEXHUYECKMX (annapaTHbIX U annapaTtHO-NPOrPaMMHbIX) CPEACTB UHPOPMALIMOHHBIX CUCTEM.

2 HopMmaTtuBHbI€ CCbINIKK

B HacTosiwem craHgapTe UCnonb3oBaHa HOPMATUMBHAA CCbINKa Ha cneaylowmin cTaHaapT:
FOCT P 50922-2006 3awurta unchopmaumu. OCHOBHbIE TEPMUHBI U ONpPeaEneHUs

MpuMedaHwue —py Nonb3oBaHUM HACTOALLMM CTaHAAPTOM Lieniecoobpa3Ho NPOBEPUTL AEHCTBUE CCLINOYHBLIX
CTaHAapToB B MHGOPMALIMOHHOR cUcTeMe OBLLEro Nornb3oBaHUs — Ha ouLMarnbHOM caiiTe HaLMOHaNLHOro opraHa Poc-
cuiickoit defepauuu no cTaHAapTU3aLMK B cETU MHTEPHET UK MO eXerofHOMy MHGOpPMaLMOHHOMY ykasaTento «Haymo-
HamnbHbIe CTaH4apThl», KOTOPbIK oMyGnuUKoBaH No COCTOSIHUIO Ha 1 siHBapsi TEKyLLEro rofa, U No BhiNycKam eXeMeCAYHOro
MHOPMaLMOHHOIO ykasaTensi «HalvoHanbHble CTaHAapThi» 3a TEKyLWiA rod. Ecru 3aMeHeH CChbINouHbIA CTaHAapT, Ha
KOTOpbI faHa HeaaTMpOBaHHasi CChIMKa, TO PEKOMEHAYETCA UCTONbL30BaTh AEACTBYIOLLYIO BEPCUIO 3TOMO AOKYMEHTa ¢
YYETOM BCEX BHECEHHBIX B AaHHYI0 BEPCUIO M3MEHEHWIA. ECnu 3aMeHeH CCbINoYHbIA CTaHAapT, Ha KOTOpbIi AaHa aatu-
poBaHHas cchinka, To PEKOMEHLYETCS UCMOMNbL30BaTs BEPCUIO STOMO OKYMEHTA C yKasaHHbLIM BhiLUe FOA0M YTBEPXKAEHUS
(NpuHATUA). ECcnn nocne yTBepXAeHUs HACTOSLLEro CTaHAapTa B CChINIOYHLIN CTaHAapT, Ha KOTOPbLINA AaHa AaTUpoBaHHasn
CChIfka, BHECEHO U3MEHeHWe, 3aTparmBatolLLee MonoXeHue, Ha KOTopoe aHa CChifika, TO 3TO MOSIoKEHUE PeKOMeHaYeTCs
NPUMeHsATb Ge3 yueTa AaHHOro U3MeHeHUs. ECru cChiNouHbli cTaHAapT oTMeHeH Ge3 3aMeHbl, TO NOoXeHUe, B KOTOPOM
JaHa cchlifika Ha Hero, PEKOMEHAYETCH NPUMEHSITL B YacTy, He 3aTparvBatoLLeil STy CChIMKY.

3 TepMuHbI U onpeaeneHusn

B HacTosiuieM ctaHgapTe npuMeHeHbl TepMuHbl o FOCT P 50922, a Takke cneayowme TEPMUHBI C CO-
OTBETCTBYIOLMMMN ONpPEAENEHUAMU:

3.1 undopmaumonHas cuctema: COBOKYNHOCTb coaepxaLienca B 6asax gaHHbix uHopMaumum n obe-
cneymBaiomx ee 06paboTky MHCOPMALMOHHBIX TEXHONOMMIA U TEXHUYECKUX CPEACTB.

MpuMeyaHue —OnpegeneHne TepMuHa cooTBeTcTBYeT [1].

3.2 KOMNOHEHT UH(POPMALIMOHHON CUCTEMbI: YacTb MHPOPMALIMOHHOW CUCTEMBI, BKIOYAIOLLIASA He-
KOTOPYIO COBOKYNHOCTb MHcbopmaLmu u obecneunsatoLmx ee o6paboTky oTaenbHbIX UHGOPMALMOHHBIX TEX-
HOMOruii U TEXHUYECKUX CPEACTB.

3.3 npu3Hak knaccudumkaumum yassumocTtein: CBOWCTBO UMK XapakTepucTuka ysa3sBuMOCTeN, No KOTo-
pPbiM NPOM3BOAUTCA KNaccudmkayms.

3.4 undpopmaunoHHan TexHonorua [rexHonorua oopacoTku (nepeaayuu) uidpopmaunm B uHdop-
MauuoHHon cucteme]: MNpouecc, meToa noucka, coopa, XxpaHeHus, o6paboTku, NpeaoCTaBnNEHUs, pacnpo-
CTpaHeHns uHgopmauun u cnocod oCyLLECTBNEHNA TakuX NPOLECCOB U METOA0B.

Uzpanue ocpuumnanoHoe
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3.5 kondurypauma nHopmaLmMoOHHON CUCTEMbI: B3auMocBsidaHHbIE CTPYKTYPHO—(PYHKLIMOHANbHBIE
XapakTepucTuku UHGOPMaLMOHHON CUCTEMBI, BKNOYAIOWME CTPYKTYpY M COCTaB UHCGPOPMALMOHHON CUCTe-
Mbl, husudeckne, norndeckue, PyHKLMOHANbHbLIE U TEXHONOIMYECKNE B3aUMOCBSA3N MeXAY KOMMOHEHTaMu
MHPOPMALIMOHHOW CUCTEMBI, C UHLIMA MH(POPMALMOHHLIMA CUCTEMAMU U MHPOPMALIMOHHO-TENEKOMMYHU-
KaLMOHHbIMW CETAMMU, a TAKKE C NONMTHOMOUMAMU CYyOBLEKTOB A0CTYNA kK 06bekTam A0oCTyna MHpOpMaLMOHHOM
CUCTEMBI.

3.6 yrposa 6esonacHocTu uHcdopmaummn: CoBOKYNHOCTb YCMOBWIA U (DaKTOPOB, CO3La0LLMX NOTEHLU-
aneHYIo UMK peankHO CYLLECTBYIOLLYIO ONAaCHOCTb HapyLueHusi 6esonacHocTn uHdopMaLum.

3.7 ysasBuMocTb: Hepocrartok (cnabocTb) NporpaMMHOro (MPOrpaMMHO-TEXHUYECKOrO) CPeacTBa UMK
MHOPMAaLMOHHON CUCTEMBI B LIEMOM, KOTOPbIN (KOTOpas) MOXET GbiTb MCNOMb30BaHa ANs peanu3auumn yrpos
6e30MacHOCTM MHGOPMaLUN.

3.8 yA3BUMOCTb KOAa: YS3BMMOCTb, NOSABMBLLAACA B Npouecce pa3paboTku nporpaMMHOro obecne-
YeHus.

3.9 ysa3sBUMOCTb KOHUrypaumumn: Ys3BUMOCTb, MOSIBUBLLASICA B MpoLecce 3agaHusi KoHdurypauuu
(NpUMeHeHns napamMeTpoB HACTPOIKK) NPOrpaMMHOro 06ecnedYeHuss U TEXHUYECKUX CpeacTB UHDOPMAaLUOH-
HOW CUCTEMBI.

3.10 yA3BUMOCTb apXUTEKTYPbI: YA3BUMOCTb, MOSIBUBLLASACS B NPOLIECCE NPOEKTUPOBaHUS MHGOPMAa-
LIMOHHOW CUCTEMBI.

3.11 yA3BMMOCTb OpraHmM3aLMOHHaAA: YA3BUMOCTb, NOSIBUBLLIASACA B CBA3U C OTCYTCTBUEM (MNU Heao-
cTarkamu) OopraHuM3auMOoHHbIX Mep 3awmTbl MHopMauun B MHPOPMaLMOHHON cucteme u (Unu) HecoObnio-
AEHWeM npaBun KCnnyaraumn CUCTeMbl 3aluTbl uHdopMauuu MHPOPMAaLUOHHON cUcTeMbl, TpeGoBaHui
OpraHu3auMOHHO-PaCNoPAANTENbHBIX JOKYMEHTOB MO 3awmTe uHcopMauumn u (Mnu) HECBOEBPEMEHHOM Bbi-
MOSNIHEHUU COOTBETCTBYIOLUMX AEWCTBUIA AOIHKHOCTHLIM NUUoM (paboTHUKOM) UNK noapasaeneHneMm, oTBeT-
CTBEHHBbIMU 3a 3aLLuTy MHpopMaLmu.

3.12 yA3BMMOCTE MHOroakTopHas: YA3BMMOCTb, NOABUBLLASICA B pe3ynbTaTe HanMuuMsa HECKONbKNX
HeJOCTaTKOB Pa3nMYHbIX TUMOB.

3.13 A3bIK NporpaMMUPOBAaHUA: HA3biK, NpefHa3HavYeHHbIn ANna pa3paboTku (NnpeacTaBneHus) npo-
rpaMMHOro obecneyeHus.

3.14 cTteneHb onacHocTU yA3BUMMOCTU. Mepa (CpaBHUTeNbHas BENUYMHA), XapakTepu3ayiowas noa-
BEPXXEHHOCTb MH(POPMALIMOHHON CUCTEMBI YI3BMMOCTU U €€ BNIUSIHME Ha HapyLueHue CBOINCTB Be3onacHoCTh
nHopMauun (KOHPUAEHLUMANbLHOCTb, LENOCTHOCTb, AOCTYMHOCTD).

4 OCHOBHbI€ MONOoXeHUs

4.1 B ocHoBe knaccudukauum yassumocten NC ncnonb3ylores cneaytolme knaccuukauuoHHble npu-
3HaKu:

- 06nacTb NPOUCXOXKAEHUS YSI3BUMOCTH;

- TUNbI HegocTaTtkos UC;

- MecTO BO3HMKHOBEHUA (nposiBneHus) yassuMmoctn UC.

MpumeyaHue — B ka4yecTBe ys3BUMBIX KOMMOHEHTOB UHAOPMALIMOHHOM CUCTEMBI paccMaTpuBatoTes: obLue-
cucTeMHoe (o6LLee), NpUKNagHoe, cneyuansHoe NporpaMMHoe obecrnedeHne, TexXHUYeckne cpefcTsa, ceTeBoe (KOMMY-
HUKaLUMUOHHOe, TENEKOMMYHUKaLMOHHOe) oGopyaoBaHUe, CPeCTBa 3alUThl MHGOpMaLMK.

4.2 NMomMnuMO KnaccudUKaLMOHHBIX MPU3HAKOB YA3BUMOCTEN NC MCMOMb3yloTCA NOUCKOBBLIE NPU3HAKK
(ocHOBHbIE 1 AONONHUTENbHbIE). MOMCKOBLIE NPU3HAKW NPEeAHAa3HAYeHbl A5l OPraHu3aLumu pacLUMPEHHOTO No-
ncka B 6a3ax AaHHbIX YA3BUMOCTEN.

4.3 K 0CHOBHbIM MOWUCKOBLIM NpM3HaKam yassumocTtei UC oTHocaTcA cneaytowme:

- HaumeHoBaHue onepaunoHHoi cuctembl (OC) 1 TUN annaparHoit NNaropMmsl;

- HauMeHoBaHue nporpammuoro obecneuenus (NO) u ero Bepcus;

- CTeneHb ONacHOCTU YA3BUMOCTH.

4.4 K pononHuTenbHLIM NOUCKOBLIM NPU3Hakam ys3Bumoctein C oTHocATCS cneaytoLme:

- AA3bIK NPOrpaMMUPOBAHUS;

- cnyx6a (nopt), kotopas (KOTopblit) ucnonbayeTca Ans dyHKUMoHuposaHus MO.
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5 Knaccudumkauusa

5.1 Yassumoctu MIC no obnactu NponUCXoXKaAeHMA NOAPA3AENSOTCA Ha CneayroLme Krnaccehbl:
- YA3BMMOCTM KOAA;

- YA3BUMOCTU KOHpurypauumu;

- YA3BUMOCTU apXUTEKTYPbI;

- OpraHu3aunMoOHHbIE YA3BUMOCTU;

- MHOroPaKkTOpHbIE YSA3BUMOCTMU.

MpuMmedyaHune — B Lensix BbISBNEHUS U OLEHKW YA3BUMOCTeH MHEPOPMALMOHHBIX CUCTEM MOTYT BblAENSATLCS
NOAKIacchl YA3BUMOCTEN.

5.2 Yassumoctu MIC no Tunam HepgoctatkoB MIC noapasaensioTcs Ha creayoLwme:
- HegocCTaTku, CBA3AHHbIE C HENPABUILHOW HaCcTponKon napameTpos MO.

MpuMedaHue —HenpaBunbHas HacTpoiika napameTpoB MO 3aknioyaeTcs B OTCYTCTBUMU HEOGXOAUMOro napa-
MeTpa, NPUCBOEHUM NapaMeTpy HeMpaBUIbHBIX 3HAUEHUIA, HanNU4YMK M3GLITOMHOMO YNCHa NapamMeTpoB UMK HeonpeaeneH-
HbIX NapameTpo. MO;

- HEJOCTaTKW, CBA3AHHbIE C HEMOMHOTO NPOBEPKU BBOAUMbIX (BXOAHbIX) AaHHbIX.

MpuMedaHue — HefocTaToMHOCTL NPOBEPKU BBOAUMBIX (BXOLHLIX) AaHHbLIX 3aKMo4aeTcsi B OTCYTCTBUW Npo-
BEPKMN 3HaYeHUI, N3BLITOYHOM KOMMYECTBE 3HaUYeHUIA, HeonpeaeneHHOCTH 3HaYeHUi BBOAUMBIX (BXOAHLIX) AaHHBIX;

- HEA4O0CTaTKun, CBA3aHHbIE C BOSMOXXKHOCTbLIO NPOCNeXXnBaHUA NyTn 40CTyna K Katanoram.

MpuMedaHue — [pocnexusaHue Nyt LOCTyNa K KatasioraM 3aKnio4aeTcsi B OTCNEXUBaHWUM NyTU 4OCTyNa K
KaTasnory (no agpecHoi CTPOKe/COCTaBHOMY UMEHW) W MOSTyYeHUM JOCTyNa K NpefblayLwieMy/KOpHEBOMY MECTY XpaHeHUs
JaHHbIX;

- HeJOCTaTKM, CBA3aHHbIE C BO3MOXHOCTbIO Nepexoaa Mo CCblfkam;

Mn puUMeyvaHue —Illepexod No cculfikam CBA3aH C BO3MOXXHOCTLIO BHEAPEHUS HApYLUUTENEM CChISIKA HAa CTOPOH-
HWe pecypchbl, KOTOpbIe MOTYT cogepxaTb BpeAOHOCHbIﬁ koa. Ons ('.bGVIJ'IOBbIX CUCTeM HeaoCTaTKaMn ABNAKOTCA CUMBOJb-
Hbl€ CCHIJTKU U BOSMOXHOCTWU NpocieXusaHUa nNo HUM HaxoXaeHUAa pecypca, 40CTyN K KOTOPOMY OrpaHUYeH;

- HE40CTaTKK, CBA3aHHbIE C BO3MOXHOCTbIO BHeApeHUA komaHg OC:

MpuMeyaHue — BHegpeHne komaHg OC 3akno4aeTC B BOIMOXHOCTU BbINONHEHUSA NofNb3oBaTeneM KOMaHj
ornepaLMoHHON CUCTEMBI (HanNpuUMep, NPOCMOTpa CTPYKTYPLI KaTanoros, KONUpoBaHue, yaaneHue hannos n apyrue Ko-
MaHfbl),

- HE0CTAaTKU, CBA3AHHbLIE C MEXCANTOBLIM CKPUNTUHIOM (BbINOMIHEHNEM CLIEHAPUEB).

MpuMeyaHue —MexcanToBblin CKPUMNTUHI 06bI4HO pacnpocCTpaHeH B Be6-I'IpMJ'IO)KeHMF|X N no3BonAaeT BHEAPATL
Koa B 866-CTpaHMleI, KOTOpble MOrYT NpocMaTpuBaTb HENErMTUMHbIE NONb3OBaTENN. I'IpmmepaMM TaKoro Koga AsnAkTcA
CKpUNThI, BbiNONHAKWNWEeCA Ha CTOPOHE NONb3oBaTenNnsa,

- HEAOCTaTKM, CBA3aHHbIE C BHEAPEHMEM UHTEPNPETUPYEMbIX ONEPATOPOB A3LIKOB NPOrPaMMUPOBAHUS
Unu pasMeTku.

MpuMmevaHue —HegocTaTku cBsA3aHbl C BHEAPEHUEM UHTEPNPETUPYEMBIX ONEPaATOPOB A3LIKOB NPOrpaMMUpo-
BaHWs (HanpuMmep, onepauuu BoiGopa, 406aBNeHNs, yaaneHus u Apyrue) Unu pasMeTku B UCXOAHLIA Kog BeG-NpUNOXeHUs;

- HeA40CTaTKu, CBA3aHHbIE C BHEAPEHUEM NPOU3BONLHOIO KOAA.

MpuMmevaHue —HegocTaTku cBsizaHbl C BHeAPEHWEM NPOU3BOSBHOMO KOAa U YacTh KoAa, KoTopble MOryT Npu-
BECTU K HapyLUEHUIO NpoLiecca BbINONHeHUs! onepauuii;

- HEQOCTaTKU, CBA3aHHbLIE C NepenonHeHnemM Gydepa naMaTu.

NMpumedaHue — MepenonHeHne Gycdepa BO3HUKAET B cnydvae, koraa MO ocywecTBNSET 3anucb AaHHbLIX 3a
npegenamu sblgeneHHoro B naMaTu Gydepa. MepenonHeHue Bydepa 06bIMHO BO3HUKAET U3-32 HENPaBUNbHOW paGoThl
C AaHHLIMU, NOMYYEHHLIMU U3BHE, W NAMSATLIO, MPU OTCYTCTBUM 3aLLUTLI CO CTOPOHLI CpeAbl NPOrpaMMUPOBAHUS U one-
paunoHHON cucTembl. B pesynerate nepenonHeHus Gydepa MOryT 6biTb UCNOpYEHbl AaHHBIE, PAcnNONOXeHHbIe CnejoM
3a 6ycdepom unu nepes HUM. MepenonHeHne Gydepa MOXET Bbi3biBaTb aBapuitHoe 3aBeplueHne unu sasucanue MO.
OTaenbHble BUALI NepenonHeHnii Gydepa (Hanpumep, NepenonHeHne B CTEKOBOM Kape) NO3BONSIOT HAPYLUMTENIO Bbl-
NONHWUTL NPOU3BONBHbLIN Kog OT UMeHn MO 1 ¢ NpaBaMu Y4ETHON 3anUcK, OT KOTOPOW OHa BbINOSHAETCS;
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- HEI0CTaTKK, CBA3aHHbIE C HEKOHTPONUPYEMOon POpPMaTHON CTPOKON.

MpumeyaHune — dopMaTHas cTpoka B A3blkax C/C++ aBNAeTCA cneyuansHbIM apryMeHToM (YHKUUK C AnHa-
MUYECKM M3MEHAEMBIM YUCNOM NapaMeTpoB. Ee 3Ha4eHne B MOMEHT Bbi3oBa hyHKLMM onpefensneT dakTuieckoe Konude-
CTBO U TUNbI NapameTpoB yHKUMK. OBk hopMaTHON CTPOKN NOTEHLWANbHO NO3BONAIOT HAPYLUUTENO ANHAMUYECKU
U3MEHSATL NYTb UCMONHEHUA NPOrpaMMbl, B pSfe Cry4aeB — BHEAPATL NPOU3BONbHLINA KO,

- HeaocCTaTKu, CBA3AHHbLIE C BbIYUCIIEHUAMU.

MpuMeyaHune —KHegocTaTkaM, CBSI3aHHBIM C BLIYMCIIEHUAMU OTHOCATCA cnegytoLue:

HEeKOpPeKTHLIM AnanasoH, korga MO ucnonk3yeT HeBepHOE MakcUManbHOe MU MUHUManNbHOE 3HaYeHUe, KoTopoe
OTNNYaeTCA OT BEPHOTO Ha eAuHNULY B GOMBLLYIO MITM MEHBLLYIO CTOPOHY;

olmnBKa Yncna co 3HAKOM, KOrZla HapyLLUMTErb MOXKET BBECTU jaHHble, CofjepXallue oTpULaTensHOE LIenoe YUCro,
KoTopble nporpaMma npeobpasyeT B NONOXUTENbLHOE HeLlenoe YUCHo;

olnbKa yceyeHNs Y1cra, KOra YacTb YMCra oTceKaeTcs (HanpuMep, BCrieAcTBUE SIBHOTO UMK HesIBHOMO npeobpa-
30BaHM1S WM MHBIX NEPEXOA0B MeXAY TUNamu vucen);

owwbKa MHAMKaLUKM nopsigka GaidToB B Yncnax, koraa B MO cMelumBaeTcst nopsgok o6paboTku GUTOB (Hanpumep,
oGpaTHBI U NpsIMOit NopAAOK GUTOB), YTO NPUBOAMT K HEBEPHOMY YUCIY B COAEPXKUMOM, UMEIOLLEM KPUTUYECKOE 3HaYe-
HUe gns GesonacHocTy;

- HE10CTaTKW, NPUBOAALLME K YTEUKE/PACKPbLITUIO MHEDOPMALIMM OrPAaHUYEHHOIO 40CTYNA.

MpuMedaHue — YTedka MHDOpMALMKU — NPEAHAMEPEHHOE UNN HEYMBILUNIEHHOE pa3srnaleHne UHdopMaLmu
orpaHi4eHHoro JocTyna (HanpuMep, CyLecTByeT yTeukn nHdopMaumn npu reHepupoBaiun MO coobuerusn o6 owwmbke,
KOTOPOE COAEPXKMT CBEAEHWS OrpaHUYeHHoro goctyna). Hepoctatku, npuBogsawme K yTeuke/packpbiTuio WHdopmaumnu
orpaHW4eHHoro 4ocTyna, MoryT 6biTb 06pa3oBaHbl BCNEACTBUE HASIMUUS UHBLIX OLWMGOK (HanpuMep, oWwKnBOK, CBA3AHHBIX
C UCNONb30BaHUEM CKPUMTOB);

- HEQ0CTaTKK, CBA3AHHbIE C YNPaBIEHUEM MOMHOMOUYUAMU (YHETHBIMU AAHHLIMUK).

M puMevyaHune — K HegocTaTkaM, cBA3aHHLIM C ynpaBneHnem NONHOMOYUSMA (yHeTHbIMI/I AaHHLIMU) OTHOCATCS,
HanpuMmep, HapylweHne NOnUTUKU pasrpaHuYeHnAa AocTyna, OTCyTCTBuUe HeobxoaUMbIX pone|7| nons3oBareneu, ownokn
npun yaaneHnn HeHY>XXHbIX YYeTHBIX JaHHbIX U Apyrue,;

- HEA4oCTaTKu, CBA3aHHbIE C ynpaBneHUeM paspeLieHuamu, npuBMneruaMm U AoCTynom.

MpuMedaHue —KHegocTaTkaMm, CBA3aHHLIM C yNpaBleHUEM pa3peLlleHNAMU, NPUBUIErMAMU U LOCTYNOM OT-
HOCATCA, HanpuMep, NpeBbILLEHWe NPUBUIETWIA U NOTHOMOMMIA, HEOGOCHOBaHHOMY HanMMYUIO Cynepnosib3oBarterieil B cu-
cTeMe, HapyLUeHWe MoNUTUKM pasrpaHudeHnst 40CTyna U Apyrue;

- HEQOCTaTKK, CBSA3aHHbIE C ayTeHTUdUKALMNEN.

MpumeyaHune — K HegocTaTtkam, CBA3aHHbIM C ayTeHTUdMKALMEH OTHOCATCS: BO3MOXHOCTL 06xoaa ayTeHTu-
chukaLmm, oLnBKN Norukn NpoLiecca ayTeHTUMUKaLMKM, OTCYTCTBUE 3arnpeTa MHOXECTBEHHLIX HEYAAYHbIX NONLITOK ayTeH-
TUDUKaLMK, OTCyTCTBUE TpeboBaHUs ayTeHTUUKALMK ANS BLINMOMHEHUA KPUTUHHBLIX (hYHKLWIA;

- HeJoCTaTKM, CBsA3aHHbIE C KpunTorpadmyeckummn npeobpasoBaHnsaMU (HeAoCTaTKM LWMPOBaHUS).

MpuMedyaHune —K HegocTaTkam, cBsi3aHHBLIM € KpUnTorpaduyeckumn npeobpa3oBaHUSMU OTHOCATCS OLLUMGKK
XpaHeHWss UHhopMaLMK B HesalMppoBaHHOM BUAE, OLUMOKU NMPY yNnpaBneHWn Kntodamm, UCNofb3oBaHUe HecepTUdULM-
poBaHHbIX CPeACTB KpUNTorpaduyeckom 3autsl MHOpMaLmuy;

- HeJoCTaTKK, CBA3AHHbIE C NOAMEHOW MEXCAWTOBbLIX 3aNPOCOB.

MpumeyvyaHue — MogMeHa MEXCAHTOBOrO 3ampoca 3akmoHaeTcs B TOM, UTO Ucnonbayemoe MO He ocyljecT-
BISIET UIM He MOXET OCYLLECTBUTE NPOBEPKY NPaBUIBHOCTM (hOPMUPOBAHUA 3aMpPoca;

- HEAOCTaTKU, NPUBOAALLNE K K COCTOAHUIO TOHKW» .

MpumeyaHune — «CocTosHME FOHKN» — OLLMGKA NPOEKTUPOBAHUSA MHOTOMOTOUHOM CUCTEMbI U NPUIOXKEHNS,
MpU KOTOPOWA ChYHKLMOHMPOBaAHUE CUCTEMBI UK MPUIOXEHNA 3aBUCUT OT MopsiAKa BbINOMTHEHUN YacTyn koaa. «CocTosHue
FOHKM» SBNAETCSH creLudunyeckoit oLuMGKoiA, NposBnsioLLeics B cny4YaiHble MOMEHTBI BPEMEHH;

- He10CTaTKW, CBSA3AHHbIE C YNpaBneHnem pecypcami.

MpumevaHune — K HepoctaTkaM ynpaBneHUA pecypcamu OTHOCSITCH: HEAOCTAaTOYHOCTL Mep 0CBOGOXAeHMA
Bblf]€NEHHbIX YHacTKoB NaMATKU MOCIe UCMONb30BaHWs!, YTO NPUBOAMT K COKpalLeHUo cBobogHLIX obnacTel naMsTw, oT-
CYTCTBME OYUCTKM pecypca W MpoLeccoB OT CBEAEHUIA OrpaHUYEHHOro AOCTyna nepes MOBTOPHLIM WUCMOMNb30BaHUEM U
Apyrue,
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- UHbI€ TUMNbI HEAOCTATKOB.

MpuMeyaHue —Io pesynsrataM BbISBIEHUS YA3BUMOCTER UHOPMALIMOHHBIX CUCTEM NepedeHb TUNOB HEAO-
CTaTKOB MOXET JOMOJHSATLCSI.

5.3 Yassumoctu C no mecty BO3HMKHOBEHUS (NPOSABNEHUS) NOAPA3AensioTcs Ha cneayowme:
- yA3BMMOCTM B 0OLLIecucTeMHOM (0OLWwem) nporpaMMHOM oBecneyeHuun.

MpumMmevyaHune — K yasBumocTsaM B obuiecucteMHoM (06LUeM) nporpaMMHOM o6ecnedeHnn OTHOCATCA YA3BHU-
MOCTU ONepaLMOHHBIX CUCTEM (YS3BUMOCTU (haidNoBLIX CUCTEM, YA3BUMOCTU PEXMMOB 3arpy3ku, y3BUMOCTH, CBA3aHHbIE
C HanuW4neMm cpefcTsB pa3paboTku U OTNafKW NPOrpaMMHOro obecrneyeHus], yI3BUMOCTU MEXaHU3MOB YNpaBneHns npo-
Leccamu 1 Apyrue), yssBUMOCTU CUCTEM ynpaBneHusi 6asamu JaHHbIX (YSI3BUMOCTU CEpBEpPHOW U KNUEHTCKON YacTei
CUCTEMBI ynpaBrieHus GazaMu AaHHbIX, YS3BUMOCTU CrELManbHOrO UHCTPYMEHTapUsi, YsI3BUMOCTU UCNONHAeMbIX 06b-
ekToB 6a3 AaHHbIX (XpaHWMble NPOLEAYpPLI, TPUITEPLI) U APYIUE), YA3BUMOCTU UHBIX TUNOB oblyecucTeMHoro (obuiero)
nporpamMMHoro oGecrneveHus;

- YA3BUMOCTHM B NPUKINAAHOM NPOrpaMMHOM 06eCcneyeHnu.

MpumeyaHue —Kya3BUMOCTAM B MPUKNaAHOM NpOrpaMMHOM obecnedeHnn OTHOCATCS YSI3BUMOCTM OCOUCHBIX
NakeToB NPOrPamMm U UHbIX TUMOB NPUKIaLHOrO NPOrpaMMHOro oGecneyeHust (Hanmune cpegcTe paspaboTkn MOBUITLHOTO
KOAa, HEAOCTaTKN MEXaHU3MOB KOHTPOMS UCMONMHEHUS MOBUNBLHOMO KoAa, OLWKUGKM NporpaMMUpOBaHus, Hanuuue yHK-
LiMOHanbHbIX BO3MOXHOCTEM, CMOCOBHBIX OKasaTh BIIMsiIHUE Ha CPeACTBa 3allMThl MHOpMaLuMK 1 Apyrue yS3BUMOCTH);

- YA3BUMOCTM B CreLnanbHOM NporpaMMHOM 06eCcneyeHum.

MpumeyvaHue — K yda3BUMOCTAM B cneLyanHOM NporpaMMHOM 0BecnedeHn OTHOCSTCS YSI3BUMOCTU Npo-
rpaMMHoro oSecrneveHwsi, paapaboTaHHOro ANsl peLUeHNs] ceLuduIeckux 3agay KOHKPETHOW MHGOPMaLIMOHHOW CUCTEMBI
(owmnBKK NporpaMMUpOBaHNs, Hannune YHKLMOHaNBHBIX BO3MOXHOCTEN, CNocoBHLIX 0KasaTb BUSHWE Ha CpefCcTBa 3a-
WWTLI MHpOPMaLMK, HEAOCTaTKA MEXaHU3MOB pasrpaHU4eHust JocTyna kK obbekTam creLuarnsHOro nporpaMmHoro obe-
CMNEYEHMUS W Apyrue yS3BUMOCTH);

- YASBUMOCTU B TEXHNYECKUX CpeacTBax.

M pumMmed4yaHune — K YA3SBUMOCTAM B TEXHUYECKUX CpefcTBaxX OTHOCATCA YyA3BUMOCTU NporpamMmMHoOro obecne-
YEHWSI TEXHUYECKUX CPEACTB (YS3BUMOCTN MUKPONPOTPaMM B NOCTOSIHHBIX 3aNOMUHAIOLNX YCTPOHCTBAX, YS3BUMOCTM
MUKPOMpOrpaMm B MporpaMMUpyeMbIX SIOrNYECKUX UHTErpanbHLIX CXeMax, YAsBuMocTH 6a3oBoii cHcTeMbl BBOAA-BLIBOAA,
YA3BUMOCTY MPOrpaMMHOro 06eCneveHNs KOHTPONNEPOB YNpaBNeHns, UHTEPHENCOB yNpaBneHus u Apyrue yassumocTi),
NHbIE YSI3BUMOCTU TEXHUYECKUX CPeaCTB;

- yA3BUMOCTU B NOPTATUBHbLIX TEXHUYECKNX cpeacTeax.

MpumevaHune — K ya3BUMOCTAM B NOPTATUBHLIX TEXHUYECKUX CPEACTB OTHOCSATCA YS3BUMOCTW OMepaLMoH-
HBIX CUCTEM MOGUMBHLIX (MOPTATUBHLIX) YCTPOICTB, YS3BUMOCTU NPUAOXKEHWIA AN MOMyYEHNA ¢ MOBUBHO YCTpoACTBa
BOCTyna K MHTepHeT-cepBUCaM, YS3BUMOCTU UHTepdercoB GECNPOBOAHOMO AOCTYMNA, UHbIE YA3BUMOCTU MOPTATUBHLIX
TEXHUYECKNX CPEACT;

- YA3BUMOCTU B CETEBOM (KOMMYHUKALIMOHHOM, TENEKOMMYHUKALMOHHOM) 0GOpya0BaHUN.

MpumMmeyaHune —KyasBUMOCTAM B CETEBOM (KOMMYHUKALMOHHOM, TENEKOMMYHUKALMOHHOM) 060pya0BaHUM OT-
HOCATCS YA3BUMOCTU MapLUPYTU3aTOpPOB, KOMMYTaTOPOB, KOHLEHTPaTOPOB, MySETUIIIEKCOPOB, MOCTOB W TENEKOMMYHMWKa-
LMOHHOro 060pyA0BaHUSA UHBLIX TUNOB (YA3BUMOCTU NPOTOKOMNOB U CETEBLIX CEPBUCOB, YS3BUMOCTU CPE,CTB U NPOTOKONOB
ynpaBreHUs TeNeKOMMYHUKaLMOHHLIM 060pyAOBaHWeM, HEAOCTaTKN MEXaHU3MOB yrpaBneHusl NOToKaMu UHdopMaLuu,
HeoCTaTku MEeXaHU3MOB pasrpaHMHYeHns JocTyna K PyHKUMAM ynpasrieHUs TeNnekOMMYHUKaLMOHHBIM 06opyoBaHUEM,
Apyrue yassumocTu),

- YA3BUMOCTH B CPEACTBAX 3aLUMTLI MHpOpMaLmK.

MpumevaHne — K ysasBUMOCTAM B CpeACTBax 3alMThl MHGOPMALMKM OTHOCATCS YSI3BUMOCTUM B CpefcTBax
ynpaBneHus JOCTYNOM, CpeACTBaX WAEHTUDUKALUN U ayTeHTUdUKaLMK, CPeACTBaX KOHTPONS LieroCcTHOCTH, CpeacTeax
[ OBEPEHHOIA 3arpy3ku, CPeACTBaxX aHTUBMPYCHON 3alLUTLI, CUCTEMax 0BHapyXeHUs1 BTOPXKEHUI, CPELCTBaX MEXCETEBOro
3KpaHUpPOBaHWS, CPEACTBaxX yNpaBneHUs NOToKaMn MHGOPMaLMK, CPeACTBaxX OrpaHUYEHMUs! NporpaMMHON cpefbl, cped-
CTBax CTUpaHUs MHPOPMaLMK U KOHTPONS yaaneHns MHopMaLnm, CpeacTBax 3alluThl KaHasioB nepegaqun Hpopmaymn,
YSI3BUMOCTU B WHBIX CPEACTBax 3alyuThl MHopMaLmMm (oWUGKN NPOrpaMMUPOBaHHNS, HEAOCTATKN, CB3aHHbIE BO3MOXHO-
CTbio 06x0fa, OTKAIYEHUs, NpeogoneHus dyHKLUMIA 6e30nacHoCTH, Apyrue YA3BUMOCTH).
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