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Mpepgucnosune

Lienn v npuHumnel cTaHgapTm3auum B Poccuiickoin @efepauym ycTaHoBneHbl ®efepanbHbiM 3aKkOHOM OT
27 neka6ps 2002 r. No 184-d3 «O TexXHU4YEeCKOM perynvpoBaHuu», a npasuia NPpUMEHEHNs HauUoHabHbIX
cTaHfapToB Poccuiickoii ®epepaunn — FOCT P 1.0—2004 «CtaHgapTtusauua B Poccuiickoii ®epepauun.
OCHOBHbIE NOIOXEHUSA»

CeefeHus o cTaHgapTe

1 PABPABOTAH ®efepasbHbiM  TOCYAAPCTBEHHbIM  YHUTAPHbIM  NpeanpuaTnem  «MeH3eHcKui
Hay4HO-uccnenoBaTeNbCKUA 3/IEKTPOTEXHUYECKUA MHCTUTYT» (PTYM «MHN3U»), dDenepanbHbIiM rocyaap-
CTBEHHbIM yypexaeHnem «l ocyaapCTBEHHbI Hay4YHO-UCCNeA0BaTeNbCKUI UCTbITATE IbHbIVE MHCTUTYT NPO6-
NleM TeXHUYECKO 3aluTbl nHopmaLmn PeaepanbHol CnyXobl N0 TEXHUYECKOMY 1 9KCNOPTHOMY KOHTPO/IHO»
(®ry «FTHUUW NT3N dCTIK Poccum»)

2 BHECEH TexHuyeckuM KoMuTeTOM No ctaHgapTusaumm TK 362 «3awuta nddopmasnm»

3 YTBEPXAEH W BBEJEH B [JEWCTBWE Mpukasom ®eaepansHOro areHTCTsa no TEXHUYECKoMy
perynupoBaHuio u MeTponorum ot 1 aeka6ps 2011 r. No684-cT

4 BBEJEH BMNEPBbIE

MHdopmauns 06 M3MeHeHnsax K HacTosileMy cTaHgapTy nybnvkyeTcs B €XerofHo usgasaemom
MHopMaLunoHHOMYKa3aTene «HauvoHanbHble CTaHAapThi», @ TEKCT U3MEHEHU MMONPaBOK — B eXeMe-
CAYHO M3AaBaeMbIX MHPOPMAaLMOHHbIX yKa3aTensx «HauvoHanbHble cTaHAapThi». B cnyyas nepecmoTpa
(3aMeHbl) UM 0T MeHbI HACT oAl ero cTaHjapTa cooTBeTCTBYLee yBeomeHne 6yeT ony61KoBaHo
B €XKEMeCSAYHO n3aaBaeMoM MHhopMaLMOHHOM yKasaTene «HaunoHanbHble cTaHgapThi». COOTBETCTBY-
owas nHopmMauums, ysegoMieHne u TeKCTbl pa3MeLlain T ca Takke B MH(hopMaLMOHHOK cucTeme obLero
nosb30BaHMA — Ha ohmumanbHOM caliTe ®efepanbHOro areHTcTBa N0 TeXHNYEeCKOMY PerynmpoBaHunio u
mMeTponoruv B ceTu NHTepHeT

©CrtaHgapTuHpopm. 2012

HacTosuii cTaHAapT He MOXeT GbITb MOSIHOCTLIO UM YACTUYHO BOCMPOU3BEAEH, TUPAXMPOBAH 1 pac-
MPOCTPaHEH B kKayecTBe ohuLmanbHOro nsganus 6e3 paspelleHus ®efepasbHOrO areHTCTBa N0 TEXHUYECKO-
MY perysiupoBaHuio 1 MeTposiorumn
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BsepeHune

HacTosAwuii ctaHAapT BXOAUT B KOMM/IEKC CTaHAapTOB, ycTaHaBNuBalLWmux TpeboBaHus K TecTuposa-
HVI0 CPeLCTB BbICOKOHAEXHON 6MOMETPUYECKO ayTeHTurkaumnm.

LloBepue Kk cpeacTBam BbICOKOHAAEXHOW 6UOMeTprYeckoll ayTeHTudmkauuy onpegenseTcs pesynbTa-
Tamu VX TeCTUPOBaHUSA, BbipaXKEHHbIMW B )OpMe rapaHTuii npon3BoauTens, NOATBEPXAEeHHbIX, N0 Heobxoau-
MOCTW, CEPTUAUKALMOHHBIMUN AOKYMEHTaMMU.

TecTupoBaHue cpefCcTB GIOMETPUYECKON ayTeHTUdMKaLMM NPOBOAMTCA C UCNOb30oBaHneM 6a3 6umo-
meTpuyecknx 0b6pasos «CBoli» 1 «Yyxoi», pasmepbl KOTOPbIX ABATCA 4OCTATOYHbIMUW 415 NOATBEPXAEHNSA
XapakTepucTuK TECTUPYEMbIX CPEACTB.

Hanbonee CnoXxHOM YacTblo 3afa4n ABISAETCA TECTUPOBAHNE CTOMKOCTM 06YUYeHHbIX NpeobpasoBartenei
«BrnomeTpusa-koa» katakam nogoopa. Kaknpasnno, co3garbA0CTaTO4HO 60/1bLION 06bEM €CTECTBEHHbIX GMO0-
MeTpuyeckmx o6pas3os no Tpeb6oBaHussM FOCT P 52633.1 TexHMYECKM HEBO3MOXHO. 10 3TOW NpuYnHe Npuxo-
AVTCA MHOTOKPATHO yBENNYMBaTh pa3Mepbl TECTOBOV 6a3bl 6UOMeTpryecKnx 06pa3os 3a cHeT CUHTETUYECKMX
6rnomeTpnyeckmx 06pasos, co3gaHHbix no FTOCT P 52633.2.

B obuiem cnyyae 3aavya aBToMaTM3npoOBaHHOIO TECTUPOBaHUA CTONKOCTH Npeobpasosatens «bromer-
pus-koa» TpebyeT hopMUpoBaHMS OUeHb 60/blnX 6a3 TECTOBbIX BMOMETPUYECKUX 06pasoB U NPUMEHeHNs
BbICOKOMPOW3BOAMNTE/bHbIX BbIUNCNTENbHbBIX CPEACTB € 60/1bLLUNM 06beMOM NaMaT. O61acTbio NPYMeHeHNs
HacTosILLero cTaHjapTa He ABnseTca obLwmin cnyyai nepebopa Bcex BO3MOXHbIX 6uomeTpuyecknx ob6pasos,
HaCTOALLMIA CTaHAaPT pacnpocTpaHsAeTCcs TOIbKO HAa TECTUPOBaHME NPOrPaMMHbIX CPeACTB ayTeHTUdukaumm,
B KOTOPbIX NPeAyCMOTpeHa BO3MOXHOCTb pean3aLmm cneLmasnbHbiX yC/10BUA YNPOLLLEHNA 3a4a4mn TecTupoBa-
HUS. a Takke NpefyCcMoTpeHbl cneuunasbHble TECTOBbIE PeXVMbl HA6NI0AEHNS BHYTPEHHUX AaHHbIX Npeobpa-
3oBatens «buomeTpua-koa». [nNA  CpeAcTB  BbICOKOHALEXHON 6GuomeTpuyeckoin ayTeHTudbmkauum,
BbIMO/IHEHHBIX C annapaTHOo 3aLMTol BHYTPEHHWX AaHHbIX, AW ANS NPOrpaMMHbIX CPeACTB, He NpefocTas-
NALWKUX AOCTyna K CBOVM BHYTPEHHUM AaHHbIM B CNeLManbHbIX pexumax TeCTupoBaHus, npoueaypbl HacTos-
Lero cTaHfapTa He MOryT faTb YMC/IEHHOW OLeHKM CTOKOCTU KaTakaM nogoopa.
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HALULMWOHANBHBIN CTAHAAPT POCCUWNCKOWN GENLEPALUMN

3awuTta nHopmaumm
TEXHUKA 3AWNTbBI MH®POPMAL NN

TecTupoBaHWe CTOWKOCTN CPefCTB BbICOKOHAAEXHOW
6nomeTpuuecKkoli 3aWnTbl kK atakam nogbopa

Information protection. Information protection technology. The high reliability biometric protection means
endurance testing from matching attacks

[Nata BBegeHuns — 2011 —12—01

1 O6nacTtb NpUMeEHeHUS

HacTosawwuii ctaHaapT pacnpocTpaHaeTcs Ha aBTOMaTU3UpOBaHHble CUCTEMbl TECTUPOBaHNA CPeAcTB
BbICOKOHaEeXHOW 6nomMeTpuyeckoi ayTeHTMdukaLmm, BbinosHeHHble no FOCT P 52633.0, koTopbie ocyle-
CTBNAIOT MMUTALMIO aTak nog6opa c MCnoib3oBaHNeM 6a3 ecTeCTBEHHbIX GuoMeTpruyecknx o6pasos, chopmu-
poBaHHbIX NMo FOCT P 52633.1 M pasMHOXEHHbIX 3a CYeT CUHTETUYECKUX OMoMeTpuyeckux obpasos,
nony4yeHHbix no FOCT P 52633.2. HacTosiwuii cTaHAapT pacnpocTpaHsieTcs Ha nporpamMmmHble cpeacTsa 6uo-
MeTpuyeckoi ayTeHTUUKaLMN WM NPOrpaMMHble 3MYNSATOPbl annapaTHbIX CPeAcTB ayTeHTUdukauum,
npegycmaTpuatoLme 4OCTYNHOCTb UX BHYTPEHHUX AaHHbIX B CNeunasibHOM TECTOBOM pexnMe.

2 HopmaTuBHbIE CCbI/IKK

B HacTofiLem cTaHfgapTe UCNOIb30BaHbl CCbISIKU HAa CrieayloLne cTaHAapTbl:

FOCT P 50779.10—2000 CrartucTuyeckne Metofbl. BEpoATHOCTL M OCHOBbLI CTATUCTUKN. TEPMUHBI U
onpegenexus

FOCT P 52633.0—2006 3auwmTa nHpopmaunm. TexHuka 3awutsl nHopmaumn. TpeboBaHus K cpes-
CTBaM BbICOKOHaEeXHOW 6uomMeTpmuyeckoi ayTeHTudunkalmum

FOCT P 52633.1—2009 3auwmTa nHcopmalmmn. TexHuka sawmTel nHopmauun. TpebosaHus K dop-
MUpOBaHNI0 6a3 ecTeCcTBEHHbIX BromeTpuyecknx 06pasos, NpefHasHauYeHHbIX AN TeCTUPOBaHUA CPefCcTB
BbICOKOHaZeXHOW 6MOMeTpUYecKoii ayTeHTudmukaLmm

FOCT P 52633.2—2010 3auwmTa nHcopmaummn. TexHuka sawmTbl Hpopmaunn. TpebosaHus K dop-
MUPOBAHWIO CUHTETUYECKMUX BUMOMETPUYECKNX 06pa30B, NpegHasHauYeHHbIX /159 TECTUPOBAHUSA CPefCTB BbICO-
KOHafeXHoM bruomeTpryeckoin ayteHTudukaum

MpumeyaHwue — MNpuNOIbL30BaHNM HACTOALWMM CTAaHAAPTOM Le/IecCo06pa3Ho NPOBEPUTL AeiCTBUE CCbINOY-
HbIX CTaH4apTOB B MH(OPMALMOHHON cucTeMe O6LWEro Mosb30BaHWsa — Ha oduunanbHOM caiiTe ®degepanbHOro
areHTCTBa Mo TEXHUYECKOMY PErYy/IMPOBaHNIO Y METPOIOTM B CETU MHTEPHET UM MO eXXEero4Ho n3gaBaeMoMy MHopmMa-
LMOHHOMY yKa3aTesto «HaumnoHaibHble CTaH4apTbi», KOTOPbIA 0My6/IMKOBaH MO COCTOSIHWIO Ha 1 AHBaps TEKYLero roaa, v
Mo COOTBETCTBYIOLMM €XEMECAYHO U34aBAEMbIM MH(OPMALMOHHLIM YKa3aTesisiM, ONy6/IMKOBAHHbIM B TEKYLLEM roay.
ECnn cCbINOYHbIV CTaHAAPT 3aMeHEeH (M3MEHEH), TO MPU MOJIb30BaHUKN HACTOSILLMM CTaHAapTOM CriefyeT PyKOBOACTBO-
BaTbCsl 3aMEHSIOWNM (M3MEHEHHbIM) CTaHAAPTOM. EC/IM CCbINIOYHBIV CTaHAAPT OTMEHEH 6€3 3aMeHbl, TO MOJIOXEHUe, B
KOTOPOM A aHa CCbI/iKa Ha HEero, MPUMEHSIETCA BYacTW, He 3aTparnBatroLeli 3Ty CCbIKy.

N3paHne odbunynansHoe
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3 TepMuHbI 1 onpeneneHns

B HacToswem ctaHgapTe npuMeHeHbl TepMuHbl Mo FOCT P 52633.0, TOCT P52633.1 nTOCT P 52633.2,
a TaKke cnefyLinii TEpPMUH C COOTBETCTBYIOLUM OnpefeneHnem:

3.1 cToiikocTb KaTakam nog6opa: Mokasarenb, onpesensoLnii HNC0 NONbITOK Nog60pa, Heo6xoau-
MOe 3/10yMbILU/IEHHMKY ANA NOMyYeHUs Ha BbIXofe npeobpasoBaTesis HEW3BECTHOro emy Koga Aoctyna
«CBOVi» Npy UCnosib30BaHNN AN aTaku 3apaHee chOpMUPOBAHHON 6a3bl GUOMETPMYECKNX 06pa30B «YyXKoi».

4 O603HauYeHUs 1 cokpalieHus

B HacTosweM foKyMeHTe NPUHATBI cregytoLine 0603HauYeHNs 1 CoKpalleHns:

N — pasmep ncnosnb3yemMoi A4na TecTupoBaHus 6a3bl 06pa3oB «Uyxoi»;

h — 3HaueHne KpuTepunsa XammuHra,

n — A/IMHA BbIXOAHOIO KoJa TeCTMpyemoro npeobpasosarens «61MoMeTpusa-koa»;
£(.) — oneparop Bbl4YMCNEHNA MaTeMaTuyeckoro oxuganus no FOCT P 50779.10;
0(.) — onepaTop BbIYUCEHUSA CTAHAAPTHOrO OTKIOHeHMsa no FTOCT P 50779.10;
P2— BepoATHOCTb OLIMGKM BTOPOro poaa (OLWM60UHbIA NPOMYCK «YyXoro»);

MNBEK — npeobpa3oBaTenib «6MOMETPUSA-KOL».

5 O6wume nonoxeHms

5.1 PacnpejgeneHve B3auMHOro fosepus

MBK MoryT TectMpoBaTbCA Npy pasHOM YpPOBHE A0BEpus Mexay AOHOPOM 6uomeTpuun, Brafgesbuem
cpefcTBa GUOMETPUYECKON ayTeHTUMKAL MK (TECTUPOBAHUS). PasnuyatoT Tpy ypOBHSA B3aMMHOIO OBEPUSI:

- MONHoe B3avMHOe JOoBepue Mexay AoHOPpOM 6MoMeTpumn 1 BnagenbLem cpegctasa 6MoMeTpuyeckoii
ayTeHTudrkaunm (TecTMpoBaHus);

- YacTMyHOe foBepue Mexay LOHOPOM 6roMeTpun U BNagenbLem cpescTsa GMOMEeTPUYECKO ayTeHTH-
thukauum (TecTupoBaHus);

- OTCYTCTBME [0BEpPUSA fOoHOpa 6MOMETPUM K BNajenbly cpeacTsa GMOMeTpUMYeckoin ayTeHTudmkaLmm
(TecTupoBaHus).

5.1.1 MonHoe goBepME CO CTOPOHbI fOHOpa 6uomeTpun

MonHoe B3aMMHOE lOBEPUE BO3HUKAET B C/lyvae, ecnv ;OHOP 6UMoOMeTpum Of4HOBPEMEHHO ABNAETCS BNa-
Jenbluem cpefcTea 6MomeTpuyeckon ayTeHTudmkauum co BCTPOEHHbIM 6710KOM caMoTecTMpoBaHus. Torga
[OHOp GMOMETPUM CNOCOGEH Noc/e Kaxaoro o6yyeHus HelipoceteBoro MNMBK camMocToAaTeNIbHO NPOTECTUPO-
BaTb €ro ypoBeHb CTOMKOCTW K atakam nogb6opa. OfHako npyu 3TOM AOHOP 6uoMeTpun JO/MKEH A0BEPATb
BCTPOEHHOMY B CPe,CTBO GOMeTpUYeckoi ayTeHTudukaLmm 610ky caMoTectTuposaHnus. Mpu nosHoM fose-
pvKn 3aTpaTtbl Ha TECTUPOBaHUE MUHUMAIIbHbI, TAKKak Bce B1oMeTpuyeckue AaHHble U3BECTHbI TECTUPYIOLLLEMY.

5.1.2 [loBepue KBCTPOEHHOMY B CPeACTBO ayTeHTudnkaLum 610Ky camoTecTupoBaHus

[loHop 6romeTpun foBEPSET BCTPOEHHOMY 610Ky CaMOTECTUPOBaHWS, eCN NPOU3BOAMTENb CPEACTBA
ayTeHTumKauuy gaeTt MHopmMaL Mo 0 NorpeLHocTn 6/10ka caMoTecTupoBaHnsa. 3asaB/ieHHas NnponssoguTe-
leM MNOrpeLHoCTb nokasaHuii 6/10ka camoTecTVpoBaHusa fo/MKHA ObiTb NOATBEPXAEHA BHELWHUM He3aBucu-
MbIM TECTUPOBAHUEM C UCMO/Ib30BAHNEM TECTOBbIX 6a3 6uomeTpryecknx o6pasos AOCTATOYHOrO pasMmepa.

5.1.3 YacTnyHoe foBepre co CTOPOHbI OHOpPa buomeTpun

CwuTyaumsa 4yacTMYHOro AOBEepPUsl BO3HMKAET BCyyvae, ecv JOHOP 6MoMeTpun He ABNSEeTCS BNagenbLem
cpefcTBa 6uoMeTpryeckoli ayTeHTUdukauum (Tectupoanus). B atom cnyyae foHOp 6MOMETPUM coxpaHaeT
3a coboli NnpaBo Ha obecneyeHne KOHPMAEHUNANbHOCTU, aHOHMMHOCTU, 06€3/IMYEHHOCTN CBOWX BMOMEeTpu-
4yecknx faHHbIX 1 kofda AocTyna. Tem He MeHee Bnajenew cpeAcTBa 6uoMeTpuyeckoli ayTeHTudukanum fon-
XXEH NMeTb BO3MOXHOCTb TECTUPOBATb CTOMKOCTb KaTtakam nog6opa NEK goHopa 6nomeTpun (nonb3osatenei
ero cpeacTtea). CpefcTBa TECTMPOBAHNS [O/DKHBI ObITb CMOCOOHLI paboTaTb B peXMMe COXpaHeHUS aHOHUM-
HOCTW, KOH(UAEHUMANLHOCTW, O06€3/IMYEHHOCTW NepcoHabHbIX OGMOMETPUYECKMX [AaHHbIX [AoHopa
6rnomeTpum.

YacTuyHoe foBepure co CTOPOHbI fOHOPa broMeTpun K BnagensLy cpefctsaayTeHTudukauny (TecTmpo-
BaHWA) CYLL,eCTBEHHO YC/IOXHSAET YyCNOBUS TECTUPOBAaHNSA.

5.1.4 TecTupoBaHue npu NOJIHOM OTCYTCTBUU JOBEPUSA CO CTOPOHBI AOHOpa

3aTparbl Ha TeCTUpPOBaHWe CYLLECTBEHHO 3aBUCAT OT HAYasIbHOWM MHOpPMaLM 0 GUOMETPUYECKNX faH-
HbIX 1 kofde AocTtyna. lMpu MOMHOM OTCYTCTBMU HavyasbHOW uHdopmauun o MBK TecTupyowmnii JomkeH
nepebpatb MHOXECTBO 6GMOMETPMYECKNX 06Pa30B, KOTOPbIE KOTrAa-Nn60o MOryT 6bITb NPeAbABNEHbI, U HANTK

2
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UAn cuHTesnposaTtb GuomeTpuyeckuii obpas «CsoWi». Pexum oTcyTcTBMA foBepus (MOTHOTO OTCYTCTBUA
[ONOTHUTENbHOW MHhopMaL MK 0 3aLuLLaemMoii 6UOMeTPMM 1 Kofe [0CTyna) ABNSeTCS Hanbonee CNOXHbIM
ONS TeCTMpoBaHNA. OTOT peXxmm TpebyeT 3HaUnTe IbHbIX 3aTpaT MaTepuasbHbIX PecypcoB Ha hopmMupoBaHmne
6onblnx 6a3 6uomeTpuyecknx obpasos no FOCT P 52633.1. ncnonb3oBaHWe BblCOKOMPOU3BOAUTESbHbIX
cpeAcTB aBTOMaTU3MPOBAHHOIO Pa3MHOXeHUA 6uomeTpuyeckmxobpasos no FOCT P 52633.2 nnocnegytolue-
ro TeCTUpoBaHWsA NyTem NpsMOro nepebopa Bcex BO3MOXHbIX BapuaHToB GuomeTpuyeckmnx obpasos. ITOT
pexum TeCTUPOBaHMA B pamMmKax HacTosLWero cTaHAapTa He paccMaTpuBaeTcs, Tak Kak He N03BOIAeT NONYYUTb
[OCTOBEPHbIX YMC/IEHHbIX pe3y/bTaToB 6e3 NpuBAEYEHUS BbICOKOMPOU3BOAUTENbHbBIX BbIYNCANTENBHBIX
cpeAcTB aBTOMaTM3aumnm nogbopa 6MoMeTpnyecKknx o6pasos.

5.2 Y4yeT BAUSAHWUA CTPYKTYpbl npeob6pasoBaTens «6uomeTpus-kog» nNpu €ro TecCTupoBaHun Ha
CTOWKOCTb K aTakaMm nogbopa

5.2.1 Crtpyktypa [BK, ucnonb3ywlero BxoAHble 6MOMeTpuyeckme napameTpbl BbICOKOTO
KayecTtsa

Ecnu MNBK ucnonb3yeT npsamoe npeobpasoBaHne 6MOMeTpUYEeCKMX NnapameTPOoB B KOA, Yepes Ux cpaBHe-
HMe C rpaHuuamu pacnpegesieHuss napameTpoB «CBOI», TO TECTUPOBaHME NPOBOAUTCSA 6€3 U3MEHEHNUSA €ro
CTPYKTYypbl. TecTupoBaHue MPOBOAMTCA HabMO4EHNEM BbIXOAHbLIX KOLOB, MOPOXAaeMblX BXOLHbIMU
6uoMeTpryecKnMn napameTpamMm 06pas3oB «UHyxom».

5.2.2 Ctpyktypa [BK, ucnonb3ywouwero BXOoAHble 6GuUOMeTpuyeckme napameTpbl CpefHero
KayecTBa

Ecnu NBKocylwecTenaeT NoBbIWEHNE Ka4ecTBa 6UOMETPUYECKUX NMapamMeTpoB C MOMOLLbI0 O4HOTO C/105
NCKYCCTBEHHbIX HEAPOHOB MM MHOTO OHOC/IOHOIO HEYeTKOro MexaHn3ama oboratleHuns JaHHbIX, TO TeCTUpo-
BaHMe nNpoBoANTCA 6e3 U3MeHEeHWs ero CTPyKTypbl. TecTupoBaHue NPOBOAWUTCA HAGNIOAEHVNEM BbIXOLHbIX
kogoB MNBK. nopoxaaeMbix BXOAHbIMY 6MOMETPUYECKMMU NapaMeTpamm 06pasoB «UHyxom».

5.2.3 WN3meHeHune cTpykTypbl MBK, ncnonb3ywuiero BXoAHble 6uoMeTpnyeckme napameTpbl HU3-
KOro Kayecrtsa

Ecnun MBK ocywectsnsetT npeobpasoBaHne MHOTOC/IOMHON HEPOHHON CeTbio UM C MOMOLLBI MHbIX
MHOTOC/IOMHbIX HEYETKMX MEXaHW3MOB 060raLleHns gaHHbIX, TO TECTUPOBaHNe NPOBOAUTCS C TaKUM U3MeEHe-
HVMEeM ero CTPYKTYpbl, KOTOpOe No3BoNsSeT HabAaTh KOAbl HA BbIXOAE KaXAoro cnos. TecToBbli pexum fon-
XeH obecneunBaTb KOHTPO/Ib KOAOB Ha BbIXOA4aX HEMPOHOB WM Ha BbIXOAAX WHbIX HEYETKUX MexaHW3MOB
o6oraleHns AaHHbIX Kaxgoro cnos MBK. MNMpu aToMm NPoBOAAT TECTUPOBAHUE BbIXOAHBIX KOLO0B KaXA0ro cios
MBK. ITorom TecTpoBaHns ABASETCSA HaUXyALWNIA NoKa3aTesib CTOMKOCTM K atakam nogéopa.

5.2.4 N3meHeHune cTpykTypbl MNBK, nCNonb3ylowero mexaHusmbl 3aWutbl OT HAGMIOAEHUSA BHYT-
pPEeHHUX OaHHbIX

Ecnu MBK nmeeT CNoXHYy CTPYKTYpY, CBSA3bIBAIOLLYIO Yepes3 ANCKPEeTHble onepauumn (XaWwWnpoBaHus,
6UTOBbIE ONEpaLuy CI0KEHUA NO MOAY/IO iBa WU UHbIE ONepaLmn) Mexay coboi BHyTpeHHUE faHHble, TO ero
CTPYKTypa nepej TecTupoBaHveM foskHa ObiTb yrpolieHa 3a CYeT OTK/II0YEHUA MEXaHW3MOB 3aluTbl OT
HabNoAeHN BHYTPEHHUX JaHHbIX. TECTOBbIA PeXumM A0/HKeH 06ecneynTb OTCYTCTBUE BANSAHUS BbIXOLHbIX
KOA0B yXe cpaboTaBmnx anemeHToB MNMBK Ha gpyrne anemenTobl MBK yepes oTk/Il0YEHNE COOTBETCTBYHOLLNX
MeXaHU3MOB 3aLLWTbl OT HA6NOAEHNA BHYTPEHHUX AaHHBbIX.

6 TecTupoBaHuWe CPenCcTB BbICOKOHAAEXHON 6GMOMETPUYECKOIA
ayTeHTUdMKaLUM NPU BbICOKOM YPOBHE B3aMMHOro f0BepUs

6.1 TecTupoBaHuWe C UCNOIb30OBAHNEM MasibiX 6a3 GuoMeTpruyecknx 06pasos «Hyxomn»

6.1.1 Tpeb6oBaHMSA K Ma/nbiM 6a3aM GMOMETPUYECKNX 06pa3oB «Yyxoi»

[na TectupoBaHus obydyeHHoro MNMBK Heo6X04MMO MMETb He MeHee 128 npumepoB pas/inyHbIX ecTec-
TBEHHbIX 61OMeTpuYecKnx 06pa3os «Hyxoi», KOTopble paHee He 6bl/In UCMO/b30BaHbl NPY 06yYeHUN TeCTUPY-
emoro lMBK. Vicnonb3yemble npu TecTUpoBaHUn GromeTpuyeckne ob6pasbl JO/KHbI 6bITb HE3ABUCUMbBIMU 1
hopmupoBatbea no FOCT P 52633.1.

KOHTpONb YpPOBHA He3aBMCUMMOCTM 06pa3oB «Yyxol» OCyLecTBNASETCA B3aUMHbIM CpPaBHEHWEM WX
KOAOB Ha BbixoAe TeCTMPYeMOro npeobpasoBarens nNo KpuTepuio XammuHra. CnegyeT BbIYUCNATb KpUTepuii
X3aMMUHra Mexay KaxabIM U3 Ko[40B-0TK/IMKOB «Yyxoii». B Manoi TecToBoii 6a3e He f,0MKHO 6bITh Map buomeT-

prn4eckux 06pa3os, YbW BbIXOAHbIE KOAbI M0 KPUTEPUIO X3MMUHTa BbiNafatoT U3 uHTepsana

N — 4nCOo Pa3psifoB B BbIXOAHOM Kofe TecTupyemoro MBK.
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6.1.2 O6uwana cxema TECTUPOBAHUA C UCNO/Ib30BAHMEM Masioil TeCcTOoBO 6asbl

Mpu TectupoBaHun MBK 6uomeTpryeckne obpasbl Manoli TecToBO 6a3bl nojarTca Ha BxoAbl MBK
O0/lHOKpAaTHO B MPON3BOJIbLHOM Nopsake. BNok-cxema TecTupoBaHus npusefeHa Ha pucyHke 1. B npouecce tec-
TMpoBaHua KofdoBble oTkNukn MBK cpaBHMBalTCA ¢ KogoM «CBOW», U CTPOUTCA pacnpefesieHne 3HadeHui
nokasatenei kputepusa Xammuura — p{h).

Mo dhopme u napameTpam pacnpegeneHns 3Ha4YeHuii nokasaTens Kputepuss XaMMmUHra ocyLLecTB/IAOT
NPOrHO3MpOBaHNe NOSIBAEHNST HY/IEBOr0 3HaYeHNsl. BEpOSITHOCTb NOSABIEHNS HY/IEBOr0 3HAYEHUST KpUTEpUS
X3MMUHra cooTBETCTBYET KOIIM3UM — CUTYaL MM NOSIBNIEHUSA KOAOBOTO OTK/IMKa «CBOW» Npu npeabsBieHnn
O HOTO U3 06pa30oB «HyXoW».

6.1.3 BbluMcneHne cTaTUCTUUYECKUX NApamMeTpoB pacnpeaeneHns 3SHaueHunii Kputepust 611M3ocTu
X3aMMuHra

PacnpepeneHve 3HauyeHuUin nokasarens XaMMyHra ABAseTCcs AUCKPETHbIM, 04HAKO NPy 60MbLUMX 3HaYe-
HUAX ANTMHBI BBIXOAHOIO Kofa (Ans KoAoB A/fiMHol 6onee 32 6UT) ahhekToOM ANCKPETHOCTY cneayeT npeHe6-
peuyb K paccmaTpuBaTb ONUCbIBAKLWY GQYHKUUIO AUCKPETHOro pacrnpefiefieHna Kak HenpepbiBHOe
pacnpefeneHne ¢ HeKOTOPbIMM CTATUCTUYECKMMY MOMEHTaMM.

Mo nonyyeHHO BbIGOPKE KOAOB-OTK/IMKOB BbIYMC/IAKOT MaTeEMaTUYECKOE OXMaaHne 3HaueHnii nokasare-
ns — kputepua XammuHra — E(h) u cpepgHekBagpaTuyeckoe OTK/IOHEHME Mokasartesieil kputepuss Xawm-
mMuHra — afh).

6.1.4 OueHka CTOWKOCTM K aTakam noA6opa npu MCNosb30BaHUM MasbliX TECTOBbIX 6a3

MpubnmxeHHas oueHka BEPOATHOCTY OWMGKN BTOporo poga — P2Tectupyemoro MNBK oueHnBaeTcs B
pamMkax runoTesbl HOPMasibHOCTH 3aKOHa pacnpefeseHns 3HaueHnli nokasaTenein kpuTepunsa XammuHra:

-J21r i exp(-t¥2)dt. @

o
CToiikocTb k aTakam nog6opa Prqci OLeHMBatoT Kak 06paTHYI0 Be/IMYMHY BEPOSITHOCTM OLUUGKM BTOPOTO
poga.

MpumeyaHune — PeanlbHOe pacnpejesieHne 3HAYEHN nokasaTtesieil KpUTepust XaMMUHIa MOXeT CYLLeCTBEH-
HO OT/IMYATLCS OT HOPMaslbHOro pacnpeesnieHns. B CBA3W C 3TUM NPOrHO3, BbIYMC/IEHHLIV No hopmyne (1). sBnsieTcs npu-
G/IMKEHHBIM U [O/KeH 6blTb CKOPPEKTUPOBAH COOTBETCTBYIOLLEN Tab/mueil NonpaBokK, yUMTbIBAOLWMX NoKasaTenun cpeg-
Hell cTabuUNbHOCTW, YHUKaIbHOCTH, KayecTBa 6MOMETPUYECKMX MapameTpoB TECTMPYEMOro 6MomeTpryeckoro ob6pasa, a
TaKXe cpefHee 3HaueHne Moy st NapHbIX KOPPEsAumnii.

6.2 TecTuMpoBaHue € Mcnosib3oBaHuMem 6as cnyvyaiHbiXx 6uomeTpuyeckmx ob6pasos «Yyxoi»
cpepHero pasmepa

6.2.1 TpeboBaHWs K CpeAHNM TeCTOBbIM 6a3aM cnyyaiiHbix 6UOMeTpruyecknx 06pas3oB «Yyxo»
[na TecTupoBaHWa CPefCTB BbICOKOHAAEXHOW GrOMeTpuyeckoin ayTeHTUduKaumm TecToBble 6asbl

€CTEeCTBEHHbIX 6I/IOMeTp|/I‘-IECKVIX o6pa303 cpegHero pasmepa A0J/DKHbl codepXaTb OT HECKO/IbKUX TbICAY A0
HECKOJ/IbKMX 1€CATKOB TbICAY €CTECTBEHHbIX 6I/I0MeTpI/ILIeCKI/IX o6pa303. Co3faHune Takmx 6a3 6I/IOMeTpl/NeCKI/IX
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06pa30B BMNOJIHE N0 C1aM NPOU3BOANTENAM CPEACTB BbICOKOHAEXHON BMOMETPUYECKO ayTeHTUdMNKaL MK, 1
3T0 NO3BO/IAET UM CAMOCTOATE/IbHO TECTUPOBATL CBOU CpeACcTBa BriomeTpuyeckoin ayTeHTudukaum. Popmu-
poBaHue TeCcTOBOI 6a3bl eCTECTBEHHbLIX GMOMeTpUYeckux o6pasos ocyulecTnsetcs no FOCT P 52633.1.

6.2.2 MepBblii 3Tan TecTUpoBaHUA, cenekuus Haumbonee 6/7IM3KMX €CTECTBEHHbIX 06pa3oB
«Yyxoli» ncxoaHOro (Hy/s1€B0ro) NoKoeHns

MepBbIii 3Tan TeCTMPOBaHUA MPOBOAAT B COOTBETCTBMM C 6/10K-CXEMOIA, NpeAcTaB/IeHHOW Ha pUCyHKe 2.
HanepBom aTane ncnosnb3yoT Bce 06pasbl «Hyxoli», cogepxalimecs B TeCToBOW 6a3e. KofoBble OTKANKN 3TUX
06pa3oB ynopsfouMBaloT N0 3HAYEHWIO KPUTEPUSA PACCTOSSHUA XIMMMWHTA, BbIYMC/IEHHOTO MO OTHOLLEHWIO K
Koay «CBo».

M3 Bcex 06pa3oB «Yyxoii» BbibMpatoT 1% 06pa3oB C HAMMEHbLUMM Nokasatenem Kputepnsa XaMMuHra,
MCMNonb3yemblx Npu AasibHelem TeCTUpoBaHNN.

6.2.3 MopuHr-pasMHOXeHWe NepBOro NOKOIEHNSA NOTOMKOB, Hanbonee 61n3knx 6uomeTpuyec-
Knx 06pasos «YHyxoii»

Mocne cenekunmn BoiABAEHHOTO 1 % Hanboiee NOX0XuUx Ha 06pa3 «CBoi» 06pa3os «Hyxoi» Mx pasMHO-
XalT yepe3 MoOpchMHT cnyvaiiHo BbibpaHHbIX nap 06pa3oB. MopduHr nap 06pa3oB-poanTeneli BbINOMHAT B
cooTtBeTcTBUM c TOCT P 52633.2. PasmMHOXeHMe OCYLLECTB/IAIOT 0 MOMEHTA, Noka pasMep 6a3bl CMHTeTMYEC-
KMX 06pa3oB-NMOTOMKOB BTOPOr0 MOKOSIEHUS He COBMafeT C pa3MepaMu UCXOLHOW 6a3bl eCcTeCTBEHHbIX
6romMeTpMyecknx 06pasoB NEPBOro NOKONEHNS.

6.2.4 BTopoli 3aTan TecTMpOBaHWA, cefnekuuma Hambonee 6U3KUX CUHTETMYECKUX 06pa3os
«Yyxoli» nepBOro NoKoseHns NOTOMKOB

BTopoii aTan TeCTMPOBaHNSA OCYLLeCTBAAIOT NyTeM NpeAbaB/EHUS BCEX CUHTETUYECKMX GrnomeTpuyec-
Knx 06pa3oB NepBOro NMOKoAeHUs Ha BxoAbl TecTupyemoro MNBK. [lanee KoAbl-0TKAVKM yNopagovymMBaloTcs no
KpUTEpMo XaMMUHra, BbIYMCIEHHOMY MO OTHOLIEHMIO K Koay «CBoli». 13 BCcex cMHTeTnYecknx buomeTpumyec-
KX 06pa3oB-MOTOMKOB MEPBOro MOKosieHus BbiaensawT 1 % Hanbonee 61m3kux Kk o6pasy «Coli» 06pa3oB
«Yyxoii».

6.2.5 MopuHr-pasmHoxeHne Hanmbonee 6AU3KUX CUHTETUYECKUX GMOMeTpuyeckux ob6pas3os
«Yyxoli» BTOPOro NnOKO/IeHNs NOTOMKOB

Mocne cenekuun BbiiBNEHHOTo 1 % Hanbonee Noxoxmx Ha o6pa3 «CBoli» 06pa3oB «Uyxoii» Ha BTOPOM
3Tane TeCTMPOBaHNSA BbiSAB/IEHHbIE 06Pa3bl TAKKe Pa3MHOXAT Yepes MOPMUHT UX CAIy4aiHO BbiGpaHHbIX nap.
MopduHr nap o6pasoB-poauTeneii BbIMoNHAKT B cooTBeTcTBUM ¢ FOCT P 52633.2. Pa3mHOXeHMe ocyLe-
CTBNIAIOT 0 MOMEHTA, Noka pa3mep 6a3bl CUHTETUYECKNX 06pa30B-NOTOMKOB BTOPOro NOKO/IEHUS He coBnageT
C pasmepamm NCXOAHOI 6a3bl eCTECTBEHHbIX BMOMETPUYECKMX 06Pa30B UCXOAHOTO (HY/1EBOT0) MOKO/IEHUS.

6.2.6 TMporHosnpoBaHne nNpeAenbHbIX BO3MOXHOCTEN Mo nog60py ncnonb3yemoi 6asbl ectec-
TBEHHbIX GOMeTpuYecknx 06pasoB NCXOAHOTO (HYS1€BOT0) NOKOSTEHNSA

BromeTpuueckne gaHHble eCTECTBEHHbBIX BUOMETPUYECKMX 06pPa30B NCXOAHOT0 (HYN1€BOr0) MOKONEHNS
[ANna TecToBbIX 6a3 cpefHero pasmepa, kak NnpaBuio, He cogepxaT nHopmaummn, 4oCcTaTouyHoi Ans nogbopa
BXO/HOro 6uomeTpuyeckoro obpasa «Csoli» npouiegypamMm mopuHra. MatemaTnyeckoe oxugaHme kputepus
paccTosiHNA X3aMMVHra BbIXOHbIX KO40B 06Pa30B-NOTOMKOB MO OTHOLLUEHUIO K koAy «CBOM» yMmeHbLuaeTcs oT
MOKOMIEHUA K NOKOMIeHMt0. OAHAaKO Lwar ABMKEHUS B CTOPOHY To4kn h = 0.0 3KCMOHeHUanbHO cokpallaeTcs,
cokpallaeTcs Takke cpefjHekBagpaTuyeckoe OTK/IOHEHNE BUOMETPUYECKUX NapaMeTpoB 06pa3oB-NOTOMKOB
B KaXX[OM C/ieAytoLem noKoneHun.

MoNb3ysACb 3KCMOHEHLNaIbHON 3aBUCUMOCTBIO CHVXKEHWUS 3HAYeHUs MaTeMaTUyecKoro OXuAaHus u
cpefHeKBaApaTUYecKoro OTKNOHEHNA BMOMETPUYECKUX AaHHbIX B MOCNEA0BaTENIbHOCTU NOKONEHWUI, HE06XO0-
AVIMO CNPOrHO31pPoBaTh YXC/10 MOKOSIEHWNIA, NO3BONAOLWMUX NPUBAN3NTLCA O4HUM U3 06pa30B-NOTOMKOB KObpa-
3y «CBoWi» Ha pacctosiHne min(rt). Mpumep 3KCNOHEHUMANbHbIX KPUBBIX YMEHbLUEHUS CTaTUCTUYECKMX
MOMEHTOB, NPOrHO3a Yncna NoKoNeHuii, He06X0AMMbIX AN AOCTVXKEHUA min(/i), NnpyBeAeH B NPUNoXeHUn A.

6.2.7 NMepBas npubaMxXeHHasn oueHka CTONKOCTH Kk aTakaM nogbopa

B Tom cnyyae, ecnu 3HadyeHne min(/i) okasblBaeTCA MeHee Tpex cpefHeKkBaapaTUyecKkuX OTKNOHEHWI
KpuTepmna XaMMuHra He3aBMCUMbIX KOAOB «6enoro wyma» (min(/)) 53 awy(/1) 6vT), JONYCTUMO OLeHMBaTb
CTOKOCTb TECTMPYEMOrO NpeobpasoBaTtesia «6MoOMeTpus-koa» katakam nogbopa no popmyne

P2' *No-102‘", @

raebl0— pa3smep TecToBOW 6a3bl ECTECTBEHHbLIX GBOMETPUYECKMX 06pa3oB MCXOAHOro (HyneBOro) nokose-
HYS;
K — HOMep NOKOJIEHMS, B KOTOPOM 06HapyxXeH (MpeAckasaH) 06pa3-noToMoK «Uyxoi», oTanvarowmiics
0T 06pa3a «CBoii» He 60s1ee YeM Ha 3 ciy(/1) BUT No KPUTEPUIO XIMMUHTA.
Mpumep pacyeTa OLEHKN CTOWKOCTU Npeobpa3oBaTens «6MOMETPUS-KOA» MPU yyeTe ABYX MOKOSeHNi
nop6opa {k = 2) Hanbonee 6113KOro 06pasa-NOToMKa «Uyxo» NpuBeaeH B NPUNOXEHNMN A.
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MpumeyaHune — [NA He3aBUCUMbIX BbIXOAHbIX KOAOB A/IMHOW 256 6UT «6enblil WWymM» nMeeT cpefHekBaapaTu-
yeckoe OTK/IOHeHne KputTepus XammuHra 8 6ut (nu/,*(/1) = 8). Ana apyrux ANVH BbIXOAHOTO Koga N cpefHekBagpaTuyeckoe
OTK/IOHEHMe KpUTepusi XaMMUHra naeasbHoOro «6esoro wyma» onucbiBaeTCsi COOTHOWeHMeM (ow™N1))2 = n/4. Ans He3aBu-
CMMbIX KOAOB «6esioro wyma» pacnpejgefieHne 3HavyeHuii KpUTepus XaMMUHra COOoTBeTCTBYeT GMHOMUA/IbHOMY 3aKOoHY
NIOTHOCTW pacnpefeneHns 3Ha4eHni He3aBUCKMbIX AaHHbIX.

6.2.8 Pa3mMHOXeHMe cTaplwux NOKofeHuii 06pa3oB-NOTOMKOB «4yXoi» € MCNONb30BaHUEM
myTawuii

B TOM cnyyae, ecnv 3a gga uav Tpy NokosieHMs o6pa3oB NOTOMKOB He yAaeTcs AoCTUYb 3HAUYEeHNA KpuTe-
pvs XaMMUHTa MeHblle Tpex cpeAHekBapaTU4eCKMX OTK/IOHEHWI He3aBUCUMMbIX KOAOB «6esfioro wyma»
(min(ft) < 3ol,(/)) 6uT), HeO6XOANMO YyBENMYEHME B iBA UM TPU pa3a pa3Mepa TECTOBOI 6a3bl eCTECTBEHHbIX
6rnomeTpryeckmx 06pasoB UCXoAHOro (Hynesoro) nokonexus A0. JIn6o npu ToM xe pasmepe NO Heo6xoaMmo
NPUMEHUTL pa3MHOXeHMe 6omMeTprUyYecKknx o6pasos-noToMkos Mytauusamu no FOCT P 52633.2. MyTauusamu
cnepyeT pasMHOXaTb CTapLive MoKoneHus o6pa3oB-nOTOMKOB. COOTHOLWIEHWe yncna 06pa3oB-NMOTOMKOB.
MOSTyYEeHHbIX Ha CTapLUNX MOKOAEHMAX MyTaLMsaMu 1 MOPUHIOM, ONTUMU3NPYETCS camum TecTupyowmm. Kpu-
TepMeMm ONTUMaIbHOCTY ABMAETCA YMEHbLUEHNEe OCTUTHYTOrO 3HauyeHna min(ft).

6.2.9 MpubnmxeHHaa oLeHKa OCTATOYHON CTOMKOCTU 4Yepe3 pasMHOXeHWe MyTauuamu obpasa
«CBOW»

B Tom cnyuyae, ecnv min(/?) He yaaeTcsa yMeHbLWUTb MeHee yem A0 3 owbli(/)) 6uT. cnegyeT BblUNCASATb
OLeHKY CTOMKOCTM K aTakam nogodopa no chopmyne

Aroct *WD*102 *P2o«T* 3)

rosPMocT — ocTtaToyHas CTOMKOCTb YaCTUYHO CKOMMNpoOMeTMpPpOoBaHHOIO 6VIOMeTpI/I‘-IeCKOFO o6pa3a «CBOI».

oTAnYatoLerocs ot 6anxaiero CUHTE3MPOBAHHOTO 06pa3a-NnoToMka «Yyxoi» Ha BennynHy
min{h) » 3 auyb(n) 61T.
OcTaTo4yHasn CTONKOCTb YHaCTUYHO CKOMNPOMETUPOBaHHOro 6uomeTpuyeckoro obpasa «CBoW» YNCNIEHHO
oLleHMBaeTCcs NyTeM aKCnepuMeHTa, NPOBOAMMOro No 6/10k-CxeMe, N306paXeHHON Ha pucyHke 2.

PucyHok 2 — Bnok-cxema NpoBefeHnsi YAC/IEHHOTO 3KCMEPUMEHTA MO OLEHKe OCTAaTOYHOW CTOMKOCTN o6pa3a «CBOW»,
CKOMMPOMETUPOBAHHOIO Ha 6onbLuyto (100 % - a %) yacTb 6UMOMETPUYECKUX NapaMeTpoB
YuncneHHbIl 3KCnepuMeHT NPOBOAST, N3MeHsAA 3HavyeHne a oT 0.0 % 40 BENUYMHDI 100%. Bennuu-
n

Hy  CNIEAYeT paccmaTpusaTb kak OTHOCUTE/NIbHO® 3HaUeHMe YPOBHs KoMnpomeTauuu 61OMETPUUECKUX
napaMmeTpoB BO BpeMsi noa6opa Hanbonee 6113koro o6pasa-noTomMka «4Hyxoii» B nocnefHeM NoKoIeHUN.

6



FOCT P 52633.3—2011

Ec/v 3a NpMeM/ieMoe BPeMsi YUC/IEHHOTO IKCIEPUMEHTA, NMPOBOAUMOTO Mo 6/10K-CXEMe, NPeACTaB/IeH-
HOM Ha pUCYHKe 2. He yiaeTcs 06HapyXUTb hakT nog6opa 6UOMETPUYECKOro 06pasa, CKOMNPOMETUPOBAHHOTO

Ha Be/IMYUHY -"I'Ill Iti,qonyCKaeTcg NCNO/b30BaTh peasibHble AaHHble, No/1ly4eHHble NpU MeHbLUEM 3Ha4YeHUKn

YPOBHSA KOMMpoMeTauun 61MoMeTpuyeckoro obpasa «CBoii». B 3TOM Cnydae nepecyeTr AaHHbIX NpoBOAAT
nyTeM UX IMHEeRHOM aKkcTpanonaymu. NMpuMep AaHHbIX, NOAYYEHHbIX NPV YACTIEHHOM TECTUPOBAHMM CTOMKOCTH
K aTakam nog6opa, npuBeseH B NpunoxeHun b.

BbluMcneHnsi cToiikocTy K atakam nog6opa no chopmyrne (3) CyLecTBEHHO 3aBUCAT OT yuc/a Mnokose-
HWIA-NOTOMKOB K. [1/15 UCK/IOUEHNSI HEO4HO3HAUHOCTU Bblunc/ieHus no dopmyne (3) cnegyeT NpoBoANUTb A/is
136bITOYHOTO YMC/a MOKOIEHNI 06pa30B NOTOMKOBK =1,2.3,... Kak pe3ynbTaT OKoHYaTeIbHO OLeHKN NMPUHW-
MaloT pe3y/ibTaT OUEHKM CTOWKOCTM K arakam nogéopa O4HOI0 W3 NpoaHasM3vNpoBaHHbIX MOKOEHWI
06pa3oB-NMOTOMKOB.

7 TecTupoBaHMe npeobpasoBaTenisd «6UMOMETPUA-KOA» NPU HU3KOM YPOBHE
B3aUMHOIO JOBEPUA MexAy OHOPOM O6MOMETpUn U Bnajenbuem cpegcrea
6UOMETPUYECKOW ayTeHTUmKaLnm

7.1 TecTupoBaHue CTOMNKOCTU K atakam nogbopa C UCMONb30BaAHNEM TOMbKO KOAOB-OTK/INKOB
6MoMeTpMyYeckoro npeobpasoBaTens, NOJSyYEHHbIX HA HEAOCTYNHOI Ana npoBepswwero 6ase
TecToBbIX BuoMeTpuyeckmx o6pasos

Pa3melleHne 6nomeTpuyeckmx AaHHblX B napameTtpax o6yveHHbIX MNBK ¢ npocTelilwmmmn cTpykTypamm
(cm.5.1.1.5.1.2.5.1.3) noTeHuManbHO onacHo, cnegosaTesibHo, nepefaya MNBK ¢ npocTeiiluymuy cTpyKTypamu
conpshXeHa C PUCKOM KoMnpomeTauuy 6uomeTpun foHopa u ero Koga goctyna. Ecnv goHop 6uometpumn He
[oBepsieT BrnagenbLy cpefctsa 6MOMETPUYECKON ayTeHTUdMKaLunM, TO OH He AO/IKEH NPeaoCcTaBNATh eMy
cBoli MNBK. npeobpa3oBaHHbIil B O4HY U3 €ro MPOCTENLLNX CTPYKTYP.

Ecnu npuHsaTan nonutuka obecneyeHmsa 6e30nacHOCT! MHDOPMAaLMOHHON cucTeMbl TpebyeT OT AloHopa
6UOMeTpUN rapaHTUii BbICOKOW HafEeXHOCTW ero GuoMeTpuyeckoin ayTeHTudmkaumm, To 4OHOP 6GromeTpum
[O/MKEeH NpeoCcTaBnTb /19 BHELLHEro TeCTUPOBaHNA KOL0BbIe OTK/IMKM 06yUYeHHoro MNBK Ha Hen3BecTHbIX Npo-
BepsoLLEeMYy TECTOBbIX BO3ZeNcTBUAX. MNpu 3TOM OHOP 6MOMeTprm Ao/xKeH nepeobyuntb MBK Ha Hencnonb-
3yemMOoM cnyyaiiHoM koge focTtyna «CBoii».

[Nns ncknoveHna BO3MOXHOCTW YaCTUYHOM WM NOJSIHOW KoMnpomeTauun GuomeTpuyeckoro obpasa
«CBOIi» JOHOP 6MOMETPMMN He NpefoCTaBAsAeT TECTUPYIOLLEMY CaMUX TECTOBbIX BO3AENCTBUIA «Uyxoi» 1 He
JaeT nHdopmaLmn o CBOEM BbIXOAHOM Kofe.

MpumeyaHune — MepeobyyeHne HelipoceTeBoro MNBK Ha MHOW ko4 UNW NepenporpaMmMmnupoBaHne ero BbIXOAHO-
ro Koa He BAIUSIET HA CTOKOCTb HelipoceTeBoro MNBK k atakam nog6opa. MepeobyyeHne NpoBOAAT Ha TO e obyuvatoLeit
Bbl6OpKe 06pa3oB «CBOW», HO ANA MHOTO BbIXOAHOTO KoAa. MNepenporpammmpoBaHue NpoBOAAT NyTeM WHBEPTUPOBaHUSA
HEKOTOpPOWA YacTy pa3psfoB BbIXOAHOrO koga 6e3 nepeobyyeHus Becero MNBK.

7.2 O6HapyxeHue hakTa mogndurkaumm npeobpasoBartens «b6uomeTpus-koa»

7.2.1 O6HapyxeHue pakTa Mogudmkaumy NBK nytem ncnonb3oBaHUA KOHTPOJIbHbLIX CYMM

CoxpaHsia KOH(hrAeHUManbHOCTb, RHOHUMHOCTb 1 06€3/IMYEHHOCTb CBOEro NepcoHasibHOro 6uomeTpu-
4yeckoro obpasa, a Takxe KoHMAeHLManbHOCTb koga aoctyna «CBoii», Npy HE06X0ANMOCTH fLOHOP BoMeT-
pvn NMeeT BO3MOXHOCTb 3aMeHNTb BrioMmeTpuyecknii obpas «CBoi» nav BbIXOAHON ko gocTyna. Mpu niob6om
13 3TUX U3MEHEHWI N3MeHATCA AaHHble MBK.

Kpome Toro, soHop 6uoMeTpun MoxeT obecneynsaTb PeXyM CBOE aHOHUMHOCTH, U3MEHSAS NPU KaX0M
ceaHce ayTeHTudumkaymm cBsAsn BHYTpu cBoero MBK. Mofo6Hble N3MeHeHNsT MOTYT ObiTb OCYLLECTBEHDI,
Hanpmmep, 3a cHeT U3MEeHEeHUs CBA3el HelipPOHHOW ceTn 1 nepeobyyeHnss HOBOro BapuaHTa HelPOHHOI ceTw,
npu aTom GuomeTpuyeckuii obpas v kof AoCTyna MOryT 0CTaBaTbCA NPEXHUMU.

Bnageneu cpeactea 6MOMeETPUYECKON ayTeHTUMKAL UM U CTOPOHHUIA HaboaaTens obHapyxnsaeT
dhakt moandmkaumn NBK goHopa 6uomMeTpum, HanprMep, BbIYNCNAA KOHTPO/IbHYIO CYMMY ABOUYHbIX AaHHbIX
MBK 1 cpaBHMBasA ee C 3Ta/IOHOM.

7.2.2 MoaTBepxaeHue dakra moandukauun MNBK, nponssBefeHHON CMeHOl TONbKO KOAOBOTO
OoTKNVKa npeobpasoBartenss «6MOMeTPUA-KOL4» NN TONIbKO CMEHON CBSA3eN BHYTPEHHNX BuomeTpuyec-
KX gaHHbix MBK

Mpu o6HapyxeHun chakta mogucpmkaumm NMBK no 7.2.1 Bnageney cpefcTea 6MOMeETPUYECKOW ayTEHTU-
dvkaymm fomkeH yhocToBepuTbCA B 6e30nacHoCcTM moandmkauun. [Ins aTol Lenm oH JOSKeH 3anpocuTtb
[loHopa 6MOMeTPMM 0 XapaKTepe OCYLLeCTB/IEHHbIX UM U3MEHEHWIA.
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[na noaTBepXAeHNs TOro, YTO U3MEHEeH TOJ1bKO BbIXOAHOV koA MBK. nnun Toro, 4To ko4 0CTancs npexHum,
HO M3MEHEHbI TONbKO cBA3W MBK. N0ANbHbIA AOHOP 6MOMETPUM [OMKEH NepefaTh NPOBEPSOLWEMY HOBbIe
KogoBble oTKNMKN MBK Ha Hen3BeCTHbIX NPOBEPSAIOLWEMY TECTOBbLIX 06pa3ax «Uyxoli» B COoTBeTCTBMM C 7.1.

Nmesa 3Ty mHcbopmauuio, NpoBepsoLnii AoMxeH y6eanTbca B TOM, 4TO cTolikocTb MBK octanack
npexHeli (npoBepka nposoautca no 6.1.4). nogTBEpAMB, YTO AOHOP 6MoMeTpuM coxpaHun obpas «CBoi»,
n3meHuB nuwb Bug NMBK nynwm kog «Ceoli» Ha Bbixoge MBK.

7.2.3 NMopateepxpaeHne dakrta mogudukaumun NMBK npu nameHeHnn JOHOPOM 6GMOMETPUYECKOTO
o6pasa «CBoWi»

Mpu nsmeHeHnn goHopoM BromeTpuyeckoro obpasa «Csoii» 1 nepeobyyerHun MBEK nsmeHsetcs ero
CTOWKOCTb Kk aTakam nogbopa. Bnagenew cpeacTea 6uomMeTpuyeckoi ayTeHTUdmKaLMm oMKeH 06HapYXUTb
dhakT U3sMeHeHns CTOMKOCTM KaTakam nogdopa moguduuposaHHoro MNBK K Tem cambiM caenathb BbIBOA O CMe-
He JOHOPOM GMOMETPUMN ero KOHpUAEHLMaNBLHOro GUOMeTpMYECcKoro obpasa ayteHTUdnkauun. Belsog gena-
eTcAa TO/IbKO ec/im AoHop 6MomMeTpumn NpefocTaBua Bnagensly cpeacTsa 6MoMeTpruyeckol ayTeHTuukaLmm
oTkmkn Hosoro MBK no 7.1. KoHTponb CTOWKOCTM K aTakam nog6opa B 3TOM criyyae NpoBOAUTCA B
cooTBeTCTBUN C 6.1.4.

7.3 OG6HapyxeHue (pakTa BKIOYEHUS NOMb30BaTENEM 3alUTHbIX MeXaHU3MOB CBSi3biBaHUA
BHYTPEHHUX flaHHbIX Npeo6pa3oBaTens «6MoMeTpus-koa»

Takkak geiicTBuTeNbHas 6€30NacHOCTb BbICOKOHAAEXHO 6MOMeTPUYECKO 3aLunTbl MHhopmaLum cBS-
3aHa Cc CoXpaHeHneM KOH(UAEHUNaNbHOCTW (AHOHUMHOCTHW, 06€31MYEHHOCTUN) NepPCoHaIbHOTo GUoMeTpuye-
cKoro obpasa, TOo Mpu ero XxpaHeHnn Heo6XoAUMO MCNOb30BaTh 3aLULLLEHHbIE OT HA6NIOAEHNS BHYTPEHHNX
AaHHbix MNMBK co cnoxHol CTPYKTYpoii, cooTBeTCTBYOLW e 5.2.4. MNpy 3TOM BHELLHWIA HabngaTens (Hanpumep,
Bnagenew cpeacTtea 6MoMeTpUYecKoin ayTeHTUdMKaLmMmn) oMKeH YMeTb BbiABNATb (hakT nepexoja foHopa
6uomeTpun oT MBK ¢ npocToii cTpyKTYpoii K 3awmiieHHoMy MNBEK co CoXHOW CTPYKTYPOWA.

Mpu3Hakom TecTupoBaHusa 3aluwieHHoro NBK senseTcsa 10, YTO Npu TecTMpoBaHWu No 6/10k-cxeme,
npeAcTaBNeHHOl Ha puUCyHKe 1. cpeAHeKBagpaTuyeckoe OTKIOHeHWe pacnpeneneHuns KogoB Kputepus Xam-
MWHTa 6/IM3KO K CpeAHeKBaApaTuyeckoMy OTKIOHEHWIO pacnpeaeseHns GMHOMNAaNbHOTO 3aKoHa He3aBUCK-
MbIX AaHHbIX (4MCNO cTeneHeli cBo60Abl Y GUHOMMANBLHOrO 3aKOHa M YMCIO BbIXOAOB NpeobpasoBaTens
«bromeTpua-Koa» BblIbMpaloTCs 04MHAKoBbIMK). [Py 3TOM M3MEHEHMNE KOAA, C KOTOPbIM CPaBHUBAKOTCA KOA0-
Bble OTK/IMKM 3aluiieHHoro MNBK. He f0/MKHO NPUBOAUTL K 3HAUYUTENbHOMY M3MeHeHuio v(h) no cpaBHeHMIo ¢

lMpoBepKy pekoMeHAyeTCs NPOBOAUTL, UCNO/b3Ysi HE MeHee 64 BapMaHTOB C/lyyaiHbIX KOAOB € nocneay-
IOWMM ycpeHeHneM pesynbtatos. NBK 0THOCAT K 3aLMLLeHHbIM B C/lyYae, ecnv BbINOIHAETCS YC/ioBue
<bpi(b) < E{ch)) < 1,501b(/3). 1]
HanpoTvB, npu3Hakom TecTMpPOBaHWUA OTKPbITOrO OMOMETPUYECKOro KOHTelHepa sIBNSeTcs TO, 4TO
BbluncrieHHoe 3HayveHne E{a(h)) He ygosneTBopsieT ycnosuio (4). Ansa MNBK 6e3 3awuTtbl 0T HAbN04EHNS BHYT-
PEHHWX AaHHbIX NpaBas YacTb ycnoBuii (4) He BbinosiHAeTcs. Ana MNBK ¢ npocTeiwmmmn cTpykTypamm (C 04HO-
CNOWHOV HEeWpOHHOW CeTbio WAN C WHbIM OAHOC/IONHLIM HEYeTKMM MexaHW3MOM ob6oralleHus gaHHbIX)
cpeAHekBagpaTnyeckne OTKNOHEHNA pacnpegeneHns Kputepnsa XaMMuHra 3HaunTenbHo 60blue, 4em 0TK/10-
HeHuns He3aBucuMbIX kogoB (o(/1) » 1,5 cuym(id)), nogpobHee cM. B npumedaHuu K 6.2.7. NMpumep nsmeHeHns
nokasartens alh) gna BKIOYEHHOIO U OTK/IIOYEHHOr0 MexaHu3mMa 3allmTbl MPUBEEH B NPUIOXeHUN B.
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MpunoxeHune A
(cnpaBo4HOE)

Mpumep HanpaBneHHOro nogbopa napamMeTpoB 6GMOMETPMYECKOTO 06pasa nyTem cenekuum
Hanbonee 61n3KNX 06pPa30B M UX MOPPUHT-PA3MHOXEHNE B HECKO/IbKUX MOKONEHUAX

Mpv ncnonb3oBaHNY UCXOAHO TeCTOBOI 6a3bl, cocTos el 13 3000 ecTeCTBEHHbIX GUOMETPUYECKMX 06PA30B, OLLY-
TUMOEe NPUBAMKEHNE CUHTETUYECKNX 06pa30B K 06pady «CBO» M0 3HAYEHMIO KPUTEPUSI XIMMUHIa Haboaaetcs B nep-
BbIX [BYX MNOKOMIEHUsIX. KpuvBble (OYHKUMM CHWKEHUS 3HAYeHWd KpUTepus X3MMUHIA, MOCTPOEHHbIE MO
3IKCNEPUMEHTAIbHBIM AaHHbIM, NPUBEAEHbI Ha pucyHke A.1.

PucyHok A.l1 — 3KcnoHeHuManbHble PYHKLUN CHUXEHUSA 3HAYEHWNI NoKa3aTesieil MaTeMaTUYecKoro oXngaHusa
KpuTepus XammuHra E(J1) ¥ MUHUManbHOro 3Ha4YeHUs KpuTepmnsa XaMMuHra T (i) gNa HECKObKUX MOKONEHWNI
noabvpaemMbix 06pa3oB-NOTOMKOB

B cOOTBETCTBUN C PUCYHKOM A.1, TOuku rpacrka, COOTBETCTBYIOLNE TPeTLEMY 1 HeTBEPTOMY NOKOJIEHUIO, MONaja-
10T Ha HayvaJs10 NoJI0roro yyacTka NepBoii U BTOPOW 3KCNOHEHT. Bce nokoneHus, nonagatolime Ha nosoruii yyacTok, gatoT
npakTU4eckun Hepasnnummble pesynbTaTbl min(ft). OueHka cTolikocTM KaTakam NoA6opa NPOV3BOANTCA BbIYUCIEHUAMN MO
opmyne (4)6.2.9, ncxoaa n3yyeta TONbLKO ABYX MOKONEHU NPUBAMKEHUA, KaXAas U3 TOHEK KOTOPbIX AaeT 3HauYnTeNnbHoe
CHWXEeHMNe 3HaYeHNA KPUTepPUS XaMMUHra:

Pr1 »No-10“ -Ptoct = 3000 10*+18 =540000000.
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MpunoxeHune b
(cnpaBo4YHOE)

PesyanaT OLEeHKN OCTaTOYHOW CTOMKOCTM NOYTM NOSTHOCTLHO CKOMNPOMEeTUPOBAHHOTIO
6nomeTpuyeckoro obpasa nyTem pasMmHoOXeHuUs o6pa3oB «CBoli» mMmyTaumamu

ATaka nog6opa 4aCTU4YHO CKOMMNPOMETUPOBAHHOIO GUOMeTpuYeckoro o6pasa, peasnvMsoBaHHas Mo G/I0K-Cxeme,
npeacTaB/IeHHO’ Ha pUCYHKe 2, Tpe6yeT MasbiX BblUMCNTE IbHbIX PECYPCOB, EC/IN CKOMMPOMETMPOBaHa 60/blasn YacTb
6nomeTpun. Pe3ynbTaTbl YNCNEHHO peann3annmn ataku Ha HelipoceTeBoii NMBK c416 Bxogamu 1 2S6 BbIXogamMmun nokasaHbl
Ha pucyHke 6.1.rae npuBegeHbl Be pa3MeTkn ocy abeumce. BepxHsis pa3ameTka oTpaxaeT yncio noabupaembix (He CKOM-
npoMeTUPOBaHHbIX) BXOAOB HelipoceTeBOro MNBK. HMXHAA pa3meTka oTpaXaeT 3KBMBa/IEHTHOE YMC0 noAGupaemMblx (He
CKOMMNPOMETNPOBaHHbIX) BbIXOAOB HelipoceTeBOro npeo6pasoBartesii «6UOMETPUA-KOA».

PucyHok B.1 — Pe3ynbTaTbl YNC/IEHHOIO 3KCNepuMeHTa No noa6opy 6MOMeTpUYEeCcKNX napaMmeTpoB
NoYTN NOJIHOCTBLIO CKOMMPOMETMPOBAHHOTO 6MoMeTpuyeckoro o6pasa

Mpu NOYTU NOJSIHOM KOMMNpoMeTaymMm 6MomMeTprMyYeckoro o6pasa (CKOMNPOMeTMpPoBaHo 97 % GMOMETPUYECKMX napa-
MeTpPOB. HE CKOMMNPOMETMPOBAHHbI OCTATOK K/toua 7 6UT) Ha peanusaunio TecTupoBaHusi TpebyeTcsa meHee 10 MUH
(ucnonb3oBanack 06blYHAs MepcoHasibHasi BblYUCAWTENIbHAA TexXHWKa). Bo Bpemsi TECTMPOBaHMSA OCYLUECTB/IS/IOCH
100-kpaTHOE NoBTOpeHVe noa6opa 3 % OCTaBLUMXCS HEM3BECTHLIMW NapamMeTpoB (KaxAblii noa60p NpoBoAWsCS AN pa3-
HbIX BXOZ0B HelipoHHO ceTu MNBEK. pe3ynbTaTbl NoA60POB YCPEAHS/IUCH).

10
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MpunoxeHune B
(cnpaBo4HOE)

Mpumep U3MEHEHUS NIOTHOCTU pacnpeaeneHns 3HauYeHUn KputTepusa XamMuHra
npv BKIOYEHUN/OTKIIOUEHUMN 3aLUTHBIX MEXAHU3MOB CBSI3bIBaHUSI BHYTPEHHUX faHHbIX
B 04HOM C/l0e HelipoHOB Npeo6Gpa3oBaTens «GUOMeTpuUs-Koa»

Mpy nepexofe KC/I0OXHOIW CTPYKType 3alyMLLeHHOro oT Ha6/1lo4eHNA BHYTPeHHUX AaHHblx MNBK rpadmk naoTHoCcTH
pacnpefjenieHna 3Ha4eHuli KpuTepusa XaMMUHra cxxmmaeTcs (CM. pucyHok B.1).

Mpu OTKIOYEHHBbIX 3aWUTHLIX MexaHU3Max CBA3bIBaHUA BHYTPeHHUX AaHHbIX MBK cpeaHekBagpaTunyeckoe oTK/0-
HeHVe KOL0B X3aMMUHTa [0/XHO 6bITb NCNOJIb30BAHO A1 YAC/IEHHOW OLLeHKN CTOWKOCTU Katakam nogbopa TecTupyeMmoro
npeo6pasoBartens. MNpu BKIOYEHHbLIX MeXaHn3Max cBa3blBaHUA AaHHbIX MBK cpegHekBagpaTuyeckoe OTK/IOHEHWE KOA0B
X3aMMUHra He oTpaxaeT CTOMKOCTU npeobpasoBaTtens «6MoOMeTpua-KoA» NcoBnajaeT co cpefHekBaApaTnyecknm oTkIo-
HeHnem 6MHOMMA/IbHOrO 3aKOHa pacnpeenieHns He3aBUCUMbIX 3Ha4YeHWU TOl Xe pa3MepHOCTU, YTO 1 BbIXOAHaA pasMmep-
HOCTb TecTupyemoro MNBK.

PucyHok B.1 — [1Be onucbiBalwWwme QyHKLMMN pacnpeseneHuns 3Ha4eHnii Kputepua XammuHra npy tectuposandmm MK
C NPUMUTUBHOW CTPYKTYPOW M 3awmnuieHHoro NBK ¢ 256 Bbixogamu

[Ana 6uHOMManbLHOro 3aKkoHa pacnpegeneHus 256 HesaBUCKUMbIX AaHHbIX a(ft) = 8,0. Ecnu TecTnpoBaHue npeobpa-
30BaTens «6uomeTpus-koA» Ha 128 TecToBbIX 06pa3ax «Hyxoli» gaeT Ansa koga «Csoii» n N cnyyaiiHbix KOA0B 6/1M3Kne
3HayeHusa: n,(J1) =8.14. a~ft) * 7,84; (~(J1)* 8,07; TO Takoii MBK AaBnseTca 3awnLeHHbIM.
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