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0 BBegeHue

0.1 O630p

Mpumedanue 1 — HacToswmii ctasgapT npeacrasnaeT coboi YacTb Cepun CTaHAapToB, NOCBSLLEHHOW BO-
npocam 6e30NacHOCTW CUCTEM NPOMbILLNEHHOW aBToMaTu3aumu u koHTpons (IACS). OH pa3spabotaH paboyeit rpynnoii 4
ucenegoBarensCcKoii rpynnel 2 komuteTa MIK 99 B coTpyaHnyectBe ¢ MOK TKE5/PIM10. HacToALmiA ROKYMEHT pernaMeH-
TUpyeT TpeboBaHWA 6e30NacHOCTU 4NA CUCTEM YrpaBNEHUs, COOTHOCALLMECH C CeMbIO pyHAaMeHTanbHeIMKU TpeboBaHu-
AMuK, onpegeneHHbiMn B MOK 62443-1-1, n yctanaenueaeT ypoBHU BesonacHocTu (SL) Ana paccmatpusaemoil CUcTeMbl
(PC).

MpumedaHue 2 — dopmaT HacTOsALYEro cTaHaapTa cooTBeTcTBYET TpeboBaHnam MCO/MBK, paccMOTpeHHbIM
B OupektuBax MCO/MBK, yacTb 2 [11]V. 3Tu anpeKkTuBLI pernameHTUpYIOT opMaT cTaHpapTa, a Taioke UCnonb3oBaHne
TEPMUHOB TUNA «JOIMKEHY, «AOIMKEH NO BO3MOXHOCTU» M «MOXeT». [N TpeGoBaHwii, onpeaeneHHblx B obasaTenbHbIX
MYHKTaX, UCNoMb3oBaHbl cornatledus, paccMoTpeHHble B npunoxernnn H Aupektus MCO/MOBK.

OpraHusauuu, 3KCnIlyaTupyowmue cucTeMbl NPOMbILLNEHHONW aBToMaru3auum n koHTponsa (IACS), Bce
yalye ucnonb3ylT komMmepuyeckn goctynHole (COTS) ceTeBble YCTPOWCTBA, KOTOPbIe UMEIOT Manylo CTou-
MOCTb, 9(P(PEKTUBHbI U BbICOKOABTOMATU3MPOBAaHbLL. KpOMe TOro, u3 BECKMX KOMMEPYECKUX COOBpaXeHWi,
CUCTEeMbl YNpaBneHna BCE Yalle B3anMogenCTBYIOT U C CETSIMU, He oTHocamumMucs Kk IACS. 3Tu yCcTponcTBa,
06LUea0CTYNHbIE CETEBbIE TEXHONOMMN U BO3POCLLME BO3MOXHOCTU CETEBOr0 B3aUMOAEWCTBUS pacLLUMpSIOT
BO3MOXHOCTW Ang kubeparak Ha annapaTtHoe W nporpamMmmHoe obGecneyeHue CUcTemM ynpasneHusa. 31a npo-
6nema MOXeT UMETb NOCIEACTBUSE, 3aTpParuBaloLLMe OXpaHy Tpyaa, TEXHUKY 6e30MacHOCTM U OXpaHy OKpyKa-
owwen cpeabl (HSE), w/unu HaHocuTs huHaHCcoBbIE YObITKM U/unu yiiepO penyTtauum BCIOAY, IA€ BHEAPSIOTCA
CUCTEMbI YNpaBreHus.

OpraHusauum, BHegpsowme busHec-pelieHns B cepe kubepbe3onacHoCTu MHAOPMALMOHHBIX TeX-
Honoruii (IT) AnA paspeLueHnsa BONPOCOB, CBA3aHHbIX C 6e30nacHocTbio IACS, MOryT HE BNONHE 0CO3HABaTb
nocneacTBusi Takoro Beibopa. XoTa MHOrMe KoMMmepdeckue npuknagHeie IT-o6bekTsl U peweHus 6esonac-
HOCTW MOTYT BbITb NpUMeHUMBI K IACS, nx He06X0AMMO NPUMEHNATH HaANEeXaLmMm 06pa3om Ans UCKIIOYEHUS
HenpeaBUAEHHbIX nocneacTsui. Mo 31O NpUYMHE NOAXOA, UCMOMNb3YEMbI ANA ONPEAeneHnus CUCTEMHbIX
TpeboBaHuii, 4ormKeH 6asnpoBaTbCA HAa KOMOMHAUMKN (PYHKLMOHANbHBLIX TPEGOBaHUI 1 OUEHKK pUcKa U 3a4a-
CTYi0 BKItoYaeT B cebsl u HeoBxoanMOCTb UMETH 0CBEAOMIEHHOCTL B BOMPOCAaX aKCnnyarauuu.

Mepsbi GesonacHocTn IACS He AODKHbI UMETb BO3MOXHOCTb NMPUBOAUTL K HAPYLLEHUIO CYLLECTBEHHbIX
CEepPBUCOB 1 PYHKLIMIA, BKIIOYAs NpoLeaypb! Npu HELWTATHBIX cutyauusax. (Hacto mepbl 6esonacHoctu IT ume-
0T AaHHy0 TeHaeHuuto.) ObecneveHue 6esonacHocTu IACS HaueneHo Ha paboTocnocoGHOCTL U AOCTYr-
HOCTb CUCTEM YMpaBieHusi, 3aLUMLLEHHOCTb MPOU3BOACTBEHHLIX OGBLEKTOB, NMPOU3BOACTBEHHLIX NPOLECCOB
(x0Ts1 Obl B pexxMme OrpaHUYeHHON (PYHKUMOHANbHOCTH) U BPEMEHM OTKIMKA CUCTEMBI, 48 3TO UMEET KPUTU-
Yyeckoe 3HadeHue. B pamkax uenen IT-6esonacHocTu aTum hakropamM 3a4acTyio NPUAAETCA MEHbLUEE 3Ha4e-
Hue. BOnbllee 3Ha4eHne npuaaeTca 3awmute uHdopmMaumm, Yem sawumte puandyecknx o6bLeKkToB. ATU pasnuy-
Hble Lilenn AoMmkHbl BbITb YETKO onpeaeneHbl kak uenn 6e3o0nacHOCTU, He3aBUCUMO OT CTENEeHU AOCTUTHYTON
UHTEerpauum NponM3BoACTBEHHOro 0ObekTa. KnioueBbiM 9TanoM B OLIeHKe pucka cornacHo tpetosanusam M3K
62443-2-12) fomkHa N0 BO3MOXHOCTU BbiTb UACHTUDUKALMA TEX CEPBUCOB U (DYHKLIMIA, KOTOPbLIE AEUCTBU-
TEIbHO CYLLECTBEHHbI 4151 IPOLECCOB X03ANCTBOBaHUA. (Hanpumep, Ha TEX UMM UHbIX 0GbEeKTax TeXHUYeckas
noaaepxka Moxet GbiTb onpeaeneHa Kak HeCyLEeCTBEHHbIN CepBuC unu yHkums.) B HeKkoTopbix cnyvasx
MOXeT ObITb JONYCTUMO, YTOOLI onepauus 6e30nacHOCTM NPOBOLMPOBANA BPEMEHHYIO YTPaTy HeCyLLeCTBEH-
HOro cepBuca unm PyHKUMKU, HO NO BOSMOXHOCTH HE CKasbiBanach OTPULIATENIbHO HA CYLLECTBEHHOM CEpBUCE
NN yHKUUM.

Hacroawmint ctaHaapT npeanosiaraer, Y4To nporpamma 6esonacHoCTi yupexaeHa n ynpasnsercs B Co-
orBercTBumn ¢ MK 62443-2-1. Kpome TOro, npeanonaraercs, 4To ynpasneHue naryamu oCywecTBiseTcsa co-
o6pasHo pekomeHaauusiM, nogpobHO paccMoTpeHHbiM B MOK/TO 62443-2-3 [5], ¢ cobniogeHnem cCoOTBET-
CTBYIOLMX TpeboBaHuUit U ux AOpabOTOK, ONMMCAHHBLIX B HACTOSILLEM CTaHAapTe, NMPUMEHUTESbHO K CUcTeMam
ynpasnexusi. Takke B MOK 62443-3-2 [8] onucaHo, kakum 06pa3oM NpoekT 3agaeTr yposHu 6e30nacHOCTH
(SL), ocHOBaHHbIE Ha pUCKe, KOTOPbIE 3aTEM UCMONb3YIOTCA AnNs BbIOOpA NPOAYKTOB C NOAXOAALLMMMU TEXHU-
YeCKMMU XapaKkTepucTikammu 6e3onacHOCTH, YTO NOAPOOHO PACCMOTPEHO B HACTOSLLEM cTaHAapTe. Knodvesori

1) Lincpel B kpanpatHbIX ckoBKkax OTHOCATCA K arleMeHTy cTaHgapTta «Bubnuorpadusy.

2) MHorne cTaHfapThl M3 CTaHaapToB cepun MIK 62443 B HacTosiLiee BpeMsl HaXOASTC Ha NEPecMOoTpe Wiun
nopaboTke.

\
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UCXOAHbIA MaTepuan AnsA HacTosILero ctaHaapra sknodan B ceba WCO/M3K 27002 [15] u NIST SP800-53,
pen. 3 [24] (cm. pasgen 2 u Bubnuorpaduio, koTopsie cogepxar 6onee nonHbIi NnepedYeHb NePBONCTOYHUKOB).

OcHoBHas 3ajada ctaHaapToB m3 craHgapTtoB cepun MOK 62443 — npegocraBuTb rMOKYKO KOHLEnN-
LMo, kKoTopast obneryaert ycrpaHeHue TekyLmx n 6yaymx yassumocteii B IACS n npumeHeHne HeobxoauMbIxX
CMAr4awLLmMx Mep B CUCTEMATUYECKOM, OrnpaBaaHHOM nopsiake. BaXkHO NOHMMATh, YTO Has3Ha4YeHue cepun
MO3K 62443 — cchopmmupoBaTh paclumpeHus kKoprnopaTtuBHon 6€30MacHOCTM, KOTOPbIE NepeHMMaloT TpeboBa-
HUS K kKommepyeckum IT-cuctemam v yBa3biBaloT 3T TpeboBaHWA ¢ eanHbiMu TpeboBaHusaMu no obecnede-
HUIO HagexHon pabotocnocobHocTu, Heobxoaumoni B IACS.

0.2 HasHauyeHue U UeneBasi ayauTopus

Llenesas ayantopus HacTOSLLErO CTaHaapTa paccyMTaHa Ha pabOTHUKOB, UMEIOLLUX OTHOLUEHUE K CU-
ctemam IACS, u Bknioyaer B ce6A COBCTBEHHUKOB MMYLLECTBEHHbIX 0GbLEKTOB, CUCTEMHBLIX WHTErpaTopos,
NOCTaBLUMKOB MPOAYKTOB, NPOBaiilepOB CEPBUCOB U — B Mepy LenecoobpasHoCTu — OpraHbl HOPMAaTuB-
HO-NPaBOBOr0 perynmpoBaHusi. OpraHbl HOPMaTUBHO-NPABOBOIO PEryfNMpoOBaHUA BKNOYAOT B cebs npasu-
TeNbCTBEHHbIE areHTCTBa WU PernaMeHTUpyoLue opraHbl, APU 3TOM HOPMATUBHO-NPABOBOW OpraH [OIMKEH
OCYLLECTBNATL ayAUTbl 451 MPOBEPKU COOTBETCTBUS PENYNIUMPYIOLLIMM 3aKOHAM U HOPMaM.

CucTeMHbIM MHTerpaTopam, NocTaBLUykam NPOAYKTOB M NPOBaiaepaM CepsucOB HACTOALWLMI CTaHAapT
NOCHY>XWUT AN OLUEHKU TOro, MOTYT U UX NPOAYKTbI U CepBUCHI 0BECcneunBaTh NOTEHUMan OYHKLMOHANbLHOW
6e30nacHOCTH, KOTOPLI COOTBETCTBYET TpeboBaHUsAM LieneBoro ypoBHs 6e3onacHoctu (SL-T) co6cTBeHHMKa
UMYyLLECTBEHHOFO 0ObekTa. Kak 1 B criydyae ¢ npucBoeHuemM ypoBHei SL-T, NPUMEHUMOCT CUCTEMHBIX Tpebo-
BaHui (SR) Kk 0TAENbHO B3ATON CUCTEME ynpaBneHusl U pacluMpeHuii k sTum Tpebosanuam (RE) gomkHa ba-
3MpoBaThCA Ha NonuTMKax 6esonacHoCcTu co6CTBEHHUKA 06bEKTa, pernmamMmeHTax U OLIEHKe PUCKA B KOHTEKCTe
OTHOCALLIErocsa K HUM yvacTka npumeHeHus. Cneyet OTMETUTDb, YTO HEKOTOPbIE SR cofepxar creymnansHole
YCMnoBuA ANns AOMYCTUMbIX MCKIIOUYEHWIA, HAaNpUMED B Cryyae, koraa coorseTcTeue SR uaet spaspes ¢ pyHaa-
MEHTanNbHbIMW TPEGOBaHMSIMU 3KCTyaTaLmMi CUCTEMBI YNPABREHUs (UTO MOXET CNpPOBOLMPOBaTL Heobxoau-
MOCTb KOMMEHCALMOHHbIX KOHTPMEP).

Ecnu paspaGaTbiBaemas cuctema ynpasneHus AOIDKHA COOTBETCTBOBaTb HAbopy SR, NpuBA3aHHbIX K
KOHKpETHbIM SL-T, T0 He TpebyeTcs, UToObl KaXKAbIA KOMAOHEHT NPeAnaraeémon CUCTEMb YNPaBNeHna CooT-
BETCTBOBAI KaXA0MY CUCTEMHOMY TPEOOBaHMIO 0 CTENEHN, NPEANNCHIBAEMOI HAaCTOALWUM cTaHaapTom. Mo-
ryT NPUMEHSITLCS KOMMEHCALUMOHHbIE KOHTPMEPbI ANA NpuaaHns HeobxoanMoin (PYHKUMOHANBHOCTU APYIUM
noacucTeMam, Tak 4toGsl 06wme TpeboBanns SL-T BLINONHANUCHL HA YPOBHE CUCTEMbI ynpaBneHus. Bkniove-
HME B PacYeT KOMMEHCALMOHHBIX KOHTPMED Ha CTaguun pa3paboTku creayeT noakpennaTh ncHepnbisaloLLen
JOKyMeHTauuen, utobbl UTOrOBbINM AOCTUTHYTHIA SL-A cuCTeMbl ynpaBneHus NOSIHOCTLIO OTpa)kan pacyer-
Hbl€ XapaKkTepUCTUkK BE30NacHOCTH, NpUcyLimMe NPOEKTY. TOYHO Tak e B X0Ae CepTUUKALMOHHLIX UCTbITa-
HWUA U/MNM NOCTUHCTANNSALMOHHBIX ayaAUTOB MOTYT NPUMEHATECA U AOKYMEHTUPOBATLCA KOMMEHCALMOHHbIE
KOHTPMEPpbI 45is 06ecneveHns cooTBeTCTBMA 06LemMy SL CUCTEMbI yNpaBneHus.

B HacTodLleM cTanaapTe NpeacTaBneHa He JOCTaToMHO AeTanbHan MHopmauma ana paspaboTtku 1 no-
CTPOEHUSI HTErPUPOBAHHON apXUTEKTYpbl 6e3onacHOCTU. 310 notpebosano 6bl AONONHUTENLHOTO aHanusa
Ha CUCTEMHOM YpOBHE 1 pa3paboTku NPOU3BOLHbIX TPEOOBAHMIA, KOTOPLIE ABMNAIOTCA TEMOW APYrux ctaHaap-
T0B cepun M3K 62443 (cm. 0). Cneagyer 0TMETUTh, UTO 3aJaqel HaCTOALLIEro cTaHaapTa He siBnseTca hopmu-
poBaHue cneuudmkaumnii, JOCTATOYHO AeTarbHbIX AN NOCTPOEHUSA apXuTekTypbl 6esonacHoCcTu. 3agadeii fe-
naeTcs onpeaeneHue ooLIero MMHUMarnbsHoro Habopa TpeboBaHuii 4NA JOCTUXEHUSA COOTBETCTBUSA BCE Bonee
CTPOrMM ypoBHAM Be3onacHOCTU. CaM NPOEKT apXUTEKTYPbI, YAOBMNETBOPAIOLLEN 3TUM TPeOOBaHUAM, — 3TO
paboTa CMCTEMHbIX UHTErPATOPOB U MOCTaBLUMKOB NPOAYKTOB. B pamkax 3TOW 3agadu OHM yoep>xuBatoT 3a
coboi NpaBo MHAMBUAYANbHbIX BLIGOPOB, NOAAEPKUBAA TEM CaMbIM KOHKYPEHLIMIO U MHHOBALMOHHYIO Aes-
TeNbHOCTb. TakuMm 06pasoM, B HACTOSALLEM CTaHAapTe CTPOro BbiAEPXaH NPUHUMN onpeaeneHns yHkumo-
HanbHbIX TpebOBaHMIt U HE pacCMaTpuBaeTCH BO3MOXHbIN MOPSiLOK COOTBETCTBUA 3TUM (DYHKLMOHATbHbLIM
TpeboBaHuAM.

0.3 MpumeHUMOCTb B KOHTEKCTE Apyrux yactei cepuu MIK 62443

Ha pucyHke 1 rpadpuyeckn npeacraBneHa cTpyktypa ctaHaaptoB cepun MOK 62443 Ha MOMEHT pas-
paBoTKn HacTosALIEro craHgapTa.

B M3K 62443-3-2 SR u RE npuBoaatca B BUAe CTaHAapTU3UPOBAHHOrO nepedHs. lNocne Toro kak pac-
cMmatpuBaemas cucrema (SuC) onucaHa B nraHe 30H U TPAKTOB U JaHHLIM 30HAM U TpaKTaM MPUCBOEHbI KOH-
KpeTHbie uenesble SL, B ykasaHHoM ctaHgapre SR u RE, a Taike npucBo€Hue UM noteHumnanbHbix SL (SL-C)

\
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1CNoNb30BaHbl A1 COCTAB/EHUs NEepPeYHs Tpe6oBaHUii, KOTOPOMY A0/KEH COOTBETCTBOBATL MPOEKT CUCTEMbI
ynpasneHus. OTAENbHO B3ATbI NPOEKT CUCTEMbI YNPABIEHUS MOXET GblTb 3aTeM MPOBEPEH Ha MOJHOTY, U
onpepeneH [JOCTUTHYTLIA ypoBeHb 6e3onacHocTu (SL-A).

TeoMHONOMS Macrep-roccapuii Cucrema nokasateneit YKIN3HEHHBIN LKA
‘O epn AN énm TEpMIUHOB 1 a66PEBMATYP COOTBETCTBUA 6e30MacHOCTY 1 CLieHapuii
uenu| A 6e30MacHoOCTN cucTembl * ucnonb3oBaHns IACS
1 b L
J
Toe6oBaHMs K CHCTEME PykoBO/CTBO Tpe6oBaHUsA K yCTaHOBKe
P nDaBnEHNs] 10 BHEAPEHNIO CUCTEMbI Ynpasriexue nar4amu 1 TEXHUYECKOMY
ﬁezoilaEHocmro IACS ynpasnexns B cpege IACS 06CnyKMBaHHIO ANst
L 6e3onacHocTbio IACS J1 k nocraBuwwmkos IACS J1
® [k, A
CucTeMHble TpeboBaHNs
TexHonoruum YpoBHU 6e3onacHocTn 6€30MaCHOCTU 1 YPOBHM
6esonacHocTn IACS 30H 1 TPAKTOB 6e30NacHOCTI
K “ K /
Tpe6oBaHus TexHuueckune Tpe6oBaHNA
pa3paboTunkoB 6esonacHocTn
npoayKuumn KOMMNOHeHTOBIACS
\Y

PucyHok 1— CrpykTypa ctaHgaptos cepum M3K 62443

B M3K/TC 62443-1-3 [2] ncnonb3yoTca pyHoaMmeHTanbHble Tpeb6oBaHua (FR), SR, RE n um npucsa-
mBarTcsa ypoBHM SL-C B BMAe CTaH4apTM3MPOBAHHOIO NMepeyHs A8 NPOBEPKU MOMHOTHI crneuudmkaumm Ko-
NINYECTBEHHON cucTeMbl Nokasartesneii. KonmyecTBEHHble CUCTEMbl MokasaTeneil 6e30nacHOCTU MpUBS3aHbI
K KOHTeKcTy. Kak n B MOK 62443-3-3-2, npucBanmBaemble COOCTBEHHUKOM 06bekTa SL-T npeob6pa3oBaHbl B
KO/IMYECTBEHHYIO CUCTEMY MokasaTenel, koTopas MOXeT UCMNO/b30BaTbCA Npu paspaboTke apXUTEKTypbl 6e3-
OMacHOCTU W CAYXWTb ANS NJAaHWPOBaHWS CPaBHUTESIbHbIX UCCNeAO0BaHMi, a Takke B KayecTBe onopbl A4S
CUCTEMHOr0 aHanusa.

B M3K 62443-4-1 [9] paccmoTpeHbl 00Wwme TpeboBaHMA K npoueccy paspaboTky npoaykToB. B cBA3wn
c aTuMm M3K 62443-4-1 OpueHTMpOBaH Ha MOCTaBLMKOB MNPOAYKTOB. TpeboBaHUSA K 6€30MacHOCTM MpoAayk-
TOB SIBNSAKOTCS MPOM3BOAHLIMU NMEPEYHS OCHOBOMNoNarawwmnx TpebosaHnii n PT, onpefeneHHbIX B HACTOALWEM
cTaHgapte. HopmaTuBbl kayecTBa, onpefeneHHble B M3K 62443-4-1, 6yayT ucnonb3oBaTbCs npu paspaboTtke
XapakTepucTrK aTUX NPoLYyKTOB.

M3K 62443-4-2 [10] coaepXnT Habopbl NPON3BOAHbIX TPE6OBaHNIA, KOTOpble 06ecneymBatoT geTanbHoe
npuceoeHne SR, onpefeneHHbIX B 3TOM cTaHjapTte, nogcucremMam u komnoHeHtam SuC. Ha MOMeHT pas-
paboTkM HacToswero ctaHgapTa B MOK 62443-4-2 paccmatpuBanuch cnegyroLlime Kateropmm KOMMOHEHTOB:
BCTpavBaeMble YCTPOWCTBa, rMaBHble YCTPOWCTBA, CeTeBble YCTPONCTBA M NpUioXeHus. B ceasu ¢ atum M3K
62443-4-2 OpMeHTUPOBaH Ha MocTaBliMKa (MOCTaBLLMKOB MPOAYKTOB W MpoBaigepoB cepsucoB). CHavana
BblBeeHbl TpeboBaHUA 6e30MacHOCTM NPOAYKTOB U3 NepeyHs ocHoBononarawlwmx Tpe6osaHuii n RE, onpe-
[LEeNeHHbIX B AaHHOM cTaHfapTe. TpeboBaHus 6€30MacHOCTM M CMCTEMbl nokasatenein us M3IK 62443-3-2 n
MO3K/TC 62443-1-3 ncnofb30BaHbl ANA YTOYHEHUSA 3TUX MPOU3BOAHbIX HOPMATUBHbIX TPEOGOBAHMWIA.
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HAUMWOHANBLHBLIW CTAHOAPT POCCUUCKON OEAEPALUUMN

CETU NPOMbILLUNEHHOM KOMMYHUKALIMA
BesonacHOCTL ceTen U CUCTeM
YacTb 3-3
TpeGoBaHuA K CUCTEMHOI 6e30NacHOCTU U YPOBHU 6€30MacHOCTH

Industrial communication networks. Network and system security.
Part 3-3. System security requirements and security levels

HOara BBegeHua — 2017—04—01

1 O6nacTtb npuMeHeHust

B HacTosilemM ctaHaapre chopmyrnMpoBaHbl AeTanbHble cucTEMHbIE TpebosaHus (SR) K TEXHUYECKUM
cucTemaMm YnpaBrneHusi, MPUBsI3aHHbIE K ceMu (DyHAaMeHTanbHbIM TpebosaHuam (FR), onucanHeim 8 MOK
62443-1-1, KOTOpPbLI BKMOYAET B ce0s1 onpeaeneHne TpeboBaHMi K NOTEeHUManbHbIM YPOBHAM 6e30nacHOCTH
(SL-C) (cucrema ynpaeneHus). PaGoTHMKM, UMEIOLLME OTHOLLIEHME K CUCTEMaM NPOMBbILLIIEHHON aBTOMAaTUKN
n koHTpons (IACS), cMoryT uUcnonb3oBaTh JaHHble TpeOoBaHUsA BMECTe C nHpopmaumen 0 30HaxX U TpakTax,
onpeaerneHHbIX 4N paccmarpusaemMoit cuctemMbl (SuC), B xoae paspaboTku uenesoro ypoBHs, SL-T (cucrema
ynpaBreHusi) COOTBETCTBYIOLLEH CUCTEMbI YNpaBIeHUs!, IPUMEHUTENBHO K KOHKDETHOMY OObEKTY.

Kak onpeaenero B MOK 62443-1-1, cywlectByeT cemb FR:

a) ynpasrneHve naeHtTudukaumen n ayrestudumkaguein (IAC);

b) koHTpOnb ncnonb3osanusa (UC);

C) LeNOCTHOCTL cucTtembl (Sl);

d) kKoHugeHunansHOCTL AgaHHbiX (DC);

€) orpaHu4yeHue notoka gaHHbix (RDF);

f) cBOEBPEMEHHBIN OTKIMK HA cobbITUA (TRE);

g) paboTocnocobHOCTb U AOCTYNHOCTL pecypcos (RA).

[aHHble TpeboBaHUs NeXart B OCHOBE NOTeHUManbHbIX SL, SL-C (cucrtema ynpasneHusi) CUCTEM yrpaBs-
nexwns. Llenb n 3agava HaCTOALLEro CTaHAapTa — OnpeAeneHne noTEeHUUansHoNn 6e30nacHOCTU Ha YPOBHE
CUCTEMb! YNPAaBREHUs B NMPOTUBOMNONOXHOCTL UeneBbim SL, SL-T wunu gocturdyteim SL, SL-A, KOTOpPbIE Bbl-
XOAAT 38 paMKu HACTOALLEro craHaapra.

Cm. MOK 62443-2-1, B KOTOPOM MpPEeACTaBfeH IKBMBANEHTHbIN HAOOP HETEXHUYECKUX, OTHOCALLMXCS K
nporpaMmam noteHymansHbix SL, He06X0AUMBIX 4SSt NOMHOr0 AOCTUXEHUA LieneBoro SL cuctemMbl ynpaene-
HUSA.

2 HopmaTuUBHbIE CChISTKU

B HacrosluemM cTaHgapTe Ucnonb3oBaHbl HOPMATUBHbLIE CCbINIKU Ha criegyolume ctaHaapTbl. Ona gatu-
POBaHHbIX CCbINOK MPUMEHSIOT TOSTbKO yKa3aHHOe u3faHue CCbINIOYHOro AokymeHTa. [na HegaTupoBaHHbIX
CCbINOK NPUMEHSIIOT NOCNeAHee u3gaHne CCbINIOYHOrO AOKYMEHTA (BKMOYasi BCe €ro M3MeHeHUs).

U3paHue ocpuumnanbHoe
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M3K 62443-1-1:2009 CeT#t NPOMbILLNEHHON KOMMYHUKaLMKU. Be3onacHOCTb ceTen u cuctem. Yacrb 1-1.
Tepmuronorus, koHuenuumn n mogenu (IEC 62443-1-1:2009, «Industrial communication networks — Network
and system security — Part 1-1: Terminology, concepts and models», IDT)

MO3K 62443-2-1 CeTn NPOMbILLAIEHHON KOMMYHUKauuu. Be3onacHocTb ceTen u cuctem. Hacrb 2-1. Yu-
pexageHue nporpammbl 6€30NaCHOCTU CUCTEM NPOMBILLIEHHON aBToMaru3auuu u koHTponsa (IEC 62443-2-1,
«Industrial communication networks — Network and system security — Part 2-1: Establishing an industrial
automation and control system security programy», IDT)

3 TepmuHbl, onpeaeneHus, COKpaweHns, aonyweHust

3.1 TepMuHbl U onpeaeneHus

B HacTOALWeEM cTaHAapTe NPUMEHEHbI TEPMUHLI K onpegeneHus no M3OK 62443-1-1 n MOK 62443-2-1,
a TaKke cnegyuime TepMuHbl C COOTBETCTBYIOLLIMMU ONpeAEeneHUsMU:

MpuMmevyaHune — MHorve U3 HUXecneyOLWMX TEPMUHOB U ONpefieneHnit naHavaneHo 6asnpyroTca Ha cooT-
BETCTBYOWMNX UCTOMHNKaX MexayHapogHoiA opraHusauum rno ctaHgaptusayun (MCO), MexayHapoaHo aneKTpoTexHuYe-
ckoit komucenn (MIK) unu HaumoHansHoro MHCTUTYTa cTaHgapToB U TexHonorui (NIST) (CLUA), npu aTom uspegka gena-
HOTCS HE3HAUUTENBHbBIE NONPaBKU A NyYlleid NPUMEHUMMOCTM TEPMUHOB U OMNpeaeneHnit npu onpegeneHun Tpebosanuii
K 6e30MacHOCTU CUCTEM YMNpaBIieHMA.

3.1.1 MyLLeCTBEHHbI 00BLEKT (00BLeKT, akTUB) (asset): Pusnueckuit UNu NOrMYECKuin 0OLEKT, KOTO-
puiit npeacrasnaeT gns IACS owywaemyio Unm peanbHyIO LLEHHOCTb.

MpumMmevyaHne — B HacTosALWEM CTaHAapTe MMYLLECTBEHHbIN 0O6bekT — 3To Moban egnHuLa, KoTopyio cnegyeT
3alyuMLlaTh B pamKax cucTembl ynpaeneHus 6esonacHoctbio IACS.

3.1.2 coGcTBEHHUMK 00 beKTa (asset owner): Jlnlio wnu opraHnsauus, oTeevaroume 3a oaud unu donee
IACS.

MpumMmevyaHune 1 — TepMuH «COBCTBEHHUK OBbEKTa» WUCMONb3YeTCH B3aMeH POAOBOrO TEPMUHA KKOHEYHbIN
noneL3oBaTenby B LEnsAX Ux guddpepeHyuacmu.

MpuMevyaHne 2 — OTO onpefeneHne pacnpoCTPaHAETCA Ha KOMNOHEHTHI, ABnAtoLmecs YacTbio IACS.

MpumedvyaHune 3 — B KoHTeKCTe HacTosLero cTanfapTa cobcTBeHHUK 0ObeKTa BKNtoYaeT B cebs Takke onepa-
Topa IACS.

3.1.3 aTaka (attack): Nocararen,CTBO Ha CUCTEMY, ABNAKOLLEECA CNeaCTBUEM payMOHanbHON yrpo3bl.

MpumedvyaHue 1 —Hanpumep, ocMeICiieHHOe AeiicTBUE, NpefcTasnstollee coboit NpogyMaHHYo NONLITKY (0Co-
6eHHO B NnaHe MeToAa UNK cTpaTerun) o6oitTh cepBuCH Be30MacHOCTU 1 HapyWUTL NOANTUKY 6€30MacHOCTV CUCTEMBI.

MpumevaHue 2 — CyulecTByloT pa3nuyHble obLlenpuaHaHHble TUNbI aTak:

- «aKTMBHas aTaka» MMeeT Lienblo NpecbpasosaTh pecypchl CUCTEMBI UK BO3AeNCcTBOBaTL Ha X paboTy;

- «NaccuBHas aTaka» UMEET Lienbio 3anonyynTe UNKU MCNoNb3oBaTh MHOPMaLMo cucTeMbl 6e3 BosfeicTBuA Ha
pecypchbl CUCTEMB;

- «BHYTPEHHAA aTaka» — araka, MHULUMpOBaHHasi CyGbeKToM B Npefenax nepumeTpa 6e3onacHoCTy («uHcaiife-
poM») — T. €. CyGBLEKTOM, KOTOPLIA HafeneH npaBaMu Ha nosydeHne AOCTyna K pecypcam CUCTEMBI, HO UCTIONb3YET UX B
Uensix, He ofloBPEHHLIX TeMM, KTO NPEeAoCTaBUn 3TW Mpasa;

- «BHEWHAN aTaka» — aTaka, WHULMUpOBaHHas 3a npefenamu nepuMerpa 6e30NacHOCTU HeaBTOPU3OBaAHHLIM
WU HEYMONTHOMOYEHHbBIM NONb3oBaTeNieM cucTeMbl (MM MOXET ObITb ¥ WHCaiAep, aTakytowuii 3a npefenamMm nepumeT-
pa 6esonacHocTu). MNoTeHyUanbHBIMU 3M0YMbILLNEHHUKAMM, OCYLLECTBAAIOWNMU BHELLHIOK aTaky, MoryT 6biTb Kak npo-
CTble NobUTenu NOWyTUTL, Tak U OpraHU3OBaHHBIE MPECTYMNHLIe rPYNMbl, MEXAYHAPOHbLIE TEPPOPUCTEI U BpaxaebHble
NpaBUTENLCTBA.

3.1.4 aytenTudpukauma (authentication): ObecneueHue ysepeHHOCTH B TOM, YTO 3anBrsieMas xapakre-
pucTUKa UAEHTUYHOCTU KOPPEKTHA.

MpumeyaHune — AyTeHTUDUKALMSA 0ObLIMHO — HeOOXOAMMOe NpejBapUTenbLHOE YCIoBUE NPEAOCTaBIeHUs [0-
CTyna K pecypcam B CUCTEME yrpaBrieHus.

3.1.5 aytentudukarop (authenticator): Cpeacreo, ucnonb3yemoe ansi NOATBEPKAESHUA UOEHTUYHOCTH
nonb3oBarens (4enoBeka, NPorpamMMHOro NpoLiecca unu yCTpomucTea).

MpumMeyvaHue — Hanpumep, B Ka4ecTBe ayTeHTUdMKATOPa MOrYT UCMOMB30BATLCA NAPOMb UK TOKEH.
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3.1.6 ayreHTu4HocTb (authenticity): CBONCTBO COOTBETCTBUS CyObeKTa TOMY, 32 KOFO WAM 3@ 4TO OH
cebs Bblgaer.

NpumevaHue — AyTEeHTUYHOCTb 0OLIMHO YNOTPEeBnsieTcs B KOHTEKCTE JOCTOBEPHOCTU UAEHTUMHOCTU CyBbekTa
WM NPaBOMEPHOCTM Nepefaymn coobLEHNs, CaMOro COOBLUEHUA UK er0 UCTOYHUKA.

3.1.7 aBromaTnyeckuit (automatic): Mpouecc unu obopyaosaHue, KOTOPbLIE NPU ONpeaeseHHbIX YCio-
BUAX PYHKLUMOHUPYIOT €3 BMELLIATENLCTBA YEeNoBeKa.

3.1.8 pocrynHocTb (availability): CBoWCTBO, rapaHTUpyIOLLEEe CBOEBPEMEHHbIA U HAAEXKHbIA AOCTYN K
UHGOPMALIUKM M (PYHKUUSAM, OTHOCALMMCS K CUCTEME YNPABNEHUS, U UX UCTONb30BAHUE.

3.1.9 kanan cBasu (communication channel): Ocobas nuHWUSA NorM4eckomn uniu prusn4eckoi CBA3IN Mex-
ay cybbekramu.

MpumedyaHue — KaHan obreryaeT ycTaHOBNEHWE COefUHEHUS.

3.1.10 komneHcauuoHHaA KOHTpMepa (compensating countermeasure): KoHTpMmepa, npumeHsiemasn
B3aMeH UNu B JOMNOMHEHUE K BCTPOEHHbIM UMW PEKOMEHAOBAHHLIM MepamM 6e3onacHocTu ana obecneveHus
Bonee NnonHOro cooTBeTCTBUS TPEboBaHMAM 6E30MacHOCTH.

MpumedvyaHue — Mpumepsl BKNtoYatoT B cebst criefyrolue KOMMeHCauMoHHblE Mepbl:

- (YpoBHA KOMMOHEHTOB). 3anepThiil LUKaduMK KOHTpornepa, He UMEKLMA JOCTaTOMHO KOHTPMep ynpasreHust
knbepBe3onacHoCTbIo;

- (YpOBHA CUCTEMBI YNpaBneHUA/30Hbl): CpecTBa ynpasneHus uanyeckum AOCTYNOM (oXpaHa, BopoTa U pyXbs)
ANA 3alWuTel NynkTa YNpaeneHus ¢ Lenbio orpalnyerns AocTyna K rpynne U3BecTHOro nepcoHana, YTo No3BosnsieT KoM-
NEeHCUpoBaTb TEXHUYeckoe TpeboBaHMe, COrMacHo KOTOPOMY NepcoHan LOSKEH YHUKaNbHO uaeHTuduumpobatbesn |IACS;
n

- (YPOBHS KOMMOHEHTOB): MporpaMMupyeMelii norndeckuii kKoHTponnep (PLC) nocTasLlnKka He MOXET COOTBETCTBO-
BaTb XapaKTepucTuKam yrnpaeneHus AOCTYNOM, ofnpeferieHHbiM KOHeYHbIM Mofnb3oBaTenem, B pesynsraTe Yero nocTae-
LMK ycTaHaBnuBaeT MexceTeBoi akpaH nepef PLC v npofdaer nx Kak ofHy CUCTeMmy.

3.1.11 opraH HOpMaTUBHO-NPABOBOro perynupoBanua (compliance authority): CyObekT ¢ npaBoBoM
IOPUCANKLMEN ONPeaensaTb KOPPEKTHOCTU OLEHKM De30nacHOCTH, ee peanusauuu uim 3PeKTUBHOCTH, pe-
MaMEHTMPOBAHHBIX B PYKOBOAALLEM [AOKYMEHTE.

3.1.12 TpakT (conduit): Jlornyeckoe obbeauHeHne KkaHanos CBA3W, CBA3bIBAIOLIEE Mexay cobol aBe
unu 6onee 30HbI, 4NS KOTOPbLIX AENCTBYIOT 00LIme TpeboBaHuss 6€30nNacHOCTU.

MpuMeyvarne — [onycTMMo nepecedeHne TPAKTOM 30HbI MPK YCROBWY, UTO 3Ta 30Ha He BNUSET Ha Besonac-
HOCTb KaHanoB, CoAepXaLiuxcs B TpaKTe.

3.1.13 xondmaeHumansHocTb (confidentiality): CoxpaHeHue aBTOPU3OBaAHHbLIX OFPAHUYEHUI Ha AOCTYN
¥ pacKkpbiTUe MHAOPMALMK, BKIKOHYAsi CPEACTBA 3aLLUTLI HEMPUKOCHOBEHHOCTW YaCTHOM XU3HU K NponpueTap-
HOW nHopMayuu.

Mpumeyanue — Npu ynotpebneHnn B KoHTekcTe IACS TEpMUH OTHOCUTCA K 3awyuTe AaHHbIX U UHdopMaLumm,
oTHocsAwmxcA K IACS, oT HeaBTOpU30BaHHOIO AocTyna.

3.1.14 coeguHeHue (connection): CBA3b, yCTAHOBNEHHAA MexXAY ABYMSA unn 60nee OKOHEYHbIMU TOUKa-
MM, KOTOpas NOAAEPXKUBAET YCTAHOBNEHUE CECCUMN.

3.1.15 nocneacteue (consequence): CoCToaHUE UNU YCIIOBUE, KOTOPOE ABMNAETCA NOrUYECKUM UNu
€CTEeCTBEHHbIM CNEeACTBUEM COOLITUSA.

3.1.16 cuctema ynpaeneHnus (control system): KOMnoHeHTbl annapaTHOro u NporpamMHoro obecneye-
Hua IACS.

3.1.17 konTpmMmepa (countermeasure): [lelcreme, yCTpOINCTBO, Npoueaypa unum MeToauka, cmardaiowime
yrposy, ysi3BUMOCTb WS ataky NoCPeACTBOM UX YCTPAHEHUs1 Unv NpeaoTBpaLleHun, nocpescTsom MUHUMK-
3auum ywep6a, KOTopbIi OHW CNOCOGHLI HAHECTM, UNMU NOCPEACTBOM UX OBHaAPYXEHUSA U UHPOPMUPOBAHNA O
HUX, YTOObLI MONO BbLITL NPEANPUHATO KOPPEKTUPYIOLLIEE BO3AEHCTBUE.

n pumedaHue — B HEKOTOPLIX KOHTEKCTaX ANA ONUCAHNA STOTO MOHATUSR UCNONb3YETCA TaKKe TEPMUH «ynpas-

neHnex. MpUMEHNUTENLHO K HACTOsILLeMY CTaHaapTy BuiGpaH TEPMUH «KOHTPMEpay BO M3Gexanue nyTaHuubl C TEPMUHOM
«ynpaBneHue» B KOHTEKCTe «yMnpaBneHue npoLeccamuy.

3.1.18 pexum orpaHuuyeHHoOu ¢yHkuMoHanbHocTn (degraded mode): Pexum PyHKUUMOHMPOBAHUSA
npU HanNnUuuy HENONMAaAoK, KOTOPLIE ObifIN NPUHATLI B PACYET B NPOEKTE CUCTEMbI YNPaBneHus.
3
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MpumeyaHune — PeXnMbl OFpaHU4EHHOMN PYHKLMOHANBHOCTY JOMYCKaIoT AarnbHeiilee BLINMOHEHWE CUCTEMON
yNpaBrieHns XU3HEHHO BaXHbLIX (OYHKLMIA, HECMOTPS Ha CHWKeHWe 3hPEKTUBHOCTU OJHOIO UMM HECKOSBKAX 311EMEHTOB
CUCTEMbI, HANpUMep HEMoMNaZkM UNU oTKa3 ynpasnsitolero o6opyaosaHus, nepebon B CBA3N U3-3a OTKa3a WNK LeneHa-
NpaBAEeHHOrO OTKIIOYEHUSI CUCTEMbI KaK OTBETHOM Mepbl MPOTUB BLISIBNIEHHOW WM OXWUAaeMOi yrposbl GesonacHocTu
nogcucTem.

3.1.19 pemunutapusoBaHHas 3oHa (demilitarized zone): Mpocras orpaHnyeHHas ceTb cepeepos, CBA-
3blBaoLan Mexay cobon Ase unu 6onee 30HbI B LIENAX yNpaBneHus NOTOKOM AAHHbIX MEXY 30HaMu.

NMpumevyaHune — [demunurapusoBaHHble 30Hb (DMZ) 06biMHO UCNONB3YIOTCA ANS UCKIMIOYEHNUS NPAMBIX COeAN-
HEHWA MeXAy pa3HbIMU 30HaAMU.

3.1.20 yctpomctBo (device):O6bekT, BKnovaowuii B cebs oauH unu 6onee npoueccopoB, CNOCOOHbIX
NOoCbINaTh UMK NPUHUMATh AAHHbLIE/YNPABNSAIOLLIME KOMAHAbI K APYroMy OOLEKTY UMK OT Hero.

MpuMmevyaHune — lNMpumepbl BKNtoYaKOT B cebs KOHTPONNepL!, YenoBeko-MalluHHbie uHTepdeiicsl (HMI), PLC,
nyneTsl AUCTAHUMOHHOIO yrpaeneHust (RTU), nepeaatinku, MCNONHUTENbHBIE MEXaHW3MBI, KranaHbl, ceTeBbie KOMMYyTa-
TOpbI U T. A.

3.1.21 cpepa (environment): OkpyxeHue 06beKTOB, 06n1acCTb UNKN 06CTOATENLCTBA, KOTOPbIE MOTYT BO3-
AencreoBarb Ha PyHKkuuoHuposaHue IACS n/vnu noasepraTtbCa BO3AENCTBUIO CO CTOPOHLI IACS.

3.1.22 xu3HeHHo BaxHaa dyHkuma (essential function): PyHkUMA UnNu xapakrepucTuka, KoTopasi Tpe-
Oyercs AnA noaaepkaHus OxXpaHbl TPyAa, TexHUKM 6e30NacHOCTH, OXPaHbl OKPYXKaloLen cpeabl, a Takke pa-
60TOCNOCOBHOCTU U AOCTYNHOCTU YNPAaBNAEMOro 060pyA0BaHUSA.

MpumevyaHune — XKusHeHHO BaxHbIe BYHKLUM BKIOHAIOT B ce6], HO He OrpaHNYNBaIOTCA STUM, (DYHKLMIO OT-
Kasa B criyqyae BO3HUKHOBEHUS onacHoit cutyauum (SIF), oyHKUMIO yripaBnexns 1 BO3MOXHOCTb onepaTopa oTcrexusaTrb
¥ MaHUMynupoBaTb yrnpaenaeMbiM oGopyaoBaHueM. YTparta CylecTBeHHbIX PYHKLUIA OBLIMHO HOCUT HasBaHue yTpaTsl
3alluThl, YTpaThl yNpaBneHust U yTpaThbl OTCNEXMBAEMOCTA COOTBETCTBEHHO. B HEKOTOPLIX OTPACRAX NPOMbLILLNEHHOCTU
MOTYT CHUTaTLCA CYLECTBEHHbIMU AONONHUTENBHBIE DYHKLWKN, TaKNe KaK apXuBnupoBaHue.

3.1.23 cobbiTne (event): NosiBNEHNE MnNu U3MeHeHne onpeaeneHHoro Habopa o6CToATENLCTB.

MpumedaHune — B koHTekcTe cuctemsl IACS cobbiTueM MoXeT 6biTh AeWCTBUE, NPEANPUHATOE TEM UMK UHBIM
TMLOM (aBTOPU3OBAHHBLIM UM HEaBTOPN3OBAHHEIM), U3MeHeHUe, 0bHapyXXeHHOe B NpeAenax cUcTeMbl yripaBreHus (LuTaT-
HO€ WUIKN HeLTaTHoe), UM aBTOMaTUYECKUIN OTKIIMK CO CTOPOHLI CAMOMW CUCTEMbI YNpaBeHUs (LUTaTHbIA NN HELUTaTHBIR).

3.1.24 noxapHbiin Bbi3oB (firecall): Metoa, yupexaeHHbli ana obecneyeHnss aBapuHOro AocTyna K
3aLUMLLIEHHON CUCTEME YNpaBNEHUS.

MpumevyaHune — B aBapuiiHoi cuTyaLMn HenpusmunernpoBaHHsie Nonsb3osBaTen MOryT nonyyarb 40CTyn K Kiio-
YeBbLIM cUCTEMaM ANsA yperynuposaHus npobnembl. Ecnv npuMeHeH noxapHblil BbI30B, To 06bIMHO MPOBOZUTCS NpoUe-
flypa npoBepKu TOro, YTo LOCTYN ObIN UCMOMb30BaH KOPPEKTHO ANS yperynupoBaHusa npobnemsl. 3T MeToAbl B obLyem
criyyae npeaycmaTpuBaroT ofjHopasoBkli ugeHTudukartop (ID) nonkaoBartens unu ogHopasoBbId Naporib.

3.1.25 upentudukarop (identifier): CumBon, yHuKkanbHbii B Npegenax CBOEro AomMeHa 6e30nacHoCTH,
0603HavaloLWMin MM UCNONb3yeMblii ANist 3asiBNEeHUsI NpUTa3aHna cyObekTa Ha Has3BaHWe Wnu APYrylo WaeH-
TUYHOCTb.

3.1.26 npenTnduumposarts (identify): Onepayunsa KOHTPONS UAEHTUUYHOCTH.

3.1.27 BosgemncTeBue (impact): OLeHeHHOe NoCcneACcTBUE OTAENLHO B3ATOrO0 COBLITUS.

3.1.28 nHumnaeHT (incident):Co0bITHE, KOTOPOE He ABMAETCA YACTbIO 0XMAAEMOr0 (PYHKLIMOHUPOBAHMUSA
CUCTEMbI UJIM CEPBMCA M KOTOPOE BbI3bIBAET UMM MOXKET Bbi3aBaTb COO MW yXyaLleHWe kayecTBa cepeuca,
npesocTaBnAeMoro CUCTEMON yNpaBneHus.

3.1.29 cuctema npombilineHHON aBToMaTuku u kouTpons; IACS (industrial automation and control
system; IACS): CoBOKYNHOCTbL NEPCOHana, annapartHoro u nporpammHoro o6ecnevyeHuini u NONUTUK, 3aaent-
CTBOBAHHbIX B PYHKLUMOHUPOBAHUU MPOMBILLAEHHOIO MpoLiecca u CroCOOHbLIX BMWATL UMW BO3AEHCTBOBATL
WHbIM 06pa3oM Ha ero 3alyuLieHHoe, 6e3onacHoe U HageXHoe hYHKLMOHUPOBaHUE.

3.1.30 uenocTHocTb (integrity): CBOMCTBO 3aWmMTbl KOPPEKTHOCTU M MOMHOTbl UMYLLECTBEHHbIX 0Ob-
€KTOB.

3.1.31 MuHumanbHaa npusunerus (least privilege): OcHoBononaraiOLWMNn NPUHLMI, KOTOPbINA FNacwuT,
YTO nosib3oBaTenu (Nau, NPOrpaMmmHbIe NPOLECCHI MU YCTPOWCTBA) AOMAKHbI MO BOSMOXHOCTU HAAENATLCS
MUHUMaTbHLIMU NPUBUNETMAMW B COOTBETCTBUU C BMEHEHHBIMU UM O0A3aHHOCTAMMU U (PYHKUMAMMU.

MpumedvyaHune — MuHumanbHas npusunerns B kKoHTekcTe IACS obbiMHO peannayeTcs B Buge Habopa poneil.
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3.1.32 mobunHbIN Kog (Mobile code): MNporpamma, nepegaBaeMas B npejenax yaaneHHOW, BO3MOX-
HO — «HE0BEPEHHOIY, CUCTEMbI YEPE3 CETb NN CLEMHbIE HOCUTENW, KOTOPAs MOXET 3arnyCcKarbCsl B HEU3-
MEHHOM BUAE Ha NoKasnbHOW cucteme 6e3 ABHOW MHCTaNNALMM Unm 3anycka 3Toi NporpaMmbl nonyyarenem.

MpumevaHue — Mpumepbl MobuneHoro koga Brniovatot B ceba JavaScript, VBScript, Java-annnetsi, ynpaens-
owne anemenTol ActiveX, Flash-aHumauuu, BugeodpparmeHTsl Shockwave n makpocsl Microsoft Office.

3.1.33 3awuTa OoT HenpusHaHusa y4acTua (non-repudiation): Bo3aMOXHOCTL noaTBepXKaeHus akra 3a-
ABMNEHHOTr0 COObITUA NN AENCTBUSA U MOPOAUBLLNX €r0 CYyOBbEKTOB.

Il pumMedaHnune — Lle.l'lb}O 3alnTbl OT HEMNPU3HaHUA yHacTuAa ABNAETCA paspeleHne AUcnyToB OTHOCUTESTbHO
(*)aKTa Hann4na unu oTcyTCcTBUA COBLITUA UNKN LENCTBUA U NpnU4acTHOCTU K HEMY Cy6beKTOB.

3.1.34 npousBoguTtenb npogykra (product supplier): MNpoussoguTesnb annaparHoOro u/unu nporpaMm-
HOro nNpoaykTa.

MpumevaHune — [laHHoe MOHATUE UCMONb3yeTCs B3aMeH 0BOB6LLIEHHOrO TepMUHa «NOCTaBLLUMK» B LIENSAX WX
AnddepeHLmnaLnm.

3.1.35 yoanenHsif goctyn (remote access): [locTyn kK cucTeMe ynpasneHns CO CTOPOHbI NloB0ro nonb-
soBarens (Yenoseka, NporpamMmmHOro nNpoLecca unm yCTpomucrea), ocyLecTsnsembii us (BHe) nepumeTpa pac-
CMaTpuBaemMON 30HbI.

3.1.36 ponb (role): HaGop B3anMOCBSA3aHHbIX XapakTepucTuK, NpUBMNErMin U 06a3aTenLCTB, NPUBS3aH-
HbIX KO BCEM MNofb3oBarensaM (Niogam, NporpaMmmHbiM npoweccam unu yctponcream) IACS.

n pumMedaHune — ﬂpVIBVIJ'IEI'VII/I Ha BbINOSIHEHUE onpeAeneHHbIX onepauwﬁ CTaBATCA B COOTBETCTBUE KOHKPET-
HBIM pOnAM.

3.1.37 aBTomaTusMpoBaHHaa cucrema 6esonacHocTu (safety instrumented system): Cucrema, uc-
nonb3yeMas ansa peanusauuu 0gHow unm donee yHKUMIA TEXHONOrUYEeCKor 6e30nacHOCTH.

3.1.38 ypoBeHb 6e30onacHoOCTH (security level): Mepa aoctoBepHOCT# TOro, 4yTo IACS nuLieHa ysa3su-
MOCTEN M PYHKUMOHMPYET Haanexawmm obpasom.

MpumMmevyaHue — Ya3BumocT MoryT 6bITb BHECEHBI Ha 3Tane npoekTuposauns IACS wnu B nioboil MOMEHT ee
XU3HEHHOro Lukna nubo GblTb CNEACTBUEM MEHSIOLMXCS Yrpo3. [poeKTHLIe YA3BUMOCTYA MOryT oGHapyXuBaTbCA Cny-
CTA AnuTenbHOe BpeMsi Nnocne HavanbHol peanusaymu IACS, Hanpumep: MOXET ObiTb B3NOMaH anroputM LWUpoBaHmus
UIn NpUMeHeHa HeKOppeKTHas NOMIUTUKA yNpaBreHUs YYEeTHbIMU 3anucsmu, Korga, Hanpumep, He yaansrTcs crapble
y4eTHble 3anucy nonb3oBaTenei. BHeCeHHbIe yS3BUMOCTY MOMYT BO3HMKaTh MO BUHE NaTya UKW U3MEHEHUS B NONUTUKE,
KOTOpO€E BCKPbIBAET HOBYIO YA3BUMOCTb.

3.1.39 npoeaigep cepsuca (service provider): OpraHusaums (BHyTPEHHARA UM BHELLHAA OpraHu3auus,
NpOU3BOAUTEND WU T. A.), COMMacusLIAACs B3ATb Ha cebs 06A3aTenbCTBO HA NPEeAOCTaBSIEHNE TOrO UM UHOTO
cepBuca NoaAepKku, a Takke AobbiBaHWe MaTepuanbHO-TEXHUUIECKUX CPEACTB B NOPAAKE COOTBETCTBYIOLLETO
cornaweHus.

MpumMeyaHue — 3TO NOHATUE MUCMOMbL3YETCS B3aMeH POAOBOIO TepMWHA «MNOCTaBLLUWK» B LENAX WuX
AuddpepeHumayuu.

3.1.40 ceccusn (session): YCTOWUYUBBIA, UHTEPAKTUBHbLINA, C OTCNEXMBAHUEM COCTOAHUIN, 0OMeH uHGOp-
Mauuen Mexay ABymMst unu bonee KOMMYHUKALIMOHHBIMU YCTPONCTBaAMM.

MpuMeyaHue — B TUnuuHOM crnyyae ceccusi BKMoYaeT B cebs YETKO onpepenieHHble Npouecchl Hadana u
3aBepLUeHus.

3.1.41 ID ceccum (session ID): UgeHTuukaTop, ucnonb3yembiit Ans 0603Ha4YeHNUS KOHKPETHOrO BXo4a
B CECCHIO.

3.1.42 yctaBka (set point): Lienesoe 3HaueHue, 0603Ha4EHHOE BHYTPU CUCTEMbI yNPaBneHus, KOTopoe
NO3BONSIET KOHTPONMPOBATL OAHO UK Bonee AelCTBUI B Npeaenax CUCTEMbI YNPaBNEHUA.

3.1.43 cucteMHbIit uHTerparop (system integrator): Jluuo unu opranusauus, KoTopbie cneymanuaupy-
I0TCSl HA CBE€HUM BOEANHO NOACUCTEM KOMIMOHEHTOB U 0BecneyYeHun Toro, YtTodbl 3T NOACUCTEMbI (PYHKLM-
OHMpPOBAnu B COOTBETCTBUM C NPOEKTHLIMMU cneuudukaLmammu.

3.1.44 yrpoaa (threat): O6cToATENLCTBO UNK COObLITUE, CNOCODHOE OTpULaTENbHO OTPa3UTLCA Ha NPOo-
yeccax Xo3siCcTBOBaHUS (BKIOYas 3agaumn, OyHKLMN, UMUK UK penyTaumio), o6bekTax, cucremax ynpas-
FIEHUS MK NI0ASIX NOCPEACTBOM NOMYyYEHUS1 HECAHKLIMOHMPOBAHHOIO AOCTYNA, YHUHTOXEHUA, PACKPLITUSA, BU-
AOU3MEHEHUSA AAHHbIX U/MNK OTKa3a B 0OCNYy>XKMBaHUM.
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3.1.45 posepwme (trust): YBEpEeHHOCTL B TOM, YTO Ha OMEPALMIO, UCTOYHMK AaHHbIX, CETEBON UMK MpPo-
rPaMMHbINA MPOLIECC MOXKHO MonaratbCs B OTHOLLEHWM UX OXKMAAEMOr0 (hYHKLIMOHUPOBAHUS.

MpumevyaHue 1—B obleM criydae MOXET CHUTATLCS, YTO HEKMIA CyBLEKT «40BEPSiET» BTOPOMY CYOBEKTY, ecnu
fenaeT fonyLieHne, 4To BTOPON cyOrekT ByaeT dhyHKLMOHUPOBaTEL B COOTBETCTBUI C OXMAAHUAMMU NepBoro cybbekTa.

MpumevyaHune 2— 3TO JoBepue MOXET ObITb MPUMEHUMO TOSBKO B OTHOLLUEHUW KaKOW-TO KOHKPETHOMR hyHKLWK.

3.1.46 HepoBepeHHbIN (untrusted): He cooTBeTCTBYIOLLMIA 3aAaHHLIM TPeBGOBaHUAM AOBEPUS.

MpumMmevyaHue — CybbekT MOXeET OblTb MPOCTO OOLABNEH HEJOBEPEHHBIM.

3.1.47 30Ha (zone): COBOKYMHOCTb NOTMYECKUX UK pusnyecknx o6bLEKTOB, COOTBETCTBYIOLLMX 0BLLMM
TpeboeaHusim 6e3onacHoCTy.

MpuMevyaHune — 30Ha UMEET YeTKyto rpaHuLly. MonuTuky GesonacHocTH 30HbI 06LIMHO COCTaBMAOT KOMOUHa-
LMK MexaHu3MoB Ge30nacHoCTH kak Ha neprudepuit 30HbI, Tak U BHYTPU Hee.

3.2 Cokpauwenusa

B HacTosLlemM cTaHaapTe NPUMEHEHb! CNEAYIOLUME COKPALLEHUSA:
AES — ynyuLUeHHbIn CTaHgapT WudpoBaHus;
API — nHTEpdENC NporpaMMUpPOBaHUA NPUNOXKEHWUN;
ASLR — cny4aiiHoe pa3meLleHne cxeM agpecHoro rnpocTpaHCcTBa;
BPCS — ocHoBHasa cuctema ynpasneHusa npoueccamu;
CA — uUeHTp cepTucpukaynu;
CIP — 3awmTa 06LeKTOB XU3HeobecneveHus;
COTS — kommep4ecKku AOCTYMNHbIE NPOAYKTHI;
CRL — nepeyeHb OT3blBa CEPTUIMNKATOB;
DC — koHdUAEHUMANBHOCTL AAHHBIX;
DEP — npenoTepalleHne BbINONMHEHUA AAHHbIX;
DHCP — npoTtokon gnHaMm4ecKkoro KOHUrypupoBaHus XOCTOB;
DMZ — gemunutapu3oBaHHas 30Ha;
DNS — cnyx06a 4OMEHHbIX UMEH;
DoS — otkas B 06cnyxuBaHuu;
EICAR — EBpONencKkuit NUHCTUTYT KOMMNbIOTEPHBLIX AaHTUBUPYCHLIX UCCIIEA0BaHUM;
EMI| — anekTpomMarHuTHbIE NOMEXY;
FAT — 3aBogckue npuemoyHbie UCNbITAHNS;
FIPS — depepanbHbivi ctaHgapt obpabotkn uhdopmaumm (NIST, CLLA);
FR — dyHaameHTanbHoe TpeboBaHue;
FS-PLC — PLC dyHkunoHanbHoi 6e30nacHoCTH;
FTP — npotokon nepegayun ¢annos;
GLONASS — IobanbHas HaBurauuoHHasa cnytHukosas cucrtema (ITMIOHACC);
GPS — cuctema rno6anbHoro no3nUmMoHMPOBaHUS;
HMI — 4yenoBeko-mMaLUMHHLIN UHTEPdENC;
HSE — oxpaHa Tpyaa, TexHuka 6e30nacHOCTH U OXpaHa OKpyXatoLlen cpeasbl;
HTTP — npoToKkon nepeaayu runeprekcra;
HTTPS — HTTP 3aLuLleHHbli;
IAC — ynpasneHune naeHTudurkauuen n ayTeHTudmnkaumen;
IACS — cuctema(bl) MPOMbILLSIEHHOW aBTOMAaTUKN U KOHTPONS,
IAMS — cuctema ynpaBneHUsi KOHTPONbHO-U3MEPUTENBHBIMU 0B bEKTAMMU;
ID — naeHTUdukarop;
IDS — cuctema oB6HapPYXEHUs HECAHKLUMOHUPOBAHHbIX MPOHUKHOBEHWUIA;
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IEC — MexayHapoaHas anekrpotexHuyeckasa kommceuns (M3K);
IEEE — VIHCTUTYT MHXXEHEPOB NO 3MEKTPOTEXHUKE U INEKTPOHUKE;
IETF — nHXXeHepHbI COBET NIHTEPHETA;

IM — cucTema MrHOBEHHOrO 06MeHa cooBLLEeHNAMY;
IP — MHTEpHET-NPOTOKON;

IPS — cuctema npeaoTBpaLleHns HECAHKLIMOHWPOBAHHbIX MPOHUKHOBEHUN;

ISA — MexgayHapoaHasa accouuaumsa asTomatmsauum;

ISO — MexayHapoaHas opraHusauusa no craHgaptusauun (MCO);
IT — nHpopMaLMOHHasa TEXHOMOTHS;
MES — cucrema ynpaBneHus npon3BOACTBEHHbIMU MPOLECCaMu;

NERC — CeBepoamepukaHckasa kopropauusa no o6ecneyeHnto HaaexxHOCTH areKTPOCUCTEM;
NIST — HauuoHanbHbIA MHCTUTYT CTaH4apToB U TexHonorui (CLUA);

NX — 3anpert nCnonHeHus;

OCSP — 0oHNainHoBLIN NPOTOKON cTatyca ceptudukara;

OWASP — oTKpbITbI NpoekT obecneveHus 6€30nacHOCTU BEO-NPUNOXKEHNI;
PDF — dhopmar nepeHoCumMbIX JOKYMEHTOB;
PKI — nHppacTpyKkTypa OTKPbITLIX KITHO4Yen;
PLC — nporpaMmMupyemblil IOrMYECKUN KOHTPONNep;
RA — pabotocnocobHOCTL U 4OCTYNHOCTL PECYPCOB;
RAM — onepatuBHO€E 3anoMUHalOLLEE YCTPOMCTBO;
RDF — orpaHuueHue noToKa gaHHbiX;
RE — paclwmpeHue TpeboBaHuii;
RFC — 3anpoc Ha KOMMEHTapuu;
RJ — craHgapTtHbIi TeneKOMMYHUKALMOHHbIN MHTEPMENC;
RTU — nynbT AUCTAHLMOHHOIO yrnpasneHus;
SAT — nprMemMo-caaTto4Hbie UCMbITaHUS;
SHA — anroputm 6€30nacHOro XeLnpoBaHus;
S| — UEenoCcTHOCTb CUCTEMBI;

SIEM — ynpasneHue nidopmaumen o 6€30nacHOCTu 1 cobbITuaMu 6e30NacHOCTH;
SIF — (pyHKUMA OTKa3a B Cnyvae BO3HMKHOBEHUSA ONAaCHOR CUTyaLnu;
SIL — ypoBeHb LIeNOCTHOCTU 6€30MacHOCTH;

SIS — aBTOMaTM3MpoBaHHas cuctema 6e30nacHoCTu;
SL — ypoBeHb Ge30nacHoOCTH;

SL-A — [OCTUrHYTLIA YpOBEHb HE30NMAaCHOCTH;

SL-C — noTeHumanbHbIil YpoBEHb Be30MacHoOCTY;

SL-T — ueneeot ypoBeHb 6€30MacHOCTH;

SP — cneunansHas nybnukauus;
SR — cucremHoe TpeboBaHue;

SSH — 6esonacHas obonouka;

SuC — paccmaTtpuvBaemas CUcTema;

TCP — npoTOKOA ynpasneHua nepegadei;

TPM — moaysb OBEPUTENLHON MiaTopmMbl;

TRE — cBOEBpEMEHHbBIN OTKAMK HA COObITUS;

UC — KOHTPOSb UCMONb30BaHNS;
USB — yHuBepcanbHas nocnenoBarefibHas LLnHa,
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VoOIP | — P-tenecoHus;
WEP — KOH®uAeHUnanbHOCTL Ha YPOBHE NMPOBOAHbLIX CETEN;
WLAN — 6ecnpoBogHas nokanbHast CeTb.

3.3 DonyuwieHus

Hacroawwmn crangapt pacwmpsaet cemb FR, yctaHoBneHHbix B M3K 62443-1-1, o cepun SR. Kaxxgoe
SR cogepxut ocHoBononaraipilee TpeboBaHue, a Takke MOXET coaepXarb O4HO UNN HECKONbKO pacLumpe-
HUn Tpebosanus (RE) ans yxecroveHusa 6esonacHocTu. o mepe HeOBX0AUMOCTU ANA YnTaTenst 4ONOSHU-
TenbLHO NPUBOAATCA HArMAAHAaA U apryMeHTMPOBAHHAA METOAONOMMYEckas OCHOBA K KaXaoMy OCHOBOMNona-
ralouiemMy TpeBGoBaHUIO U KOMMEHTApuK K NiodbiM NpuBA3aHHbIM K HUM RE. OcHoBononaraioulee tpebosaHue
n pacwupenus RE, npyu ux Hanuyuu, 3atem CTaBAaTCa B COOTBETCTBME OAHOMY M3 YEThIPEX MOTEHUMANbHbIX
ypoBHew 6esonacHoctu SL-C (FR, cuctema ynpaeneHus).

Bce cemb FR umetot onpegeneHHoiit Habop u3 yetbipex SL. MNMpMMEHUTENLHO K CUCTEME YNpaBneHus
COOTBETCTBME YPOBHIO 0 AnA oTAenbHO B3sATOro FR onpeaeneHo HeaBHbiM 06pasoM Kak OTCYTCTBUE Tpe-
GoeaHuin. Hanpumep, nocraHoBka 3agaun gna pasgena 8, FR 4 — KoHduaeHumanbHOCTb AaHHbIX, 3BY4UT
cneaytowmm obpasom:

OBecneunBatb KOHPUAEHUMANBHOCTb MHPOPMALIMM HA KOMMYHUKALMOHHBIX KaHanax u B XpaHunuLax
JaHHbIX ANA NPejoTBpaLLeHUs MX HEaBTOPU30OBAHHOIO PaCKPbITUSA.

CooTBeTcTBYIOLME YeThipe SL onpeaeneHbl Kak:

- SL 1 — npegoTepaLlaTb HeaBTOPM30BAHHOE PacKpbiTMe MHAOpMaLuM NOCPEACTBOM €€ HECAHKLIMOHK-
POBaHHOTO W3BIIEYEHUS UMK Cy4aiHOro o6HapoaoBaHUS;

- SL 2 — npepoTBpallaTb HEaBTOPU3OBAHHOE PACKPbITHE UHMOPMAaLUK CYyObeKTy, aKTUBHO ee WULLY-
LeMy C UCMOfb30BaHUEM NPOCTLIX CPEACTB, NPU HE3HAYUTENbHLIX Pecypcax, NOCPEACTBEHHbLIX HaBbIKaxX U
HW3KOW MOTMBALY;

- SL 3 — npepoTepallatb HEaBTOPUM30BAHHOE PACKPbITUE UHAOPMALMK CYOBEKTY, aKTUBHO €€ nLLyLle-
MY C UCNOMb30BaHWEM U3OLLUPEHHbIX CPEeACTB NPW YMEPEHHbIX Pecypcax, Hanmuum crneuuanbHbiX NO3HaHUI B
IACS 1 yMepEeHHOI MOTUBaLMK;

- SL 4 — npepoTepallatb HeaBTOPUM30OBAHHOE PACKPbITUE UHAOPMALMK CYOBEKTY, aKTUBHO ee uLLyLle-
MYy C UCMONb30BaHWMEM U3OLLPEHHBLIX CPEACTB NP OOLUMPHLIX PECYPCAX, HaNMMYun CneumanbHbIX NO3HaHWi B
IACS 1 BLICOKOW MOTMBALIUK.

Takum oGpa3om, BblaBmkeHue oTaenbHbiX SR u RE 0CHOBaHO Ha cTyneH4aToM MoBbiLLeHUM obLiei Ges-
ONacHOCTU CUCTEMbI YNPaBMEHWA ANna AaHHOTO KOHKpeTHoro FR.

SL-C (cucrema ynpaBneHus), UCTOMNb3yeMblit Ha NPOTSXEHUM BCEro HAaCTOSsILLEro ctaHaapTa, 06o3Hava-
€T Hanuume pecypcoB, HeOBXOAUMBIX ANS COOTBETCTBUA KOHKPETHOMY SL, COOTHOCALLEMYCHA C KOHKPETHbLIM
FR. MonHoe onucaHne BEKTOPHOW KOHUENLUMN SL MOXKHO HaliTH B NPUNOXEHUN A.

4 O6wue orpaHuveHusi 6€30NacCHOCTU CUCTEM ynpaBneHusi

4.1 O630p

B xone osHakomneHus, onpeaeneHusi u peanusaymu SR k cuctemam ynpaeneHus, noapobHo packpbl-
TbiX B pasgenax 5—11 HacTosiwero craHaapra, HeobxoAMMO NpUAEPXKUBATLCS Psiaa orpaHuyeHunii. Bo Bee-
JEHUM HACTOSALLEro CraHJapra NpuBedeHO KOHTEKCTyanbHoe MHOPMaTUBHOE ONMUCaHWe TOro, YTO Npu3BaH
BbIMONMHATL HacTOAWMK cTaHgapT. B gaHHoOM pasgene u nocreaylowmx pasgenax, xapakrepusyowmx FR,
npuBeaeH HOPMaTUBHbLIA MaTepuarn, HeobxoauMbIn AnNA POPMUPOBAHUA PACLLMPEHUI K CYLLECTBYIOLLEN KOp-
nopaTuBHON 6€30MacHOCTH, B AONOMHEHUE K HEYKOCHUTENbHbIM TpeboBaHUsIM LENOCTHOCTU U paboTocnocob-
HOCTU, Heobxoaumbim ansi IACS.

MpumevyaHue — CopepxaHue gaHHoro pasgena byaet BkrtodeHo B MOK 62443-1-1.

4.2 MognepXKa XKN3HEHHO BaXHbIX (DYHKUUN

Kak onpegeneHo B 3.1.22, »M3HEHHO Ba)kHAs (PYHKLUMA — 3TO PYHKLMSA MM BO3MOXHOCTb, Heobxoau-
Mas ana obecnevyeHns OxXpaHbl TPYAa, TEXHUKM 6E30NacHOCTU U OXPaHbl OKPYXKAIOLLEN Cpeabl, a Takke pabo-
TOCMOCOOHOCTH U AOCTYNHOCTY YNPaBnaemMoro 000pyaoBaHust.
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Mepbl 6e30nacHOCTM He JOKHbI OTPULATENBHO CKa3bIBATLCS Ha CYLLIECTBEHHbIX PYHKLMSAX IACS ¢ Bbl-
COKOI paboToCnOoCOBHOCTLIO, 3@ UCKIIOYEHUEM Cly4aeB, ONpPaBAaHHbLIX C TOYKU 3PEHUSA OLIEHKU PUCKOB.

MpumedaHue —Cm. MOK 62443-2-1, B KOTOPOM NpUBEAEHEI TPeGOBaHNUSA K OKYMEHTUPOBaHUIO, OTHOCALLMECS
K OLieHKe puckoB, HeobxofMMol ANs 06oCHOBaHWS cry4aeB, Koraa Mepbl 6e30nacHoOCT MOryT OTPULIATENIbHO CKasbiBaThb-
CS Ha XU3HEHHO BaXHbIX OYHKLMSX.

B xone o3HakomneHus, onpedeneHns u peanusauum SR, onMMCaHHLIX B HACTOALLEM CTanaapte, U pea-
nusauuu mep 6e30MacHOCTU MO BO3MOXHOCTW HE AOMKHBI YTPAYUBATLCH 3aLUMLLEHHOCTb, YNPAaBMeHue, Bo3-
MOXHOCTb OTCNEXMBAHUSA UMK APYTUNE XXUSHEHHO BaXKHbIE PYHKUMK. [Nocne aHanusa puckoB MOXET OKa3aTbCs,
YTO TE WM UHBIE TEXHUYECKUE CpeacTBa 00ycnaenMBaloT OnNpeaeneHHsie Tunol Mep 6e30nacHoCTu, KOTopbie
MOryT BbI3BaTb COOM B HEMPEPBLIBHLIX NPOLECCaX, OA4HAKO Mepbl 6€30MaCHOCTY HE AOMKHbI NPUBOAUTL K yTpa-
T€ 3aLMLLEHHOCTH, CMOCOGHON OTPasUTLCA Ha OXpaHe Tpyaa, TEXHUKE BE30NacHOCTM N OXPaHe OKPY>XKatoLLen
cpeabl (HSE). BoT HekoTopble cneynanbHble OrpaHuyYeHus:

- mepsl ynpaeneHus goctynom (IAC n UC) He fOMmKHbI NPEnATCTBOBATL YNPABIIEHNIO XKUSHEHHO BaXKHbI-
MU PYHKLMSMU, & UMEHHO:

- YYETHbIE 3aM1CK, UCNOMNb3YEMbIE AMNSA XKU3HEHHO BaXKHbIX (PYHKUMIA, HE JOSDKHbLI BNOKMPOBATLCS, B
TOM 4ucne BpeMeHHo (cM. 5.5, SR 1.3 — YnpaBneHue y4yeTHbIMM 3anucamu, 5.6, SR 1.4 — YnpasneHue
naentudpukaropamu, 5.13, SR 1.11 — HeycnewHble NONbITKM BX0AA B cuctemy, n 6.7, SR 2.5 — BriokmpoBka
ceccuin);

- Bepudukaums n dpukcaums 4ENCTBUN ONEPaTopoB ANS YKPernneHns 3atmTbl OT HENPU3HaHUA y4a-
CTUS1 HE AOMKHbI BHOCUTb CYLLECTBEHHbIX 3aaepxek B ObicTpoaeicTaue cucremsl (cM. 6.14, SR 2.12 — 3a-
LUMTA OT HENPU3HAHUA YYaCTHS);

- AN CUCTEM YMpPaBneHusi ¢ BbICOKOM paboTocnocobHOCTLIO 0TKa3s LleHTpa ceprudukauum He aon-
>KEH BbI3blBaTh COOM XKUBHEHHO BaXHbIX OYHKLMIA [cm. 5.10, SR 1.8 — ceptudpukarsl MHpacTpykTypsbl OT-
KpbITbIX Kntouei (PKD];

- MAEHTUUKaUnA 1 ayTeHTUbUKaLms He AOSKHbI NpenAaTcTBOBaTh HMLUMaumm SIF (cm. 5.3, SR 1.1 —
MaeHTudumkauma u ayteHTudukaums nonb3osarens — usmveckoro nuua, u 5.4, SR 1.2 — Upentudpmkauus
N ayTeHTUprKaumnsa nporpaMmMHbIX NPOLECCOB U YCTPOMCTB). TO XXe CamMoe OTHOCUTCA M K KOHTPOJSTIO BbINOJSIHE-
Hus asTopusauyunit (cm. 6.3, SR 2.1 — KOHTPOnNb BLIMNOMIHEHUA aBTOpU3aLUMit);

- 3anucu ayauToB C HEKOPPEKTHbLIMKU BPpEeMEHHbIMU MeTkamm (cMm. 6.10, SR 2.8 — CobbiTus, noase-
xauwme ayauty, n 6.13, SR 2.11 — BpemMeHHble MEeTKK) He AOMMKHbI OTPULATENLHO OTPAXaTbCst HA XKUSHEHHO
BaXKHbIX PYHKLMAX;

- XKU3HEHHO BaXkHbie PyHKUMM |ACS AOMKHBLI COXPAHATLCA, €CAY 3aLLuTa rpaHunL 30H NepexoauT B pe-
SKUM 3aKPbITUA NPW OTKa3e W/unu OCTPOBHOM pexum (CM. 9.4, SR 5.2 — 3awmra rpaHuy, 30H);

- cobbiTne DoOS B ceTu cuctembl ynpasneHus unu B SIS He JOMMKHO NPenaTcTBOBaTL cpabaTbiBaHUIO
SIF (cm. 11.3, SR 7.1 — 3awuTa OT 0TKa30B B 06CNy>KUBaHUM).

4.3 KomneHcaunOHHbIE KOHTPMEPbI

KomneHcaunoHHbIE KOHTPMEDPSI, PACKPbITbIE B HACTOSILLIEM CTaHAApTe, AOMMKHbI ObITb NPUBA3AHLI K ANU-
pekTuBam, npusegeHHbiM B MOK 62443-3-2.

B Hacrosiliem ctaHgapTe B nopsiike HOpMaTMBOB SR roBOpUTCS, YTO «CUCTEMA YNPABMNEHUS AOIMKHA
obecneunBaTb BO3MOXHOCTb...» NOAJAEPKAHUS TOTO UNK MHOTO TpeboBaHnAa GesonacHocTU. Cuctema ynpas-
neHus fomkHa o6ecneunBaTb BOIMOXHOCTb, HO OHA MOXET Peanu3oBbIBATLCA C MNOMOLLBIO BHELUHEro KOM-
noHeHta. B 3Tom cnyyae cuctema ynpaerneHus AOmkHa o0pasoBbIBaTb «UHTEPAIENCH K 3TOMY BHELUHEMY
KOMMNOHEHTY. HekoTopbie npuMepbl KOMNEHCALUMOHHBLIX KOHTPMED BKIIOYAIOT B ce6a uaeHTudmkaumio nons-
3oBarenen (B TOM YMCne LEHTPAnM30BaHHYIO B MPOTUBOMNOIOXHOCTL pacnpeaesieHHON), NOBLILLIEHNE Haaex-
HOCTM napofieli, NPOBePKY 4OCTOBEPHOCTU NOANUCEN, BbISIBIEHUE KOPPENAUMIA COOLITHII 6830NacHOCTMN U Cnu-
caHue yCTpoiCTB (COXPaHHOCTb uHdopmaLun).

MpumevaHue 1— TpeGoaHus 6e30NacHOCTU CUCTEM YNpaBrieHus:, A€TaNbHO PACKPLITLIE B HACTOALLEM CTaH-
AapTe, KacarTCA BCEX TEXHUUECKNUX PYHKLMIA, UMEIOLUX OTHOLLEHUE K CUCTEME YNPAaBNEHUR, BKIIOYAs €8 UHCTPYMEHTHI 1
npunoxenus. OAHaKo, Kak 0TMEYaeTCA 3[eCb, HEKOTOPbIe U3 3TUX hYHKLMIA MOTYT YyNPaBRsaTLCS NOCPEACTBOM BHELUHEro
pecypca.

MpumevaHune 2 — B HEKOTOPLIX NPUNOKEHUAX C BBICOKO paboTocnocoBHOCTLIO U JOCTYNHOCTLIO pecypcos
[BoIcOKMM SL-T (RA, cuctema ynpasneHus)] notpebyrorca KOMNEHCaLMOHHbIE KOHTPMEPD!, BHELLHNE NO OTHOLUEHWIO K C1-

CTeMe ynpasneHus (Hanpumep, AONOSHUTENbHBLIE Mepbl (PU3NUECKO 6E30MACHOCTI UMM YXKECTOUEHHBIE NPOBEPKY Gro-
rpaduuecknx faHHbIX nepcoHasia). B aTux cryyasx MOXHO BCTPETUTL CUCTEMY YMPaBNeHns ¢ SL, kak npasuno, CooTBET-
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CTBYIOLLIMM BbICOKON paboTocnocoBHOCTM U JOCTYNHOCTU pecypcoB, npu Gonee Huakux SL IAC — 1 unu 2, B 3aBUCUMOCTU
OT KOMMNeHCaLMOoHHBIX KOHTPMep. [Ins cucTeMbl ynpasnenns ¢ SL, coOTBETCTBYHOLLIMM OYeHb BbICOKOW paboTocnocobHo-
CTW W AOCTYMHOCTU, BEPOSATHOCTb BNOKMPOBKU UK yTpaThl yNpaBneHua us-3a Mep 6e3onacHoOCTU BO3pacTaeT, a He Ha-
o6opoT. Takum obpa3om, Buicokre SL He Beerga «yylle», faxe €Cni pacxofbl He SBMSIOTCA CyleCTBeHHbIM (haKToOpoM.

4.4 MusHumanbHaa npuBunerus

HomkHa ObiTb NpPegycMoTpeHa BO3MOXHOCTb YKPEMNMEeHUss KOHUENUMU MUHUMANbHON MPUBMUIErNK, C
paHXMpoBaHWEM MOMHOMOYMUI U TMOKOCTBIO COOTHECEHUS STUX MOSIHOMOYUI C PONsIMU, JOCTATOMHOW ANns ee
noagepXaHus.

5 FR 1 — YnpaBneHnune ngeHtucpmukaumen un ayteHtudmkaumen

5.1 HasnayeHue u onucaHua SL-C(IAC)

MaeHTuduumupoBaTe 1 ayTEHTUULMPOBATL BCEX MNonb3oBaTeneil (Moaeii, NporpaMmHbIE NPOLECCHI 1
YCTPOICTBA) Nnepes npeaocTaBneHneM UM AOCTyna K CUCTEME YrpaBneHus:

- SL 1 — naeHTudnLupoBaTe M ayTeHTUDULMPOBATL BCEX NOSIb30BATENEN (MIOAEN, NPOrPamMmMHbIE NPo-
LiecChl U YCTPOICTBA) MOCPEACTBOM MEXAHU3MOB, KOTOPbIE NMPENATCTBYIOT OCYLLECTBNEHUIO CIyYanHOTo Unu
HenpeayMbILLNEHHOro A0CTYNa HeayTeHTUULMpoBaHHbIMU CybbekTamu;

- SL 2 — upeHTndnumupoBaTh M ayTeHTMULMPOBaTL BCEX NONb3oBaTenel (nioaei, NperpaMmmHbie Npo-
LiecChbl U YCTPOWCTBA) NOCPEACTBOM MEXaHU3MOB, KOTOPbIE MPENSATCTBYIOT OCYLLECTBNEHUIO YMbILLIEHHOIO
HeayTeHTUMULMPOBAHHOIO AOCTYNA CyGbEKTaMu C NCNONb30BAHWEM NPOCTLIX CPEACTB, MPU HE3HAUYUTENBHbIX
pecypcax, MocpeACTBEHHbIX HABbIKAX M HU3KOW MOTUBALUMK;

- SL 3 — upenTudmuupoBaThb M ayTeHTM(hULMPOBATL BCEX NONb30oBaTENEN (NMIOAEH, NPOrPaMMHbLIE NPO-
LiecCbl U YCTPOWCTBA) NOCPEACTBOM MEXAHU3MOB, KOTOPbLIE MPENSTCTBYIOT OCYLLECTBNEHUIO YMbILLUNEHHOIO
HeayTeHTUMULIMPOBAHHOTO AOCTYNa CyGbeKkTaMmn ¢ UCNOMb30BAHNEM U3OLLPEHHBIX CPEACTB, NPU YMEPEHHbIX
pecypcax, Hanmuuu cneuuanbHbiX No3HaHui B IACS 1 ymepeHHO” MoTusauuu;

- SL 4 — naeHTUdUUMPOBATL U ayTeHTU(PULMPOBATL BCEX NONb30BaTenen (noaen, NporpaMMHbIe Npo-
LecChl U YyCTPOWCTBA) NOCPEACTBOM MEXAHM3MOB, KOTOPbIE MPENSATCTBYIOT OCYLLECTBNEHUIO YMbILLNEHHOIO
HeayTeHTUULMPOBAHHOTO AOCTyNna CyObeKkTaMu ¢ UCMONb30BAHMEM W3OLLPEHHbBIX CPEACTB, NPU OOLUMPHBIX
pecypcax, Hanu4uu cneymnanbHbiX No3HaHui B IACS 1 BbICOKOW MOTUBALIMN.

5.2 Llenecoo6pa3sHocTb

COOCTBEHHMKM UMYLLECTBEHHbLIX 0OLEKTOB A0mKkHbI OyayT paspabarbiBaTb fepeyYeHb BCEX MONb30-
Batenen (Noaen, NPOrpaMMHbIX NMPOLIECCOB M YCTPOWCTB) U ONPeaensaTb ANA KaXA0ro KOMMOHEHTa CUCTEM
ynpaeneHust Tpebyemblii ypoBeHb 3ailuuThl nocpeactsom IAC. ®yHkuua IAC — 3awmra cucteMsl ynpasne-
HKUSA NOCPEACTBOM BepudbmKaLuum MAEHTUYHOCTM Moboro nonb3osBarTens, 3anpalunMBaioLero A0CTyn K cucreme
yNpaBneHus 0 UHULMALMKM KOMMYHMKaUUK. PekoMeHaaumMm n AMpexTuBbl AOSDKHbIE MO BO3MOXHOCTHM 3artpa-
MMBaTbh MEXaHU3Mbl, KOTOpbie ByayT hYHKLMOHUPOBATb B CMELLAHHbLIX pexumax. Hanpumep, oiH1 KOMNOHEH-
Thl CUCTEMbI YNpaBneHust Tpedytot ycuneHHoro IAC, Hanpumep YCUNEHHbIX MEXaHU3MOB ayTeHTUdMKaLum, a
Apyrue — Her.

5.3 SR 1.1 — Uaentudukaumua u ayteHtudpukauus nosib3oparens — (pusnvyeckoro nuua

5.3.1 Tpe6oBaHue

Cucrema ynpaeneHus AorpkHa obecrneumBaTb BO3MOXKHOCTb UAEHTU(MKaLMKu n ayTeHTuduKaLuy Beex
nonb3oBarenei — pu3nyeckux nu. 31a BO3MOXKHOCTb A0MDKHA HABA3bIBATL TaKylo uaeHTudukaumio n ay-
TeHTudukaumio Ha Bcex uHTepdeiicax, koTopble obecneunsaioT AOCTYN MIOAEN-NONbL30BaTENek K cucTeme
ynpasneHus, ¢ nogaepxaHuem pamkupoBaHusi 0083aHHOCTEN U MUHUMAaNbLHOW NPUBUIIETNMN B COOTBETCTBUA C
NPUMEHUMbIMU NONUTUKAMU U pernaMeHTamMu B©e3onacHoOCTH.

5.3.2 Llenecoo6pa3sHoCcTb U AONOSNHUTENbHAA METOAONOTMYECKas OCHOBA

Bce nonb3oBareny — usmyeckme nuua AOMmkHb! NPOXOAUTL UASHTUAUKALIMIO U ayTeHTUdMKaLUIO ANA
ocyLecTBneHus nioboro AocTyna K cucteme ynpasneHus. AyTeHTudmKaumsa MaAeHTUYHOCTN 3TUX NOMnb30Ba-
Ternei AOmKHA NO BO3MOXHOCTU OCYLLECTBNATLCA NOCPEACTBOM TaKuX METOAOB, KaK naponu, TOKeHbl, 6uo-
METPUYECKUE MPU3HAKK, UNU, B Criydae MHOroakTopHOW ayTeHTUdMKaLmm, TON U UHOW MX KOMOUHALMK.
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leorpadnyeckoe MeCTOHaxXOXAeHWe Nnonb3oBarenein — PUINYEcKUX NUL Takke MOXET WUCTOoNb30BaTLCA B
pamkax npouecca ayTeHTucmkauum. 310 TpeboBaHne OMKHO ObiTb MO BO3MOXHOCTU MPUMEHMMO U K JTOKarb-
HOMY, U K YAAneHHOMY AOCTYny K cucteme ynpasnenus. [Nomumo naeHTndukaumm u ayteHTudukaumm scex
nonb3oBarenein — U3NYECKMX L Ha YPOBHE CUCTEMbI YNPaBNEHUs (Hanpumep, Npu perucTpauumn Ha Bxoae
B CUCTEMY), MEXaHU3Mbl MAEHTUMDMKALMK U ayTEHTUDUKALMU YACTO NPUMEHSAIOTCA HA YPOBHE NPUITOXKEHUS.

Tam, roe nonb3oBaTenu — pusnyeckue nuua AencrByIOT Kak €4uHan rpynna (Hanpumep, oneparopsbl
nynsTa ynpaerieHus), naeHTudmkaumsa u ayreHTudukaums nonb3oBaTtenei Moxer ObiTb NPOBEAEHa Ha OC-
HOoBe ponen unu rpynn. NMPUMEHUTENBHO K HEKOTOPLIM CUCTEMAM YMNPAaBIIEHUA KPUTUYECKU BaXKHA BO3IMOXK-
HOCTb GecnpensaTCTBEHHOrO0 B3aMMOAEHCTBUA Mexay onepartopamu. XKN3HEHHO BaXkHO, 4ToObl TpeboBaHus
UAEHTUDUKALMN UM ayTEeHTUUKALIMN He 3aTPYAHSNU NOKaNbHbIX A€ACTBUI B YPE3BbIYAWHLIX CUTYaLMAX,
a TaKKe He BHOCUIM OFPAHUYEHUI B XXM3HEHHO BaXkHble (hyHKLMU CUCTEMBI ynipasneHus (CM. pasgen 4 ana
nonyyexus 6Gonee NonHbIX ceeaeHuit). [loctyn K 3TUM cuctemamM MOXET ObiTb cAePXaH COOTBETCTBYIOLLMMIA
mexaHuamamu pusndeckon 6esonacHoctn (cm. M3OK 62443-2-1). Mpumepom Takon CUTYaLUU CIIY>KUT NynbT
YNpaBneHUsi B KPUTUHECKUX PEXUMAX, e AEUCTBYIOT CTPOTUI KOHTPOSb U MOHUTOPUHT (PM3NYECKOro 0CTYNA
“, B COOTBETCTBUM C NriaHamu paboTbl Ha pabouyto CMEHyY, OTBETCTBEHHOCTb pacnpeaenserca Mexay Tou u
MHON rpynnoi nonb3osarenen. 3Tu NoNb3oBaTenu 3aTem MOryT UCnonNb3oBaTh NEPCoHaNnMu OQHOrO 1 TOTO XXe
none3osartens. Kpome Toro, no BO3MOMKHOCTU AOIDKHbLI NPOXOAUTL ayTEHTUMPUKALMIO KITMEHTHI BbIJENEHHbIX
paGouunx ctaHuui onepatopoB (cM. 5.4, SR 1.2 — VaeHTudmkauma n ayteHTudukayma nporpaMMHbiX Npo-
LieCCOB U YCTPONCTB), NN UCNONb30BaHME STOW pasaeneHHON y4ETHON 3anucu AOMKHO ObiTb N0 BO3MOXXHOCTH
OrpaHMYEHO Cpeaoit NynbTa ynpasneHuns.

Onsa nogaepxanuna nonutuk IAC, kak onpeaeneHo B MOK 62443-2-1, cucrema ynpasrieHusi B Ka4ecTee
nepsoro atana sepudnUUPyET UAEHTUYHOCTb BCEX Monb3oBareneit — cusmdeckux nuy. Ha sropom srane
BBOASITCS B AEWCTBUE NOMHOMO4MS, 3aKPENSEeHHbIE 32 MAEHTU(PULUPOBAHHBIM fioNb3oBaTenem — dusuye-
CKUM nuuom (cMm. 6.3, SR 2.1 — ObGsa3arenbHas aBTopu3aLusi).

5.3.3 PacwuupeHnna tpebosaHui

5.3.3.1 SR 1.1 RE1 — YHukansHas naeHtudukauus u ayteHtudukaums

Cuctema ynpasneHusi 4omkHa obecneunBarb BO3MOXHOCTb YHUKANbHON MASHTUMKALMKU 1 ayTEHTK-
durKaunm BcexX nonb3oparenein — puandYeCckux nuLl.

5.3.3.2 SR 1.1 RE2 — MHorochakTopHas ayTeHTudukauus ans HegoBepeHHbIX CETEN

Cucrema ynpasneHusi gomkHa obecneynBarb BO3MOXHOCTb NPUMEHEHUs1 MHOTODakTOPHON ayTeHTU-
cdomkauum Ansi OCyLIEeCTBIEHUA JOCTYyMa Nonb3oBarenein — U3NYeCKuxX NuL, K CUCTEME YNPaBreHns yepes
HeaoBepeHHyto ceTb (cM. 5.15, SR 1.13 — [locTyn Yepes He0BEPEHHbBIE CETH).

MpumMmedaHne —Cm. 5.7.3.5.7.3.1, SR 1.5 — YnpaBneHnue ayteHTndumkatopamu, RE5.7.3.1 oTHocutensHo pac-
LUMPEHHOro yNpaBneHnsa ayTeHTudukaTopamu Ana NporpaMMHbIX NPOLEeccoB.

5.3.3.3 SR 1.1 RE3 — MHorodaktopHas ayTeHTUUKaLMA 458 BCEX CETEN

Cucrema ynpasneHus 40mkHa 06ecne4nBaTb BOSMOXHOCTb NMPUMEHEHUST MHOTOhaKTOPHON ayTeHTudu-
Kauum ans OCyLLEeCTBNEHUs JOCTYNA BCEX NONb30oBaTenen — pusnyeckux nuu K cucteme ynpasneHus.

5.3.4 YpoBHu 6e30nMacHOCTH

Hwxe npuseaeHbl TpeboBaHUA K YeTbipeM YpoBHAM SL, oTHocAwmMea kK SR 1.1 — NaenTudpukaums u
ayTeHTUuKauus niogen-nonb3osarenen:

- SL-C (IAC, cucrema ynpasnenus) 1: SR 1.1;
SL-C (IAC, cuctema ynpasnenus) 2: SR 1.1 (1);
- SL-C (IAC, cucrema ynpaenenus) 3: SR 1.1 (1) (2);
- SL-C (IAC, cucrema ynpaenenus) 4: SR 1.1 (1) (2) (3).

5.4 SR 1.2 — penTndukauus m ayreHTUDUKaALMA NPOrpaMMHbIX NPOLECCOB U YCTPONUCTB

5.4.1 Tpe6oBaHue

Cuctema ynpasrieHus AormkHa obecneunsaTe BOSMOXHOCTb MAGHTUMUKALMN N ayTEeHTUdMKaLMK BCEX
nporpaMMHbIX NPOLIECCOB U YCTPOWCTB. 3Ta BOSMOXXHOCTb JOSDKHA Hanarartb Takyto MAeHTUMUKALMIO U ayTeH-
TUdhMKaLUMIO Ha BCeX uHTepdencax, koTopbie 06ecnevnBaroT 4OCTyN K CUCTEME YNPaBeHNUs C NOAAEPKAHNEM
MUHUMATbHOW NPUBUIETNN B COOTBETCTBUU C MPUMEHUMbIMUW MONUTUKAMM U pernameHTammu 6e30nacHoCTU.

5.4.2 Llenecoobpa3HOCTb U AONOMHUTESNIbHAA METOAONOIMYeCcKaa OCHOBa

dyHKuMA uaeHTudmkayum n ayteHtudukauuun — npucsoeHune |ID Hen3BecTHOMY nNporpaMMHOMY Mpo-
Lieccy Unu ycTpoWCTBY (Aarnee B 3TOM MNOAMYHKTE YMOMUHAIOTCA kak CyObLEKT) Ans ero BbisIBMEHUs nepeq
CaHKUMOHUPOBaHuEM moboro obMeHa aaHHbIMU. Ecnv AOonyCTUTL OTNPAaBKY M NONyYEHUE HENOAKOHTPOSb-
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HbiMU CyObeKkTamu gaHHbIX, OTHOCSALLMXCSt K CUCTEMAaM ynpaBrieHUs, TO MOXHO CrPOBOLMPOBATL HELUTATHOE
nosefieHne NErnTUMHON CUCTEMBI YNPaBnNEeHns.

Bce cyGbekTh! A0MKHbI ObITb UAEHTU(DULMPOBAHBI M ayTEHTUMLMPOBAHLI NPY nonyvesnn moboro ao-
cTyna K cucreme ynpasneHus. AyTeHTudmkauma MAEHTUYHOCTU Takux CyObLEeKTOB A0SDKHA N0 BO3MOXHOCTH
OCYLLECTBAATLCA C UCNONBL30OBAHUEM TaKUX METOAOB, KaK Napornu, TOKeHbl UMM MEeCToHaxoXgeHue (puanue-
ckoe unu norudeckoe). 3To TpeboBaHUe A0MKHO ObITb MO BO3MOXHOCTM NPUMEHUMO U K NOKanbHOMY, U K
yaaneHHoMy AOCTyny K cucteme ynpasneHus. OgHaKko B HEKOTOPbIX CLIEHapUsiX, KOr4a OAUHOYHbIE CyObeKTbl
MCNONb3YIOTCA B NOAKSMIOYEHUM K PA3NIUYHBIM KOHEUYHbIM cCUCTEeMaM (Hanpumep, K yaaneHHoNn nojaepxke no-
CTaBLUMKOB), MOXET OblTb TEXHUYECKU HEBO3MOXHO NPUCBOUTL OAHOMY CyObLEKTY Bonee oaHON nepcoHanuu.
B aTux crniyyasx AomkHb NPUMEHATLECSA KOMNEHCaLUOHHbIE KOHTPMEpbI.

MexaHusmb! ugeHTudukaLmm u ayteHTudmkaumm Bcex cybbekToB Heobxoaumbl assi obecneveHus 3a-
WMTBI OT aTak, TakUX Kak «4efloBEK nocepesuHe» unmu cnyduHr cooduwieHnii. B HEKOTOpbIX Cryyasx aTu mexa-
HU3Mbl MOTYT 3aTparusaTb 60onee oaHOro NPorpaMMHOro npouecca, OYyHKLUMOHUPYIOLIETo HA OQHOM M TOM Xe
dusnuyeckom cepeepe, NpuueM Kaxabl NPOLECC MMEET CBOIO COOCTBEHHYIO MAEHTMYHOCTL. B apyrux cnyyasx
MAEHTUYHOCTb MOXET ObITb NpMBA3aHa K M3n4eckoMy YCTPOWCTBY, HanpUMep Koraa Bce NpoLecchl hyHKLU-
OHMPYIOT HA HEKOTOPOM KOHKpeTHOM PLC.

Cneayet yaenaTtb 0c060e BHUMaHWE naeHTudpukauum u ayreHTudukaumm nopTatuBHbIX U MNOABUKHBIX
YCTPOWCTB. YCTPONCTBA 3TOr0 TUNa ABNSAIOT COGO M3BECTHbLIN CMOCO0 BHECEHUSI HEXEnaTenbHOro CeTeBoro
Tpadhmka, BPe4OHOCHOrO NPOrpaMMHOro oGecneverns u/unu packpbirus MHOPMALIMK, OTHOCSALLENCA K CU-
CcTeMam ynpasneHus, BKNoYas U30fMpoBaHHbIe B 00bIYHLIX CIlyYasX CeTH.

Tawm, rae cyObekTbl 4EWCTBYIOT Kak eAuHas rpynna, uaeHtudukaumsa n ayteHtudukauums MoryT ObiTb Ha
OCHOBE pornei, rpynn unmM cyGbeKkToB, NPU 3TOM XM3HEHHO BAXKHO, YTOOLI TpeboBaHUA nAEHTUMdUKALUN UK
ayTeHTUMKUKALMKN HE OrpaHUYMBany NOKanbHbIE AENCTBUA B YPE3BbIYANHbBIX CUTYALMAX, @ TAKKE HNIHEHHO
Ba)kHble (PYHKUMKM CUCTEeM ynpasneHus (Cm. pasgen 4 ans nonyyeHus bonee nonHbix ceeageHun). Hanpumep,
B pamMkax obLMX CXEM 3aLMThbl M YNpaBneHns yCcTpoNCTBa M3 HEKOM rPymibl COBMECTHO UCTONHSIOT (DYHKLMK
3aLUUTLI M OCYLLECTBASAIOT KOMMYHUKALMIO MHOTOaAPECHBIMU COOOLLIEHUSIMY Mexy YCTPOICTBaMM B COCTaBe
rpynnel. B aTux cnyyasx o6bI4HO UCNOMb3YyeTCs rpynnoBasi ayTeHTUMUKaLMs Ha OCHOBE pa3sAeneHHbIX y4eT-
HbIX 3anncei nu pasaeneHHbIX CUMMETPUYHbIX KITIOYE.

[Ona Toro 4tobbl NnogaepXuBaTb NOMUTUKU ynpaBneHna naeHtTudukaumen n ayreHtudukaumen, Kak
onpeaeneHo B cooteeTcTBuN ¢ MOK 62443-2-1, cuctema ynpasneHus B Ka4eCTBe NepBoro arana sepuduiu-
pyeT MAEHTUYHOCTbL BCex CyObekToB. Ha BTOpOM aTtane ¢ CybbekToM acCoUMnpYIOTCSl NOMHOMOYUS, BMEHEH-
Hble naeHTuuympoBaHHoMy cybbvekTy (cMm. 6.3, SR 2.1 — ObsasaTtencHas asTopmsauus).

5.4.3 Pacuupenusa tpebosaHumn

5.4.3.1 SR 1.2 RE1 — YHukanbHaa ugeHtudumkauusa u ayteHTudukaums

Cuctema ynpaeneHus omkHa obecneunsarb BO3MOXXHOCTb YHUKANbHOW MAEHTU(UKALUKU U ayTEeHTU-
huKaumm BCeEX NPOrpaMmMHbIX NPOLECCOB U YCTPOWUCTB.

5.4.3.2 MNycro

5.4.4 YpoBHM 6e30nacHOCTU

[anee npuBeaeHbl TpeboBaHusa Ana ypoBHen SL, oTHocAwmXCA K SR 1.2 — MaeHTudukauma n ayteH-
Tudmnkaumsa nporpaMmHbIX NPoLECCoOB U YCTPOWCTB:

- SL-C (IAC, cucrema ynpasneHus) 1: He onpeaeneHsl;

SL-C (IAC, cucrema ynpasnenus) 2: SR 1.2;
SL-C (IAC, cucrema ynpasnenus) 3: SR 1.2 (1);
SL-C (IAC, cuctema ynpasrnenus) 4: SR 1.2 (1).

5.5 SR 1.3 — YnpaBneHue yuyeTHbIMM 3aNuUcAMU

5.5.1 Tpe6oBanue

Ccucrema ynpaereHusl JOrpkHa obecneunBars BO3MOXHOCTb YNPaBNeHUs BCEMU YYETHbIMU 3anucamm
aBTOPU30BaAHHbLIX NOMb30BaTENen, BKMo4asa A00aBNeHue, akTUBALMIO, U3MEHEHNe, eaKTUBALIMIO U yaneHue
YUYETHBIX 3anUCen.

5.5.2 LienecooOpa3HoCTb ¥ AONOSNIHUTENbHAA METOAONOrMYecKaa OCHOBa

YnpaBneHne yyeTHbIM1 3anucsiMm MOXKET BKIIOUaTh B CE0A rpynnupoBKY YUYETHbIX 3anucel (Hanpumep,
MHOMBUAYaANbHYIO, HA OCHOBE POSfieW, YCTPOWUCTB M B NPUBA3KE K CUCTEMaM ynpasreHus), yupexxaeHue yc-
TOBUIA ANA YNEHCTBA B rpynnax v NPUCBOEHUE COOTBETCTBYIOLLMX aBTOpU3auui. B onpeaeneHHbix cnyyasx,
Korga uHaveuayanbHble y4eTHbIE 3anucu NnpuMeHuTesnbHo k IACS onpeieneHbl Kak HEHY)XKHbIE B acnekTe aHa-
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nm3a pucKOB N/Mnu pernameHTHOro perynupoBaHus, AoNyCTUMbI pa3fgeneHHble YHETHbIE 3anMcyu Npyu yCroBuu,
YTO JOKYMEHTUPOBAHbI U AENCTBEHHbI aAEKBaTHbIE KOMMEHCALUOHHLIE KOHTPMEpPLI (HanpuMep, orpaHu4eH-
HbIA PU3NYECKUn AOCTYN UNN OPraHU3aLUnoOHHbIe Mepbl ANsi NOATBEPXKAEHUS).

Ansa y4eTHbIX 3aNncen, He OTHOCALLMXCA K MONb3oBaTensM — Pu3n4eckum nuuam, uHoraa obosHavae-
MbIX KaK YYETHbIE 3anucu CepBUCOB U MPUMEHSAEMbIX ANSi NPOrpaMMHOA KOMMYHUKaLMK NPOLECC — NpoLece
(Hanpumep, mexay cepsepoM ynpasneHus U cepsepoM-apxusaTtopoMm u mexay PLC u cepsepom ynpasne-
HUs1), 0BBbIYHO HEOBXoAUMBI MOMUTUKKA U pernameHTbl 6830NacHOCTH, OTMMYHBIE OT TAKOBLIX AN YYETHbIX 3a-
nucein none3osarenen — usnueckux nuu. Ans nossliweHus 6e30nacHOCTM ynpasneHue y4eTHbIMU 3anucsmu
crefyeT OCyLLEeCTBIATE B COOTBETCTBUU C YHUPULMPOBAHHLIMU MONUTUKAMU U NPUMEHSATL FOKaNbLHO K COOT-
BETCTBYIOLLMM KOMMOHEHTAM CUCTEMbI YNPaBneHus. Ecnu y4eTHele 3anucu, yCTaHOBIEHHBIE N0 YMOMYAHMUIO,
ObINY UCNOSIE30BAHBI NPU NEPBOW MHCTANMALMKU CUCTEMBI U BOMbLUE HE UCNOMb3YIOTCS, TO TAKUE yYeTHbIE 3a-
MUCU AOIMKHbI N0 BO3MOXHOCTM ObiTh yaansembiMu. MoBbieHne 6€30NacHOCTU 3aKno4aeTcs B YNPOLLEHNUM Y
nocneaoBaTensHOM NPUMEHEHWN YPAaBNeHUS YYETHBIMU 3anuCAMM.

5.5.3 PacwupeHuna Tpe6oBaHui

5.5.3.1 SR 1.3 RE1 — YHuduumMpoBaHHOE ynpaBneHne y4eTHbIMU 3anucsimu

Cucrema ynpasneHus gomkHa o6ecnevmBarb BO3MOXHOCTb YHUPULMPOBAHHOIO YNPABAEHUS YYETHbI-
MU 3anncsmMu.

5.5.3.2 MNycto0

5.5.4 YposHU Be3onacHOCTH

Hanee npusegeHbl TpeboBaHus ana ypoeHen SL, oTHocAwmxca k SR 1.3 — YnpasneHue yyeTHbIMU
3anncamu:

- SL-C (IAC, cucrema ynpasrneHnus) 1: SR 1.3;

- SL-C (IAC, cucrema ynpasrnenus) 2: SR 1.3;

- SL-C (IAC, cucrema ynpasrnenus) 3: SR 1.3 (1);

- SL-C (IAC, cucrema ynpasneHus) 4: SR 1.3 (1).

5.6 SR 1.4 — YnpaeneHue naeHtTudukaropammn

5.6.1 Tpe6boBaHue

CucrtemMa ynpaeneHust AorkHa obecneunBaTb BO3MOXHOCTb yNpaBneHus uaeHtudukaropamm nocpea-
CTBOM UHTepdenca nons3oBartenen, rpynn, ponen Unn CUCTeM yrnpasneHus.

5.6.2 Llenecoo6pa3HoCTb U AONONHUTENbHAA METOAONOIMYeCcKas OCHOBa

MpeHTudukaTopsi cnegyet oTnuyarh OT NPpUBUIETUI, IEACTBUE KOTOPbIX OHU CAHKLIMOHUPYIOT Ans CyOb-
eKTa B npeaenax ynpasnsitoLiero JoMeHa Unu 30Hbl KOHKPETHOW cuctembl ynpaeneHusi (cMm. 6.3, SR 2.1 —
O6sisaTtensHas asTopusauusi). Tam, rae nonb3oBartenu — uanyeckue nuua ASHCTBYIOT Kak equHas rpynna
(Hanpumep, onepaTopbl NynbTa ynpaBneHnus), nASHTUMUKaLMA NonL30Barenein MoXeT ObITb HA OCHOBE PONne,
rpynn unu ycTporcrs. NMprMeHMTENbLHO K HEKOTOPbIM CUCTEMAaM YNPABAEHUS KPUTUYECKU BAXKHA BO3MOXHOCTb
GecnpenaTCTBEHHOIO B3auMoAEeNCTBUS Mexay onepatopamu. TpeboBaHus uaeHTUUKaLmuy He JOMKHbI Orpa-
HWYMBATL NOKAanbHble AEACTBUS B YpE3BbIMANHbLIX CUTYaLUsIX MPUMEHUTENBLHO K CUCTEMe ynpasrneHus. [lo-
CTYN K 3TUM CUCTEMAM MOXET ObITb CAEPKaH COOTBETCTBYIOLLIMMU KOMMNEHCALMOHHLIMU KOHTPMepamu. MaeH-
TUpukaTopbl MOryT TPebOBaTLCA HA y4aCTKax CUCTEMbI YNpPaBNEHUA, HO He 005A3aTeNbHO BO BCEW CUCTEME
ynpaeneHus. Hanpumep, 6ecnpoBoaHbie YCTPOMCTBA O00LIMHO TPEOyioT uaeHTUunKaTopos, B TO BPEMs Kak
NPOBOAHbIE YCTPOICTBA MOTYT UX U HE TpeBoBaTb.

Ynpasnexnue naeHtudmkatopamu Oyaer onpeaeneHo nokanbHbIMU NONUTUKAMU U pernameHTamu, yd-
pexaeHHbIMK B cooTBeTCcTBMM ¢ MIOK 62443-2-1.

5.6.3 Pacwupenuna TpeboBaHum

OTCYTCTBYIOT.

5.6.4 YpoBHu 6e30nacHOCTH

Hanee npusegeHsl TpeboBaHua ANns ypoHen SL, oTHocawmxces k SR 1.4 — YnpasneHue ugeHtuduxa-
TOpamu:

- SL-C (IAC, cucrema ynpaenenus) 1: SR 1.4;

- SL-C (IAC, cucrema ynpasnenus) 2: SR 1.4;

- SL-C (IAC, cucrema ynpasnenus) 3;: SR 1.4;

- SL-C (IAC, cucrtema ynpaenenus) 4: SR 1.4.

13



FOCT P M3K 62443-3-3—2016

5.7 SR 1.5 — YnpasneHue ayteHTuduKaropamu

5.7.1 Tpe6oBaHue

Cucrema ynpasneHus gomkHa obecnevmsarb BO3MOXHOCTD!

a) MHULManm3auum cogepXaHus ayTeHTudnKaTopa;

b) M3MeHeHuA BCEX ayTEeHTMMUKATOPOB, 3aAaHHbIX MO YMOSMMaHUIO, NOCME MHCTannsauMn CUCTEMbI
yrpasneHus;

C) U3MeHeHUsi/0BHOBNEHNA BCEX ayTEHTUUKATOPOB; U

d) sawuThi BCEX ayTeHTUMKATOPOB OT HEABTOPU3OBAHHOTO PACKPBITUS U UBMEHEHUS B XO[e UX BBOAA
U nepepaqun.

5.7.2 LienecooGpa3sHOCTb U AONONTHUTENbHAA METO[ONOrMYeckas OCHOBa

Hapsaay ¢ upentudukatopom (cM. 5.6, SR 1.4 — YnpasneHue uaeHTudumkatopamm) ayreHtuduxarop
HeoOXxoaMM ANst NOATBEPKOEHWUA UAEHTUYHOCTU. AYTEHTUMKUKATOPLI CUCTEM YNPAaBNEHUst BKIHOYAKOT B cebs,
HO HE OrPaHUYMBAIOTCA 3TUM, TOKEHbI, CAMMETPUYHbIE KIHO4YK, CEKPETHbIE KMOYK (YaCTb Napbl M3 OTKPbLITOrO/
CEKPETHOTO KIoya), BuoMeTpuyeckme NnpusHaku, Nnaponu, husuyeckne Kmioumn n KapTodku ¢ Kntovom. Monb3o-
BaTenm — n3ndeckme nuua JOMmkKHbI N0 BO3MOXHOCTU NPUHUMATL pasyMHbIE Mepbl Ans obecneyeHus 6e3-
OMacHOCTW ayTEHTUMUKATOPOB, B TOM YUCIE XPaHUTL Npu cebe NuyHbIe ayTEHTUMUKATOPL!, HE OfamKBaThb
U He UCNONb30BaTb ayTEHTUMUKATOPLI COBMECTHO W HEMEANeHHO coobLaTe 06 yTpaTte unu HapylueHun bes-
OMacHOCTK ayTeHTU(UKATOPOB.

AYTEHTUUKATOPBI UMEIOT XXU3HEHHBIW LMK, Korga co3aaerca y4eTHas 3anucb, TO aBTOMaTUYECKU Jor-
XeH ObiTb CO34aH HOBbIA ayTeHTUUKaTOP, YTOObI MOXHO ObINO ayTEHTUUUMPOBATL AEpXKaTens y4eTHON
3anvcu. Hanpumep, B CUCTEME Ha OCHOBE NMAapOriei YYETHAA 3arnvChb COAEPKUT NPUBSA3AHHBINA K HEN Naponb.
OnpegeneHne Ha4anbHOro CoaepKaHua ayTeHTUdMKaTopa MOXET ObiTb UHTEPNPETMPOBAHO Kak onpeaeneHue
aAMWHUCTPATOPOM Ha4arnbHOro Napons, KOTOPbIA CUCTEMA YNPABNEHNA YYETHLIMU 3aMMCAMM YCTaHABNMBAET
NS BCEX HOBbIX YYETHbIX 3anucei. BoaMOXHOCTb KOHpUrypauum sTux HavarnbHbiX CUMBONOB YCAOXHAET ANSA
3M10yMbILUMIEHHUKA pasrafblBaHUE Naporns, YCTAHOBIEHHOTO MEXAY CO3AaHMEM YYETHOM 3anucu 1 nepBbiM
MCMONb30BaHUEM YYETHOW 3anmcK (4TO AOMMKHO Npeanonararb 3a4aHue HOBOTO Napona AepXxarenem y4eTHon
sanucu). HekoTopble CUCTEMbI YPABMNEHUSA UHCTANNUPYIOTCA C NOMOLLbIO aBTOMATUYECKUX MHCTaNnsATopos.,
KOTOPbIE CO3aI0T BCE HEOBXOAMMbIE YYETHBIE 3aMUCH C NAPONSIMU, YCTAHABNUBAEMbIMU MO YMOMUAHUIO, a He-
KOTOpbI€ BCTpanBaemblie YCTPOWCTBA NOCTABNAOTCA C NaponAMu, yCTAaHOBMEHHLIMU MO YMONYaHUIO. 3a4acTylo
CO BPEMEHEM 3TW NApONuU CTAHOBATCA BCEOOWMM AOCTOSAHUEM U dukcupytotca B MIHTepHeTe. BO3MOXHOCTb
N3MEHEeHUA naponeﬁ, OCTaBII€HHbIX MO yMOMYaHuto, NMo3BondeT 3aluTUuTb CUCTEMY OT HEABTOPU3OBAHHbIX
nonb3oBaTenen, KOTopbie UCNONb3YIOT NApoNu, OCTaBfEHHbIE MO YMOMYaHUIo, Ans nonyvyeHus aocryna. lNa-
pPOnu MOryT ObiTh 3anonyYeHbl U3 NaMATU JaHHbIX UMK B XOA€E Nepeaayvn AaHHbIX B MPOLIECCE CETEBOW ayTEH-
Tuchmkaumm. CNoXXHOCTb 3TOT0 MOXET ObiTh MOBbILLEHA NOCPEACTBOM KpUNTOrpadM4eckmx 3aLluT, Hanpumep
LUMPPOBAHUSA UNKU XELLIMPOBAHUSA, UIU NPOTOKONOB KBUTUPOBAHUS, KOTOPbIE HE TPebyloT nepeaaym napons
BooGLe. U Bce e naponu MoryT 6b6iTb 06LEKTOM arak, Hanpumep, noa6opoM METOAOM NMOMHOrO nepebopa
(MeToaoMm «rpy6oli Cunbi») UK B3NTOMOM KpUnTorpacpuueckon 3almTbl naposieli B MOMEHT UX nepegavu nnu
XpaHeHus. OKHO BO3MOXHOCTU MOXHO Cy3WTb NOCPEACTBOM NEPUOAMYECKOW CMEHbLI/OGHOBNEHUA naponen.
AHanornyHble cooBpakeHnsa NPUMEHUMbI K CUCTEMAM ayTeHTUMUKALIUM HA OCHOBE KPUMTOTpaduyecknx Knto-
yein. MoxXHO OOUTLCA YNy4YLUEHHO 3aLUUTbI MOCPEACTBOM annapaTHbiX MEXaHW3MOB, HANPUMEP annapaTHbIX
mMoaynen 6e3o0nacHOCTU, TakuX Kak JOBEPEHHble nnatdopmeHHbie moaynun (TPM).

Ynpaenenue ayteHTudmkatopaMu cneayer noagpoOHO JOKYMEHTUPOBATL B AEWCTBYIOWMX NONUTUKAX W
pernameHTax 6€30nNacHOCTH, HaNPUMEP C YKa3aHUeM OrpaHUYEHUn Ha N3MEHEHUE ayTEHTUMKATOPOB, yCTa-
HOBMEHHBLIX MO YMOMYaHUIO, NEPUOLNYHOCTU OGHOBMEHWIA, AeTann3aumMen 3aWmuThl ayTeHTUdNKaTopos nnm
npoueayp noXapHblX BbI30BOB (CM. 3.1.24).

Brnokuposanve unu yrpara ynpaeneHusi BCneacTsue mep 6esonacHocTu HegonycTumbl. Ecnu cucre-
Ma yrnpaBneHus JOoSkHa UMETb BbICOKMI YpOBEHbL paboTOCNOCOBHOCTU U JOCTYMHOCTU, TO CNEAYET NPUHATL
Mepbl NO NOAAEPXKAHUIO STOMO BLICOKOTO YPOBHSA paboTocnocobHOCTU 1 AOCTYNHOCTU (HanpuMmep, KOMMEHca-
LMOHHbIE Pr3nYeCcKne KOHTPMEpPBI, AybnupoBaHue knoven u obecneyeHne nNPMopUTETHOCTU AUCIETYEPCKOrO
ynpasreHus).

HapexHocTb MexaHusma ayTeHTudukaumm 3aBucUT HE TOMbKO OT XapaKTepUCTUK YNpaBneHUst ayTeHTu-
dmkaTopamm, onpeaeneHHbIX B HaCTosLLEM TPeboBaHUM, HO U OT HAaAEXHOCTU BbIOPAHHOFO ayTeHTudmkaropa
(HanpuMep, CROXHOCTM NAPONA UMK AMUHbI KIMI0Ya NpY ayTeHTUdMKaLUM NO OTKPLITOMY KMOYY) U NOMUTUK Banu-
Jauuu ayteHTudmkaTopa B npouecce ayTeHTudmkauum (Hanpumep, ANUTENbHOCTU AENCTBUS Napons unm npo-
BEPOK, BbINOSHAEMbIX NMPW Banuaauum ceprucukara oTKpbIToro krova). Ana Hanbonee npocTbiX MEXaHU3MOB
14
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ayTeHTuukaumy ayteHTudmKkaLma no naponio u oTkpeITomy krtody (5.9, SR 1.7 — HagexmocTts ayteHtudmka-
yum no naponio, 5.10, SR 1.8 — Ceprtudumkarst tHppacTpyKTypbl OTKPbIThIX Ktoven (PKI), n 5.11, SR 1.9 — Ha-
AEXKHOCTb ayTeHTUduUKaLmmn No OTKPLITOMY KNIOYY) NpeaycMaTpuBaeT AoMNonHuTenbHble TpeboBaHus.

5.7.3 PacwuupeHus TpeGoBaHumn

5.7.3.1 SR 1.5 RE1 — AnnapatHas 6e30nacHOCTb ANA PErNCTPaLMOHHbBIX AaHHbIX UAEHTUMHOCTH NPO-
rPamMMHbIX NPOLIECCOB

[ns nonb3oBarenein NPorpamMMHbLIX NPOLIECCOB U YCTPONCTB CUCTEMA ynpaBrneHus AomkHa obecneyu-
BaTb BO3MOXHOCTb 3aLUMThl 3HAYUMbIX ayTEHTUUKATOPOB NOCPEACTBOM annaparHbiX MEXaHU3MOB.

5.7.3.2 [ycro

5.7.4 YpoBHu 6e30nacHOCTH

Janee npuseaeHsl TpeboBaHusA ana yposHen SL, oTHocawmxcsa k SR 1.5 — YnpasneHue ayteHTUdm-
Karopamu:

- SL-C (IAC, cucrtema ynpasnenus) 1: SR 1.5;

- SL-C (IAC, cucrema ynpasrneHnus) 2: SR 1.5;

- SL-C (IAC, cuctema ynpasnenus) 3: SR 1.5 (1);

- SL-C (IAC, cucrema ynpasnenus) 4: SR 1.5 (1).

5.8 SR 1.6 — YnpaeneHue 6ecnpoBOgHbIM AOCTYNOM

5.8.1 Tpe6oBaHue

Cucrema ynpasneHua aomkHa obecnevnsaTb BOIMOXHOCTb UAEHTU(UKALMM U ayTeHTUdMKALUM BCEX
nonb3osarenen (huanyeckux nuy, NPOrpaMMHbLIX NPOLECCOB UM YCTPOWCTB), y4acCTBYIOLLMX B 6ECNPOBOAHOM
KOMMYHUKALMHK.

5.8.2 Llenecoo6pa3sHOCTb M AONONHUTENbHAA METOAONOIMYECKasi OCHOBa

o6yt 6ecnpoBOAHYI0 TEXHOMOMMIO MOXHO U B GONbLLUMHCTBE CryyaeB CreAyeT paccMaTpuBaTh Kak
oyepeaHyIo ONUUIo NPOTOKONA Nepeaqn JaHHbIX, @ 3HAYUT, NOAUUHSIOLLYIOCA TeM xe TpeGoBaHuam 6e3onac-
HocTu IACS, uTo 1 NGO Apyroi TMN KOMMYHUKaUMK, ucnonbayemon IACS. OfHako ¢ Touku 3peHus 6esonac-
HOCTWU UMEETCA MO MEHbLUEH Mepe OAHO CYLLECTBEHHOE pasnuyme Mexay NPoBOAHLIMU U BecnpoBOAHLIMU
KOMMYHUKaUMSIMKU: KOHTPMEPbl huudeckon 6e30nacHOCTH 06bIMHO MeHee 3(pheKTUBHBI NPY UCHOSIb30BaHUN
GecnpoBogHol cBsiau. 1o 3TON U, BO3MOXHO, APYIMM NMPUYMHAM (Hanpumep, pasfiynsam B pernameHTHOM
perynmpoBaHumn) aHanu3 puCcKOB MOXET eCTeCTBEHHbIM 06pa3omM obycnoButb 6onee Boicokuii SL-T(IAC, cu-
cTema ynpaeneHus) ana 6ecnpoBoAHbIX KOMMYHUKALMIA B NPOTUBOMONOXHOCTL SL-T AN NPOBOAHLIX NPOTO-
KONOB, UCTONbL3YEMbIX B UAESHTUYHBIX CIy4asX.

BecnpoBofHble TEXHONOMMM BKIKOYAKT B CE0SA, HO HE OTPAHMYUBAIOTCA STUM, MUKPOBOIHOBYIO, CNyT-
HWUKOBYIO CBSI3b, NAKETHYIO PaMOCBsi3b, TEXHONMOIMU MHCTUTYTa MHXKEHEPOB NO 3MIEKTPOTEXHUKE U SNEKTPO-
Huke (IEEE) — IEEE 802.11x, IEEE 802.15.4 (ZigBee, M3K 62591 — WirelessHART®, ISA-100.11a), IEEE
802.15.1 (Bluetooth), MoBunbHble MapLipyTudaTopbl 6€cnpoBoaHbix NIBC, MOOGUNbHbIE TENEMOHbI C TETEPUH-
rOM U Pa3NU4HbIE TEXHONOIMU CBA3N B UHAPAKPACHOM AnanasoHe.

5.8.3 PacwupeHun TpeGoBaHui

5.8.3.1 SR 1.6 RE1 — YHukanoHas naeHtudukaumsa n ayteHTuukaums

CuctemMa ynpaBsneHus JomkHa obecneunBaTb BOSMOXHOCTb YHUKANbHON WAEHTUDMKALUU U ayTEHTU-
hukaymm Bcex nonb3osarenen (puanyeckux nuu, NPorpamMmMHbIX NpPoLEecCoB UNKM YCTPOWCTB), Y4aCTBYIOLLMX
B 6ecnpoBOAHO KOMMYHUKaLMN.

5.8.3.2 MNycTto

5.8.4 YpoBHU Oe3onacHOCTH

Hanee npuseaeHbl TpeboBaHua ans ypoBHen SL, oTHocawmxea kK SR 1.6 — YnpaeneHue 6ecnpoBoa-
HbIM 4OCTYMNOM:

- SL-C (IAC, cucrema ynpaenenusi) 1: SR 1.6;

- SL-C (IAC, cuctema ynpasnenus) 2: SR 1.6 (1);

- SL-C (IAC, cucrema ynpasnenus) 3: SR 1.6 (1);

- SL-C (IAC, cucrema ynpasnenust) 4: SR 1.6 (1).

5.9 SR 1.7 — HapgexHOCTb ayTeHTU(hUKaUuum no naposio

5.9.1 TpeboBanue

MpumeHUTENBHO K CUCTEMAM YNPaBREHWS, UCMONb3YIOWMM ayTeHTUUKaumio no napornio, cucreMa
ynpasneHusi 4ormkHa obecneumBaTb BO3MOXHOCTb MOBBILLEHUA HAAEXHOCTU KOHMUIYpMpyeMbIX Naponei Ha
OCHOBE MWHUMAIbHOWM ANMHBLI U PA3HOTUNHOCTU CUMBOJIOB.
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5.9.2 LlenecooGpa3HOCTb U AONOSIHUTENBbHAA METOAONOIrMYecKas OCHOBa

AyTeHTuduKauusa nonb3oBarenein nNo UMEeHU NonNb30BaTens U CEKPETHOMY Naponio — BeCbMa pacnpo-
CTpaHeHHbI MexaHuaMm. MHorue ataku Ha Takue MexaHu3Mbl HaLeneHbl Ha pasragbiBaHue naponsa (Hanpu-
Mep, araku nepeboOpoM NO CroOBapi0 Unu LeneHanpasneHHas coumanbHas UHKEeHepusa) unu B3nNOM KpUnTo-
rpachmyeckoli 3aluTbl OTOOpaXXeHUsA XpaHUMOro naponst (HanpuMep, NOCPEACTBOM PaAYKHbIX Tabnuu nnu
rpyboro nogbopa xeL-Konnusum).

YBenuueHue pasmepa Habopa AeiCTBUTENbLHLIX NApornen 3a CHET YBENMUUYEHUA KOMMYECTBa A0NYCTUMbBIX
CMMBOJOB 3aTPYAHSIET TAKWE aTtaku, HO NULLb B TOM Cyyae, €Crnv yBENUYEHHBIN pa3mep HaGopa feicTBu-
TENnbHO UCNonb3yercs (00bIMHO NONbL30BATENM HE CKIOHHBI BKIIOYATh B COCTAB NMaponsa cneunasbHbie CuM-
BOJ1bl, NOCKOMbKY OHW CIOXHbI AN BOCNIPUAITUS M TPyAHEE 3anomuHalotcs). OrpaHudeHne cpoka AencTeus
naponsi Cy>aeT 0KHO BO3MOXHOCTU 151 3MOYMBILUMEHHWKE B NaHe BbIIBNIEHUA CEKPEeTa, Nexatlero B 0CHoBe
OTAENbHO B3ATOro napons. [insa Toro 4toObl NONL30BATENKU HE MOTTM OGOWTU 3TY AUPEKTUBY, CMEHUB OOHANAbI
CBOI Napofb Ha HOBbLIN U 3aTEM CPa3y e 3aMEHUB €70 NPEXHUM, OObIMHO, MOMUMO BCErO NPOYEro, YCTaHaB-
NMUBaeTCs MMHUMATbHLIA CPOK AEWCTBMA napons. YBeaomneHue o HeobxoaMMOCTH CMEHbI napons A0 ucre-
YEHUS CPoKa ero AenCTBUS NO3BONAET NOMb30BATENO CMEHUTb Naponb B yaoOHOE Bpems ¢ yueTom pabouen
0OCTaHOBKMU.

3r1a 3aumra MOXeT ObIThb AOMONMHUTENLHO YCUNEHA NOCPEACTBOM OrpaHUYEeHUst MOBTOPHOTO UCMOSb-
30BaHuUA naponeu (3anpeLeHusi Manbix HabopoB YepeayloLUXCst naponen), YTo AOMOMHUTENbLHO CHWXKaeT
NPaKkTU4ECKYIO NMOMb3y OAHOKPATHO B3NOMAaHHOro napons. MHorodakTopHas ayreHTudukauus no3sonsieT Jo-
OUTLCA OMONHUTENbLHOW 3ALLUTDLI, BLIXOASALLEN 33 PaMKM MEXaHU3MOB Ha OCHOBE naponei (cMm. 5.3, SR 1.1 —
MaenTudukauus n ayteHTudukaumsa nonb3osarenein — dusunyeckux nuy, u 5.4, SR 1.2 — Uaentudumkauus
M ayTEeHTUMKaLMA NPOrpaMmMHbIX NMPOLIECCOB U YCTPOWCTB).

5.9.3 Pacuupenusa TpeboBaHui

5.9.3.1 SR 1.7 RE1 — OrpaHu4yeHuna Ha reHepauuio naponein u cpoku ux AenCcTsusa Ans nosnb3oBare-
new — uandecKknx nuy

CucrtemMa ynpasneHus gomkHa obecneunsatb BO3MOXHOCTb NPeAOoTBPALLEHNs NOBTOPHOIO UCMONb30-
BaHWSA Napons y4eTHON 3anucbio MobOoro OTAENLHO B3ATOFO NONb30BaTens — U3UYECKOro NUUA ANA KOH-
durypupyemoro uucna resepaumii. Kpome Toro, cucrema ynpaeneHmsa AorpkHa obecneunBath BO3MOXKHOCTb
YCTaHOBMEHUA OrpaHN4eHUin MUHUMAnNbHOTO ¥ MaKCMMarnbHOr0 CPOKOB AEUCTBUA Napone# Ansa nonb3oBare-
new — puU3n4ecKmx nuu.

3TU BO3MOXHOCTU AOSMKHBLI COrNAacoBLIBATLCA C OBLLENPUHATLIMU NPaKTUKaMU MHAYCTpuKM BesonacHo-
cTH.

MpumMmevyaHune — B cooTBETCTBUM C OBLLENPUHATON NPaKTUKOW cucTeMa yrpabrieHns obecneunBaeT BO3ZMOX-
HOCTb HAMOMWHaHMA NOMb30BATENO O CMeHe NMapons Yepes KOHUIypUpyeMblil Nepuos BpeMeHU A0 UCTEYEHUS CpoKa
ero fjencTeus.

5.9.3.2 SR 1.7 RE2 — OrpaHu4eHus CpokoB ASNCTBUS Naponei Ana BCcex Nonb3oBarenei

Cuctema ynpasneHus JomkHa obecneynBaTb BO3MOXHOCTb YCTAHOBIIEHNUS OTpaHMYeHuit MUHUMarbHO-
ro ¥ MakCMManbHOro CPOKOB AENCTBUSA Naponei AN BCEX NOMb3oBaTenen.

5.9.4 YpoBHM 6€30MacHOCTH

[anee npuseaeHbl TpeboBaHua aAns yposHeln SL, otHocawwmxesa k SR 1.7 — HagexHocTb ayTeHTudu-
Kauuu no napono:

- SL-C (IAC, cucrema ynpasneHus)) 1: SR 1.7;

- SL-C (IAC, cucrema ynpasnenus) 2: SR 1.7;

- SL-C (IAC, cucrema ynpasnenus) 3: SR 1.7 (1);

- SL-C (IAC, cucrema ynpaenenus) 4: SR 1.7 (1) (2).

5.10 SR 1.8 — Ceprucukarbl MHpPACTPYKTYPbI OTKPbITLIX Kitoyei (PKI)

5.10.1 TpeGoBanue

Tam, rae npumensetcs PKI, cucrema ynpasnesuna gomkHa obecneumsartb BO3MOXHOCTL 3a4€MCTBOBATh
PKI B cooTBeTCTBUM C OOLLENPUHATLIMKU NEPEAOBbIMY NPAKTUKAMU UMW NOMYYEHUSA CePTUMUKATOB OTKPbITLIX
KIIo4ei oT cyulecTsytowen PKI.

5.10.2 Lienecoobpa3HoCcTb ¥ ONONHUTESNIbHAA METOLOSIOrMYecKkas OCHOBA

Peructpauus ana nonydeHus ceprudpukara OTKPbITOro Knova AOrkHA BKMOYaTb B cebs aBTopusauuto
aucneryepa unum OTBETCTBEHHOTO AOIMKHOCTHOIO ML U OCYLLIECTBNATLCH NOCPEACTBOM HAAEXHOW TEXHOMO-
rMu, B pamkax KOTopoi BepuuLMpyeTcs U AEHTUYHOCTb Aepxartens ceprudumkara u obecneumBaeTcs Boigaya
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ceprtudukaTta Haanexawien ctopoxe. Jliobble 3aAepXKM, CNPOBOLMPOBAHHbIE UCMONb30BaHWEM cepTuduka-
TOB OTKPBITbLIX KSHOYEN, N0 BO3SMOXHOCTU HE JOSDKHBI YXYALLATL SKCMIyaTaLUUOHHbIE XapaKTEPUCTUKN CUCTEMBI
ynpasrneHwusi.

Buibop noaxoasawen PKI aomkeH no BO3MOXHOCTM y4UTbIBaTh CepPTUCUKALIMOHHYIO MONUTUKY OpraHu-
3auuii, KOTOpasn AOMKHA MO BO3MOXKHOCTU 6a3MpOBaTbCs HA PUCKE, COOTHOCALLIEMCS C YA3BUMOCTbIO B KOHGU-
AeHunanbHOCTU 3awmwaemMoit uHgopmaummn. MeToaonornyeckylo OCHOBY K OnpefienieHuIo NOnUTUKU MOXHO
HanTK B OOLLIENPU3HAHHLIX CTaHAapTax U AUMPEKTUBaXx, Hanpumep B 3anpoce Ha kommeHTapuu (RFC) 3647
[29] NnxeHepHoro coseta UHTepHeta (IETF) ans PKI Ha ocHoee X.509. Hanpumep, cooTBETCTBYIOWEE Me-
CTOHaxoXaeHue yeHTpa ceprucpukauum (CA), Oyab 1o B npeaenax cCUCTeMbl ynpasneHus unu 8 IHTepHere,
1 nepeyeHb AosepeHHbIX CA AOMKHbI MO BO3MOXHOCTH ObiTb YYTEHbI B NONIMTUKE U 3aBUCAT OT apXUTEKTYpbI
cetn (cm. Takke MIK 62443-2-1).

5.10.3 PacwnpeHnn TpeboBanuin

OTCyTCTBYIOT.

5.10.4 YpoBHu 6e3onacHoOCT

[anee npuBegeHbl TpeboBaHuA Anga ypoBHel SL, oTHOCAWMXCA K SR 1.8 — Ceprudumkatbl MHDPaCTPyk-
TYPbl OTKPLITbIX Kritouen (PKI):

- SL-C (IAC, cucrtema ynpasneHus) 1: He onpeaerseHsot;

- SL-C (IAC, cucrema ynpasneHnus) 2: SR 1.8;

- SL-C (IAC, cucrema ynpasneHnus) 3: SR 1.8;

- SL-C (IAC, cucrema ynpasneHnus) 4: SR 1.8.

5.11 SR 1.9 — HapgexHocTb ayTeHTUPUKaALUKN MO OTKPLITOMY KITHOUY

5.11.1 Tpe6oBaHue

IMpUMEHNUTENBHO K CUCTEMAM YNPaBEHUS, UCNONb3YIOLMM aYTEHTU(PUKALMUIO 10 OTKPLITOMY KOy, CU-
cTemMa ynpasneHust BOMmkHa o6ecnevymBars BO3MOXKHOCTb:

a) Banuaaumm cepTuduKkaTos nocpescTsoM NPOBEPKK AEUCTBUTENLHOCTU NOANUCH TOTO UK MHOTO Cep-
Tudukara;

b) Banuaauuu ceptuukaToB NoCpeacTBOM CO34aHuA nyTu ceprudukauum k obuienpusHasHHomy CA
unu, B cryyae camMmo3aBepeHHbIX CepTUNKATOB, NOCPEACTBOM NPOBEPKU «MUCTOBLIX» CEPTUUKATOB KO BCEM
X0CTaM, NoAAepPXMBAIOLLMM KOMMYHUKaLUIO C CyObeKTOM, Ansi KOTOPOro BblAaH cepTudmKar;

C) Banuaauuu ceptuukaTtoB NnocpesCTBOM NPOBEPKM TOTO UMM MHOTO cepTuduMKaTa Ha NpeAMET aHHy-
NMPOBAHHOCTY;

d) yupexkaeHusi KOHTPONS CO CTOPOHLI Monb3oBarens (Pu3m4eckoro nuua, NPorpamMMHOro NpoLecca unu
YCTPOICTBA) 32 COOTBETCTBYIOLLUM CEKPETHBIM KITIOUOM; U

€) NPUCBOEHMUA ayTEHTUPULMPOBAHHON UAEHTUMHOCTU NONb30BaTENIO (PU3MUECKOMY NULy, NPOrpaMmm-
HOMY NPOLIECCY UK YCTPOWCTBY).

5.11.2 Llenecoo6pa3HOCTL U AONOSTHUTENbHAA METOAO0NIOrMYecKasa OCHOBa

KpunTtorpadusa Ha OTKpbITOM/MaCTHOM KIiO4E CTPOro NpUBA3aHa K CEKPETY YaCTHOrO Kio4va OTAenbHO
B3ATOr0 CyObeKTa U KOPPEKTHOMY BEAEHUIO AOBEPUTENbHBLIX OTHOLLIEHUN. [Mpy BepudmKaLmm JOBEPUSA MEXDY
ABYMSl CyObeKkTaMu Ha OCHOBE ayTeHTUdUKALUK MO OTKPLITOMY KITIOHY XXM3HEHHO BaXXHO NpUNmUcaTb ceptudum-
KaT YaCTHOTO KIioYa AO0BEPEHHOMY cyObekTy. TunMyHas NorpeLuHOCTs peanu3anumm npy sanuaauum ceptudu-
KaToB — NPOBEPSATb TONMbKO UCTUHHOCTL NOANMUCU cepTUdMKaTa n He YyAOCTOBEPATL AOBEPUE K NMOANUCABLLE-
Mycsi. B cucreme PKI nognucasLumniica SBnaeTca 4OBEPEHHbIM, €CU OH NpeACcTaBnsaeT A0BEPEHHbIN CA unu
umeeT cepTudmKar, BblgaHHbI oBEPEeHHbIM CA, NO3TOMY BCe NPOBEPSIOLLME AOMKHLI UAEHTUDULMPOBATL
npegbasnaemMble UM ceptTudnkaTbl ONATL ke B AoBepeHHOM CA. Ecnu Takasa uenoyka us gosepeHHoix CA He
MOXET ObiTb 3adhuKCHpOBaHa, TO NPEeACTaBNEHHbIN cepTUuKaT cnegyer cHuTaTb HEAOBEPEHHDIM.

Ecnu Bmecto ceptudprkaros PKI KCnonb3yorca camo3aBepeHHble ceprudukarbl, To CyObekT, npeab-
SABMBLUMIA cepTudukar, cam ero nognucbiBars, a 3Ha4yuT, AOBEPEHHOW TPETbEN CTOPOHbI unu CA He CylecTByeT
BooOLe. 3TO creayeT KOMMEeHCUPOBAaTL NOCPEACTBOM HaZleNeHUs CaM03aBePEHHbIMU CepPTUDMUKATAMU HA OT-
KPbITOM KIOYe BCEeX MapTHEPOB, KOTOPLIE A0IDKHbI YA0CTOBEPUTL X UCTUHHOCTbL NOCPEACTBOM 3aLLUULLEHHOIO
MHbIM 00pa3oM Mexanusma (Hanpumep, cbopa BCEX NMApTHEPOB B JOBEPEHHOW o6GCTaHOBKE). [loBEpEHHbIE
cepTudukaTbl AOMKHbI ObITb pacnpeaeneHbl Mexay napTHepaMu Yyepes sawimuieHHble kaHanol. B xoge npo-
BEPKM CaMO3aBEPEHHbIN CepTUdUKAT NO BOZMOXHOCTU AOIDKEH ObiTb NMPU3HAH A0BEPEHHbIM TONLKO TOrAa,
KOT4a OH Y>Xe UMEETCA B NepevHe AOBEpPEeHHbIX cepTudpukaTtoB nposepsiowero naptHepa. Habop us gose-
PEHHBLIX CEPTUMUKATOB AOIMKEH NO BO3MOXHOCTU ObITb CKOHDUrypupOBaH A0 MUHUMASBHOIO HEOBX0AUMOTO
Habopa.
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B oBoux cnyyasx Banuaaums AOMKHA AOMYyCKaTb TaKXKE BO3MOXHOCTb TOrO, UTO CepTudukaTr Heaen-
cTBuUTENbHbIA. B cucteme PKI 310 06bI4HO genaeTca nocpeaCcTBOM BEAEHUA CMIMCKOB aHHYNUPOBAHHbLIX cep-
Tudpukaros (CRL) unu ucnonb3osaHusa cepeepa OHNANHOBOIO NpoTokona craryca ceptudukara (OCSP). B
crnyyae ecnu npoBepka Ha NPeaMeT aHHYNMUMPOBAHHOCTM HE AOCTYNHA B CUIY OrpaHUYeHUMin CO CTOPOHbI CU-
CTeMbl YNpaBneHus, TO Takne MexaHu3Mbl, Kak YKOPOYEHHbI CPOK AeiCTBUS cepTudukara, MOryT KOMMNeHcu-
poBaTb OTCYTCTBUE aKTyasnbHON nHopmaumm 06 aHHynuposaHuu. Crnegyetr OTMETUTb, YTO CEePTUAMKATLI C
YKOPOYEHHbIM CPOKOM AeiCTBUS MOTYT MHOMAA CO34aBaTh CyLIeCTBEeHHbIE NpobnemMb! akcnnyarauun B cpeae
CUCTEMbI YNpaBneHus.

5.11.3 PacwupeHun Tpe6boBaHui

5.11.3.1 SR 1.9 RE1 — Be3onacHoCTb annapatHoro obecneveHus npu ayreHtudukaumm no oOTKPbITOMY
KIouy

Cuctema ynpasneHus AomkHa obecneumBarb BO3MOXHOCTb 3aLUMThlI COOTBETCTBYIOLLIMX YACTHLIX KO-
yel NoCpPeACTBOM annapaTrHbiX MEXaHU3MOB B COOTBETCTBUM C OOLLENPU3HAHHBIMU NPAKTMKAMU U PEKOMEH-
Jauuamu uHAycTpun 6e30nNacHOCTH.

5.11.3.2 Nycro

5.11.4 YpoBHU 6e30nacHOCTH

Hanee npuBegeHbl Tpebosanusa aAns yposHen SL, otHocawmxcs k SR 1.9 — HapexHocTs ayteHTudm-
Kauum no OTKPbITOMY KITO4Y:

- SL-C (IAC, cucrema ynpasneHus) 1: He onpeaeneHsl;

SL-C (IAC, cuctema ynpasneHus) 2: SR 1.9;
SL-C (IAC, cuctema ynpasnenus) 3: SR 1.9 (1);
SL-C (IAC, cuctema ynpasneHnus) 4: SR 1.9 (1).

5.12 SR 1.10 — ObpaTHan cBA3b npu ayTeHTUdunKaumm

5.12.1 TpeGoBaHue

Cucrtema ynpasneHus A0rmkHa o6ecnevmBaTb BO3MOXHOCTL COKPLITUSA 0OpaTHON CBA3K B nepeaaye ay-
TeHTUdUKaUMoHHON uHdopmaLum B npouecce ayTeHTudukaumm.

5.12.2 Lienecoo6pa3sHOCTb U AONONHUTENbHAA METOAONOrnYeckasa OCHOBA

CokpbiTe 06paTHON CBA3W NPENATCTBYET BO3MOXHOMY WCMOMb30BaHUIO MHOpMaLMN HEaBTOPU3O-
BaHHbLIMM NMLAMK; HanpumMep, oTobpaxkeHue 3Be3f04EK NN APYIMX CRyYaliHbIX CUMBOMOB, KOraa Nonb30Ba-
Tenb — M3nMYeckoe NMUO nevaraer naposb, CKpbiBaeT 0OpPaTHYIO CBA3b B Nepeaade ayTeHTU(UKALWOHHOW
WHbopMaLuuu. Opyrme npumepbl BKNOHAIOT B ceba BBOA kioden no anroputmy WEP, BBOA TOKeHa no npo-
Tokony 6esonacHoi obonovku (SSH) u oaHopasosbie naponu no RSA. AyTeHTuduumpylowmin cybbekT no
BO3MOXHOCTU HE JOIMKEH AaBaTh kKakue-nmbo noackasku, Hanpumep, B cnyyae HeyaaqHo! ayTeHTudukaumm,
TaKue Kak «HEM3BECTHOE UMA NOoNb30BATENSY.

5.12.3 PacwupeHusn TpedGosaHui

OTCyTCTBYIOT.

5.12.4 YpoBHu 6e30nacHOCTN

Hanee npusegeHbl TpeGoBaHus Ansa ypoBHen SL, oTHocAwmxcsa k SR 1.10 — O6patHas cBA3b npu ay-
TEHTUDUKALNK:

- SL-C (IAC, cucrema ynpasneHus) 1: SR 1.10;

- SL-C (IAC, cucrema ynpasnenus) 2: SR 1.10;

- SL-C (IAC, cucrema ynpasnenus) 3: SR 1.10;

- SL-C (IAC, cucrema ynpasnenus) 4: SR 1.10.

5.13 SR 1.11 — HeynayHble NONbITKUM BXOAA B CUCTEMY

5.13.1 TpeGoBaHue

Cuctema ynpasneHusi JOomMkHa obecneunBaTb BO3MOXHOCTb YCTAHOBKM Mpeaena KoHAUrypupyemoro
yucna nocnegoBaTensHbIX HEYAAYHbIX NONLITOK NONTy4eHUsl A4oCTyna niobbiM nonb3osarenem (Pusnieckum
NMLOM, NPOrpamMMHbIM NPOLECCOM UMW YCTPONCTBOM) B TEYEHME KOH(PUTYPUPYEMOrO NPOMEXYTKA BPEMEHMU.
Cucrema ynpaeneHus fomkHa obecneynBarb BOZMOXHOCTbL O0TKa3a B AOCTYNE HA 3a4aHHbIN NPOMEXYTOK Bpe-
MEHUW uUnu Ao pa3brnokMpoBaHWA AOCTYNa agMUHUCTPATOPOM, KOra 3TOT npeaes NPeBbilleH.

MPUMEHUTENBHO K YYETHLIM 3anNUCSIM CUCTEMbI, NOA KOTOPbIMU (PYHKLUMOHUPYIOT KPUTUYECKU BaXKHbIE
CepPBUCHI UMK CepPBEPDLI, CUCTEMA YNPaBNEeHUs A0mKHA 0B6ecneyrnBaTh BO3SMOXKHOCTL 3anpeLleHus AuanoroBbix
BXOZAOB B CUCTEMY.
18



FOCT P M3K 62443-3-3—2016

5.13.2 Lienecoo6pasHoOCTb U AONOSNHUTENBEHAA METOAONOrMYecKana OCHOBA

B cuny BO3MOXHOCTW OTKa3a B AOCTYMe YMCNO NOCNeAOBaTENbHbIX HEYAauHbIX MONLITOK NMONyYeHUs
AocTyna MoXeT ObiTk OrpaHudeHo. Ecnin aTo paspeLueHo, cuctema ynpasneHust MOKET aBTOMaTn4ecku oGHy-
NATb YMCMO MOMNLITOK NOMYYeHUsA AOCTYNA Yepe3 3aA4aHHbii NPOMEXYTOK BPEMEHU, YCTaHABANBAEMBIN Aen-
CTBYIOLUMMY MOSNIUTUKAMU W pernaMeHTammu 6esonacHoctTu. OBHyneHne nonbiToK Nosny4YyeHus A0ocTyna no3Bo-
NUT NonyyaTtb AOCTYN NOMb30BaTensam (Pu3M4eckum nuuam, NPOrpaMMHbLIM NPoLeccam unu ycTponcTeam),
€CInn OHY BriafletoT KOPPEKTHbIM UAEHTU(PUKATOPOM ANA BX0AA B cucTeMy. He crnieayeT npuMeHaTL agToma-
TUYECKUli OTKa3 B 40CTyne Ans paboumx CTaHUuii ONepaTopoB UMM Y3MOB CUCTEM yNpaBneHus, ecny Tpedy-
IOTCS He3aMeanuTeNbHbIE OTBETHbIE AECTBUS ONEepaTopoB B aBapuiiHbix cUTyauusix. Bce MexaHuambi 6510-
KMPOBAHWA AOSMKHBI MO BOSMOXHOCTM YUUTbIBaTb (PYHKLIMOHATNBHbIE TPEOOBAHUSA HEMPEPBLIBHOCTU NPOLIECCOB,
YTOObI MOXHO BObINIO MMHUMU3UPOBATL HEGNAroNPUSITHbIE SKCNNyaTaLMOHHbIE YCIIOBUSI NMPU OTKAa3e B 4OCTYNE,
KOTOpble MOTYT NPUBECTU K MOMHOMY OTKa3y CMCTEMbl MNU TpaBMaTu3My nepcoHana. Ecnm gonyctutb BO3-
MOXHOCTb AMarnoroBoro BXoAa B CUCTEMY NMPUMEHUTENbLHO K YYETHOM 3anucu, CMOSb3yeMON ANg KPUTUYECKU
BaXXHbIX CEPBMCOB, TO MOXXHO CMPOBOLIMPOBATL TEHAEHLMIO OTKA30B B CepBUCaXxX Unu Apyrux Hebnaronpusit-
HbIX MOCNEACTBWI U3-3a HENPAaBUIILHOTO 06paLLEeHUs C CUCTEMON.

5.13.3 PacwupeHus TpeboBaHuin

OTCYTCTBYIOT.

5.13.4 YpoBHuU 6e30nacHOCTH

Hanee npvBeaeHbl TpeboBaHus Ans ypoBHen SL, oTHocsimxes kK SR 1.11 — HeyaayHble nonbITky nony-
YeHus gocTyna:

- SL-C (IAC, cuctema ynpasnenus) 1: SR 1.11;

- SL-C (IAC, cucrema ynpasnenus) 2: SR 1.11;

- SL-C (IAC, cuctema ynpasnenus) 3: SR 1.11;

- SL-C (IAC, cuctema ynpasrnenus) 4: SR 1.11.

5.14 SR 1.12 — YBepgomrneHue 06 UCNONb30BaHUM CUCTEMbI

5.14.1 TpeGoBaHue

Cuctema ynpaeneHus formkHa obecneunBaTtb BO3MOXHOCTb OTOOpaXeHus nepep ayreHTudukaumen
YBEAOMUTENLHOTO CO0BLLEeHNA 06 MCNoNb30BaHUKM CUCTEMBI. YBeaoMUTENbHOE coobLweHne 06 ncnonb3oea-
HWUU CUCTEMbI AOMKHO NPEAYCMaTPUBATL €ro KOHUTYPUPOBAHME aBTOPU3OBAHHBLIM NEPCOHANOM.

5.14.2 LlenecooGpa3HOCTb U JONOSHUTENLHAA METOQOSIOrMYecKana OCHOBA

MonuTukn u pernaMeHTbl MPUBATHOCTM U 6E30MACHOCTU AOIMKHbLI COFMACOBLIBATLCSI C AEWCTBYIOLLMMM
3aKoHOZAaTeNIbHbIMM HOpMaMU, AMPEKTUBAMM, NONUTUKAMMU, PErfaMEHTHBIMU HOPMaMmu, CTaHgapTaMn 1 MeTo-
JONOrMYecKUMN OCHOBaMU. 3a4acTyio rMaBHbIM apryMeHTOM B Mofb3y 3Toro TpeboBanus sienseTcs cygebHoe
npecrnesoBaHne 3MoyMbILLNIEHHWKOB W A0Ka3aTeNnbCTBO YMbILUNEHHOrO HapyLleHus. Takum o6pa3oM, ata xa-
pakTepucTuka Heobxoauma ans CoOTBETCTBUSI TpeboBaHUAM MONUTUK, HO HE ynydwaeT 6esonacHoctb IACS.
YBeaoMuTenbHble Co00LLEHNSA 06 MCNONBL30BAHWM CUCTEMbBI MOTYT ObiTh Peanu3oBaHbl B BUAE Npeaynpeau-
TenbHbIX 6aHHEPOB, OTOBpaXKaeMbIX NpK BXOAE nonk3oBateneit — OU3NYECKUX NUL B CUCTEMY YNPaBMNEHMUS.
MpeaynpeauTenbHbIi GaHHEP B BUAE IM3UYECKOTO YBE4OMIMEHUS, BbIBELLEHHOIO HA 060PYA0BaHUU CUCTEMBI
yNpaBneHusi, He yCTpaHseT Npobnem, CBA3aHHbIX C yAaneHHbIM BXO40M B CUCTEMY.

[anee nepedncneHsl NPUMeEpbl 3NeMEHTOB, NOANEXALUMX BKIIOUYEHUIO B yBEAOMUTENbHOE COOOLLIEHNE
06 1cnonbL30BaHUM CUCTEMBI:

a) TO, YTO NONbL30BaTENb MOSYYaeT AOCTYN K CNELManM3npoBaHHO| CUCTEME YrpaBneHns;

b) TO, YTO MCNONBL3OBAHWNE CUCTEMBI MOXKET OTCNEXUBATLCH, (PUKCMPOBATLCA U NOABEPraTLCA ayauTy;

C) TO, YTO HECAHKLIMOHUPOBAHHOE UCNOMNBL30BaHNe CUCTEMBI 3anpeLLEHO U BNIEYET YronoBHbIE W/nnv aa-
MWHUCTPATUBHbIE CaHKLUKU; U

d) TO, YTO MCNONbL30BAHME CUCTEMbI O3HAYAET COrnacue Ha MOHUTOPUHT U (PUKCaLMIO.

5.14.3 Pacwunpenus Tpe6oBanuii

OTCyTCTBYIOT.

5.14.4 YpoBHM 6e30nacHOCTH

Hanee npuBeaeHsbl TpeGoBaHusi 4nsa ypoeHeit SL, otHocsawmxcs k SR 1.12 — Yeegomnenue 06 ncnons-
30BaHUN CUCTEMbI:

- SL-C (IAC, cucrema ynpasrnenus) 1: SR 1.12;

- SL-C (IAC, cucrema ynpasrnenus) 2: SR 1.12;

- SL-C (IAC, cucrema ynpasnenus) 3: SR 1.12;

- SL-C (IAC, cucrema ynpasnenus) 4: SR 1.12.
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5.15 SR 1.13 — [loctyn 4yepe3 HegoBepeHHble CeTu

5.15.1 TpeboBaHue

Cucrema ynpasneHus aofbkHa o6ecneynBarb BO3MOXHOCTb OTCNEXUBAHUA U KOHTPOIISAA BCEX CnOCO60oB
noslyyeHuss ocTyna K cuctemMe ynpasiieHUs Yepe3 HeJOBEPEHHbIE CETU.

5.15.2 Llenecoobpa3HOCTb U AONONHUTESIbHAA METOAONOrNMYECKana OCHOBA

MpumMepbl NONy4YeHUs 4OCTYNA K CUCTEME yNpaBreHUs Yepes HeaoBePEHHbIE CETU 0OLIYHO BKIOHAIOT B
ceba MeToabl NONyYeHUa yaaneHHoro A0CTyna (Takue, Kak BbI30B M0 HOMEPY, NonyyYeHue LWnpoKOnonoCHOro
Aoctyna u 6ecnpoBOAHOro AOCTYNa), a TaKkKe YCTAHOBMEHUE COEeAMHEHUN U3 KOPNOPaTUBHOW CETU (HE OT-
HOCSILLENCA K CUCTEeMaM yNpaBneHus) opraHusauun. Cuctema ynpasneHus A0rmKHa N0 BO3MOXXHOCTU OrpaHu-
yuBaThb I0CTYN, YCTAHABNUBAEMbI Yepe3 KOMMYTUPYEMbIE COEAIMHEHUS1 (HanpuMep, OrpaHM4MBaThL AOCTYN
ncxoas 3 BUAa MCTOYHUKA 3anpoca), a Takke NpeaoTepaLarb YCTaHOBNEHUe HeaBTOPU3OBAHHLIX CoenHe-
HUI UK Pa3pbiB aBTOPU3OBAHHLIX COEAMHEHUIA (HanpuMep, NOCPEeACTBOM TEXHONOTMN BUPTYarbHbIX YaCTHbIX
ceren). lNony4yeHne AoCTyna Yepes HeJOBEPEHHbIE CETU K reorpacduyecku yaaneHHbIM yyacTkam C KOMMo-
HEHTaMK CUCTEM ynpaBfieHua (HanpuMep, K LEHTPaM yNpaeneHUsl u NPOMEXYTOUYHbIM CTAHLUSIM) JOFDKHO NO
BO3MOXHOCTU OblTb CAHKLUMOHMPOBAHO TOMbKO TOMAA, KOrAa 3TOT AOCTYN HeobXoAuM M ayTeHTUdUUUPOBAH.
Monutukn n pernameHTbl 6€30MacHOCT MOTyT TpeboBaTb MHOTOAKTOPHYIO ayTeHTUudUKaumio ans npeao-
CTaBNEHWA yaaneHHoro 40CTyna nonb30oBarensm K CUCTEME YNPaBEeHUs.

5.15.3 PacwumpeHuna TpeboBaHui

5.15.3.1 SR 1.13 RE1 — lNpuHATHe ABHOroO 3anpoca Ha AOCTyn

CucrteMa ynpasrneHus gomkHa obecneymBarb BO3MOXHOCTb OTKIMOHEHUS 3anpOCOB Ha AOCTYN Yepes He-
JOBEPEHHbIE CETU, ECNU TOMbKO 9TO HE I0NYCTUMO B PAMKaX YCTAHOBIIEHHOW POSW.

5.15.3.2 MNycto

5.15.4 YpoBHM Ge3onacHOCTH

Hanee npuBeaeHbl TpebosaHus s ypoHen SL, oTHocsawmxcs kK SR 1.13 — [locTyn yepes HeA0BEpeH-
Hbl€ CeTU:

- SL-C (IAC, cucrema ynpasnenus) 1: SR 1.13;

- SL-C (IAC, cucrema ynpasnenus) 2: SR 1.13 (1);

- SL-C (IAC, cucrema ynpasnenus) 3: SR 1.13 (1);

- SL-C (IAC, cuctema ynpasneHus) 4: SR 1.13 (1).

6 FR 2 — KoHTpOsnb Ucnonb3oBaHUA

6.1 HasHayeHue un onucanua SL-C(UC)

KoHTponupoBatb cobniogeHue npuBunerui, 3akpenneHHbiX 38 ayTeHTU(PULMPOBaHHLIM MOSb30BaTe-
nem (pu3n4eckum nNuLUoM, NPorpamMmMHbIM NPOLIECCOM MK YCTPOWCTBOM), HA BbINOMHEHUE 3anpalumMBaemoro
AencTBusa NpUMeHnTenbHO K IACS 1 oTCnexmusarb MCNOMb30BAHUE 3TUX NPUBUNETUNA.

- SL 1 — orpaHuunBaTb ucnonsszosaHue IACS B COOTBETCTBUU C YCTAHOBMNEHHBIMU NPUBUIIETUAMI ANSE
NPeAoTBPALLEHUA CNYYaiHOTrO WK HeMNpPeayMbILLIIEHHOTO 3NoynoTpetneHus;

- SL 2 — orpaHuumBatb ucnonbsosaHue IACS B COOTBETCTBUU C YCTAHOBMNEHHBIMU NPUBUIIETUSIMU ANSst
npeaoTBpaLleHnst 06X0AHbIX AeCTBUI CYOBLEKTOB C UCMONL30BAHMEM MPOCTbLIX CPEACTB NPU HE3HAYUTENb-
HbIX pecypcax, NOCPeACTBEHHbIX HaBbIKaxX W HU3KOW MOTUBALIMK;

- SL 3 — orpaHuumsaTth ncnonb3osatue IACS B COOTBETCTBUM C YCTAHOBNEHHbLIMU NPUBUNETMAMMU NS
npeaoTspaLLeHusi 06XoAHbIX AEWCTBUI CYOLEKTOB C UCTIONb30BAHUEM U30LLPEHHbIX CPEACTB NPU YMEPEHHbIX
pecypcax, Hanu4uuu cneynansHbix no3HaHui B IACS u ymepeHHO# MOTUBALIUY;

- SL 4 — orpaHuumBsaTb ucnons3zosaHue IACS B COOTBETCTBUU C YCTAHOBMNEHHLIMU NPUBUIIETUSIMY ANS
npeaorspaeHus 06xoaHbIX AeUCTBUI CYObLEKTOB C UCMONb30BAHUEM WU3OLLPEHHBIX CPEACTB MPHU OBLLMPHBIX
pecypcax, Hanu4uuu cneynanbHbix No3HaHui B IACS u BbICOKOW MOTMBALIUM.

6.2 Llenecoo6pa3HocTb

Kak Tonbko nonb3oartefib MAEHTU(ULMPOBaH U ayTeHTU(ULMPOBAH, CUCTEMA YMPAaBIeHUsl J0IDKHA
pasrpaunuunTb LONyCcTUMbIE AENCTBUA NO aBTOPM3OBAHHOMY UCMOMb30BaHUIO CUCTEMBI ynpaBneHus. Cob-
CTBEHHUKN UMYLLIECTBEHHbIX OOBEKTOB U CUCTEMHbIE MHTENPATOPbI AOMMKHLI BYAYyT YCTAHOBUTL ANS KAXA0rO
nonb3osarens (pusnyeckoro nuua, NPOrpaMMHOIO NPOLECCa UMM YCTPOMCTBA), IPynibl, PONu U T. 4. (cMm. 5.6,
SR 1.4 — YnpaeneHue ngeHTudukaTtopaMmm) NpuBUIEruu, onpeaensiiowpme aBTopu3oBaHHOE UCNONb30BaHNE
IACS. Llenb KOHTpOns MCNONL30BaHUSi — NPEAOTBpAaLLEHME HEABTOPM30BaHHbLIX AEWCTBUIA C pecypcaMu cu-
20



FOCT P M3K 62443-3-3—2016

CTeM ynpaBfieHUs NOCpeCTBOM NPOBEPkM hakTa HaJeseHus nonb3osaTtens HeoBXoAMMbIMU NMPUBUNETUSIMU
[0 CaHKLMOHUPOBAHNA BbIMOSHEHUS MOfMb3oBaTeNeM AeUCTBUiA. MpumepaMn JEUCTBUI SBRSIOTCS CYUTbIBA-
HWE UK 3aNMKUCb AAHHbIX, 3arpy3ka NporpamMmM U 3agaHue KoHdburypauuii. PekoMeHaaumum v SUPEKTUBbI JOIDKHbI
Mo BO3MOXHOCTW BKNOYaTh B ce6 MexaHU3Mbl, KOTOpblE ByayT PYHKLMOHMPOBATL B CMELLAHHBIX peXumMaXx.
Hanpumep, ofiH1 pecypcbl CUCTEMbI YNpaBneHusi TpeByioT HaeXHON 3aLMTbl KOHTPOMNEM UX MCMONb30BAHNS,
HanpUMEpP OrpaHUYUTENBHbLIX NPUBUMETUIA, a ApyrMe — HET. YTo kacaeTcs paclumpeHuit, TpeGoBaHUS K KOH-
TPOSIO KCMONb30BaHMS AOSKHbI 3aTParMBaTh U AaHHbIE B MeCTax ux xpaHeHusi. Mpusunernu nons3osarenei
MOTYT BapblpOBaTLCS C YY4ETOM BPEMEHU CYTOK/aTbi, MECTA U CPEACTB OCYLLUECTBNEHKS A0CTyna.

6.3 SR 2.1 — KOHTpOsb BbINONIHEHUA aBTOPU3aLUiA

6.3.1 Tpeb6oBanue

Ha Bcex uHtepdencax cucrema ynpasneHus AofmkHa obecnevmBartb BO3MOXHOCTb KOHTPOIS BbIMNOI-
HEHUS aBTOpU3aLmii, 0053aTenbHbIX A5 BCEX NONb3oBarenen — MU3nYeCKUX nuL, AN KOHTPONSA UCMOMb30-
BaHUA CUCTEMbI YNIPABNEHUs € NOAAEPXKAHUEM PAHXXUPOBAHUS 00S3aHHOCTEN Y MUHUMATbHOW NPUBUIETUN.

6.3.2 Llenecoobpa3sHOCTb U OONOSIHUTENbHAA METOAOMNOIMYeCcKan OCHOBA

MonuTUKKM KOHTPOMSA UCMNOMNL30BAHUS (HANPUMEp, NMOMUTUKU HA OCHOBE UAEHTUYHOCTU, NONUTUKK Ha OC-
HOBE ponein U NOMMTUKM HA OCHOBE MPaBuIl) WU NPUBA3AHHbLIE K HUM MEXaHW3Mbl KOHTPOMS OCYLLECTBNEHUSA
JOCTyna K CYMTbIBAHUIO/3anUCK AaHHbLIX (HanpuMep, CrMCKU KOHTPOMS OCYLLECTBAEHUS A0CTyna, MaTpulbl
KOHTPOMA OCYLUECTBMNEHUS AOCTYNa 1 KpunTorpadus) NPUMEHSAIOTCA ANS KOHTPONa o6palleHnsa mexay norb-
soBarensMu (pusmyeckuMm nuuamu, NPorpamMMHbIMKU NpoueccaMu U ycTponcTeamu) u obbektamu (Hanpu-
Mep, yCTpoicTBamm, darnamu, 3anucsiMmu, NporpaMMHbIMK NpoLeccaMu, nNporpaMmMmam U JIoCMEeHamum).

[Nocne TOro Kak cucrema ynpasneHus sepuduumMpoBana MAEHTUMHOCTb Nofnb3oBaTens (huand4eckoro
niua, nporpaMMHOro npouecca unu ycrponcrtea) (cm. 5.3, SR 1.1 — Maentudukauma u ayteHTudukauma
nonb3osarenen — dumsmdeckux nuy, n 5.4, SR 1.2 — Vigentudukauus u ayreHTudunkaLusi nporpaMmmMHbix
NpoLEeCCOB M YCTPOWCTB), OHA A0MMKHA Taloke BepuUUMPOBaTh NPaBOMEPHOCTb 3anpaLtuMBaeMoiil onepauuu
B paMKax YCTAHOBMEHHbIX MOMMTUK W pernamMeHToB 6e3onacHoCTU. Hanpumep, B Criyyae NofUTUKM ynpas-
rieHnst 4OCTYNOM Ha OCHOBE ponel cucrtema ynpaeneHUsl NPOBEPUT, KAKMe ponu 3akpenneHsl 3a Bepudum-
POBaHHbLIM MOMb30BaTENEM UNK OOBLEKTOM U Kakue npuBUMerny NPUNMCaHbl STUM PONSM: €CnM NONHOMOYMNA
pacnpoCTPaHAIOTCA Ha 3anpaluMBaeMyio onepauuto, To OHa BbINOMHAETCA, B NPOTUBHOM Cly4ae 3anpoc oT-
KINOHsieTCA. 3TO NO3BOMNSET KOHTPONUPOBaTL COOMIOAEHNE PaHXUPOBaHUA O0DA3AHHOCTEN W MUHUMANbHBLIX
npusunerui. Mo BO3MOXHOCTU HE AOIHKHO AONYCKATLCS, YTODbI MEXaHU3Mbl KOHTPOSIA BbINONHEHUA obpatue-
HUM OTPULIATENbLHO BO3AEWCTBOBANM Ha 3KCMNNyaTaLMOHHbLIE XapaKTepUCTUKU CUCTEMBI YyNpaBNeHus.

MnaHoBbIe UNKU BHENIAHOBbLIE U3MEHEHUS B KOMNOHEHTAaX CUCTEMbI YNPABNEHUA MOryT CYLLECTBEHHO
0TpaXaTtbCs Ha obLel 6e30MacHOCTM CUCTEMDBI ynpaBneHus. MoaTomy xenartenbHo, YToGbl TONLKO kBanudu-
UMpOBaHHbLIE N aBTOPU30BaHHbIE NMLUA NoAyYanu A0CTyN K UCNONb30BaHMIO KOMIMOHEHTOB CUCTEMbI YApasie-
HUS C LIENbIO UHULMUPOBAHUS U3MEHEHUI, BKNIOHAs MOAEPHU3ALMIO U MOANDMKaLUMIO.

6.3.3 Pacumpenuns Tpe6oBaHumn

6.3.3.1 SR 2.1 RE1 — KoHTponb BLINONHEHWUA aBTopu3aLui Ans BCex nonb3osarenei

Ha Bcex uHTepdeiicax cuctema ynpasneHus gomkHa obecneunBartb BOIMOKHOCTb BbINONHEHUA 00a3a-
TenbHbIX aBTOPU3aLMii NPUMEHUTENLHO KO BCEM NONb3oBaTENAM (PU3ndecknM nuuam, NnPporpammHbIM Npo-
Leccam 1 yCTPOMCTBaM) B LIENSIX KOHTPONA MCNOfMb30BaHUA CUCTEMBI YNPABNEHUS C NnogaepXKaHuem paHxim-
poBaHusA 00513aHHOCTEN U MUHUMANBHON NPUBUNETNN.

6.3.3.2 SR 2.1 RE2 — CooTHeceHue nonHOMOUNi ¢ ponsamu

Cucrema ynpasneHusi aofmkHa ofecneynBaTb BO3MOXHOCTb ANA TOrO0 WNW MHOTO aBTOPU3OBAHHOTO
NONb30BaTENS UMM PONU ONPEAENSTb U KOPPEKTUPOBATL COOTBETCTBUA NOMHOMOYUIA PONSM NPUMEHUTENLHO
KO BCEM Nofib3oBaTensiM — PU3NYECKUM NNLaM.

MpumeyaHue 1 — B coOTBETCTBUM C OBLUEMPUIHAHHOI NPAKTUKOW PONU He CBOAATCS K PUKCUPOBaHHLIM pa3-
BETBMNEHHLIM NepapXusiM, Npu1 KOTOPLIX porib Gonee BLICOKOTO YPOBHSA BKIoMaeT B cebs kak NoAMHOXECTBa MeHee Npu-
BUMErnpoBaHHble pornu. Hanpumep, Ha CUCTEMHOMO agMUHUCTPATOpPa BMOSIHE MOTYT He PacNpOCTPaHATLCS NPUBUIIENUN
oneparopa.

MpumedyaHnune 2— 310 RE npMMeHUMO B pasHOW Mepe K NporpaMMHBIM NpoLeccam U ycTporncTeam.

6.3.3.3 SR 2.1 RE3 — lNpnopuTeTHOCTb AUCTIETYEPCKOro ynpasneHus

CucrtemMa ynpaBneHusi 0rpkHa noaaepimsath 00ecneveHne NPMOpUTETHOCTU PYHHOTO AUCTIETUEPCKOTO
ynpasneHns TeKyLLIMMU aBTOPU3aLmMsiMU Nornb3oBaTenei — uanyeckux nuy Ans KOHpUrypupyeMoro MOMeH-
Ta BpEMEHW Unu NoCneaoBaTesibHOCTU COOLITUN.
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MpuMedaHUe — 3a4yacTyro HeobxoguMa peanusayua ynpaenseMoin U ayaupyemMon NpUopUTETHOCTY PYyUHOro
yrnpaBrieHUs aBTOMaTU3NPOBaHHBEIMU MEXaHU3MaMu B criydae coObITUA M3 pa3psfa aBapUiAHbIX UMW LPYIUX CepbesHbiX
coGbiTuii. Bnarogaps aToMy gucneTyep MOXeT NO3BONUTL onepaTopy GbICTPO cpearnpoBaTh Ha HeLTaTHble 0GCTOSTENb-
cTBa 6e3 3aKpbITUA TEKYLLEro ceaHca M OTKPLITUSI HOBOTO OT UMeHM nonb3oBatens — duandeckoro nuua ¢ Sornee BLICOKOM
npusunernen.

6.3.3.4 SR 2.1 RE 4 — [1IBoiiHOE noaTBEpXKAEHNE
CucremMa ynpaBneHus gomkHa NogaepXXuBaTth 4BOWHOE NOATBEPKAEHME HA Cnydai, €Cnv To UNU UHoe
NEeRCTBUE MOXET CEPbE3HO OTPa3UTLCS HA NPOU3BOACTBEHHOM MpoLecce.

MpumeyaHue — OBLLENPUHATONR NPaKTUKON ABNACTCA OrpaHUYeHe BONHOTO NOATBEPXKAEHUA B MONb3y Aeid-
CTBWiA, TPeBYIOLMX O4EeHb BLICOKOTO YPOBHSA [OCTOBEPHOCTU, YTO OHWU OYAYT BLIMOMHEHLI HAAEXHO W KOppeKkTHo. Tpe-
6oBaHWe [BOWHOrO NOATBEPXAEHUS NOSYEPKUBAET CEPbE3HOCTb MOCNEACTBUN B Cly4ae HEYCNELWHOro, HO KOPPEKTHOIo
feiicTeus. NMpUMepoM cUTyaLuu, Npu KOTopol TpebyeTcs [BOIHOE NOATBEPXACHNE, ABNAETCA CMEHa YCTaBKU A11s KpUTU-
Yecky BaXHOro NpoMbiLLeHHoro npolecca. OBLenpU3HaHHON NpaKTUKoW ABMSETCA 0TKa3 OT NPUMEHEHUA MeXaHW3MOB
[BOWHOro NOATBEPXAEHWS B crydae, ecnu TpebyeTcsi MrHOBEHHasA peakuus Ans NpeaynpexaeHns NocneAcTBMiA, OTHOCS-
wmxca kK HSE, HanpuMep aBapuitHOW OCTaHOBKW NPOMBILLIIEHHOMO npouecca.

6.3.4 YpoBHM 6e30nmacHOCTH

Hanee npueeaeHbl TpeboBaHua ans ypoBHelr SL, oTHocawmxca K SR 2.1 — KOHTPOnb BbINONMHEHUSA
aBTOpU3aLMiA:

- SL-C (UC, cucrema ynpasneHnus) 1: SR 2.1;

- SL-C (UC, cucrema ynpasneHus) 2: SR 2.1 (1) (2);

- SL-C (UC, cucrema ynpasnenus) 3: SR 2.1 (1) (2) (3);

- SL-C (UC, cuctema ynpasnenus) 4: SR 2.1 (1) (2) (3) (4).

6.4 SR 2.2 — KoHTponb 6ecnpoBOAHOrO UCNOSbL30BaHUA

6.4.1 Tpe6oBaHue

Cucrema ynpasneHus gomkHa obecrneymBarb BO3MOXHOCTb aBTOPU3ALIMKM, OTCAEXUBAHUA U YCTaHOB-
NeHns orpaHudYeHuit Ha obpalleHUs NPUMEHUTENLHO K BO3MOXHOCTAM 0eCnpoBOAHOMO B3aUMOAEWCTBUA C
CUCTEMOMN ynpaBneHusi B COOTBETCTBUM C OOLLENPUHATHIMU NPaKTUKaMU UHAYCTPUMU 6E€30nacHOCTH.

6.4.2 Llenecoobpa3HOCTb ¥ AONOfHUTENbHAA METOAO0NOrn4Yeckas OCHOBa

NioGas BecnpoBofHas TEXHONOIUSE MOXET U B DOMbLUMHCTBE Cry4aeB AOMKHA NO BO3MOXHOCTU pac-
CMaTpUBaTLCA Kak eLle 04Ha onuuMsa NPOTOKOMa Nepefayun 4aHHbIX, @ 3HAUWT, OHA NOSYUHSETCH TEM e Tpebo-
BaHUAM 6esonacHoctu IACS, uto 1 nobon gpyroi TN KOMMYHUKaLUMK, ucnonbayemoiin IACS. OgHako, no pe-
3ynbTaram aHanuaa puckoB, MOXeT noTpeboBaTkes, YToObI BecnpoBoaHbie koMNoHeHTh! IACS nogaepxvsanu
Gonee LUMPOKNE BO3MOXHOCTIU KOHTPOIISt UCTIONb30BaHUS, YeM Te, KOTOPble 0ObIYHO TPEBYIOTCSt OT NPOBOAHbIX
CUCTEM AN TOro e cny4vas npuMmeHenusa n SL-T. Paznuuua B pernaMmeHTe Taikke MoryT obycnaenueartb pas-
nuyma B Tpebyembix BO3MOXHOCTAX MeXAY NPOBOAHbLIMU U DECNPOBOAHBIMA KOMMYHUKALMAMMU.

Kak oTmeyeHo B 5.8, SR 1.6 — YnpasneHue BecnpoBoaHbiM AOCTYNOM, BecnpoBOAHbIE TEXHOMOMMM
BKMIOYAIOT B CeBA, HO HE OrpaHWYMBAIOTCA ITUM, MUKPOBOSIHOBYHO, CMYTHUKOBYIO CBA3b, MAKETHYIO paguo-
cBsisb, TexHonorun |[EEE 802.11x, IEEE 802.15.4 (ZigBee, M3K 62591 — WirelessHART®, ISA-100.11a),
IEEE 802.15.1 (Bluetooth), MmoBunbHble MapLupyTu3aTopbl 6ecnpoBogHbix JIBC, MobunbHbie TenedoHsbl ¢ Te-
TEPUHIOM U PasnuyHbie TEXHOMOMMU CBA3K B MHAIPaKpPaCHOM AManasoHe.

6.4.3 Pacwupenusa Tpe6oBaHui

6.4.3.1 SR 2.2 1 — VaeHTudurkauus n coobLieHne 0 HeaBTOPU30BaHHbIX 0€CNPOBOAHLIX YCTPOUCTBAX

CucteMa ynpaneHus goskHa obecneunsaTb BO3MOXKHOCTb UAEHTMdMKaLun u coobLLeHna O HeaBTo-
pu30BaHHbIX BecnpoBOAHbLIX YCTPOWCTBAX, NepeaatoLumX CUrHansl B npeaenax puanyeckon cpeabl CUCTEM
ynpaBneHus.

6.4.3.2 Mycro

6.4.4 YpoBHu 6e30MacHOCTH

Hanee npuseneHsl TpeboBaHus anst yetbipex ypoBHen SL, oTHocswmxcs k SR 2.2 — Kontponb 6Gec-
NPOBOAHOIO UCMONbL30BaHUA:

- SL-C (UC, cuctema ynpasneHnus) 1: SR 2.2;

- SL-C (UC, cuctema ynpasneHnus) 2: SR 2.2;

- SL-C (UC, cuctema ynpasnenus) 3: SR 2.2 (1);

- SL-C (UC, cuctema ynpasnenus) 4: SR 2.1 (1).
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6.5 SR 2.3 — KOHTpOsb uCnonsL30BaHUA NOPTATUBHbIX U NOABUXHbIX YCTPOUCTB

6.5.1 TpeGoBaHue

CucreMa ynpaBneHust AomkHa obecnevmBaTb BO3SMOXHOCTb aBTOMATUYECKOTO BbIABUKEHNS KOHAUTY-
pVpYEMbIX OrpaHUYEHNit Ha oBpaLLeHus, BKNoYaoLwmx B cebs:

a) 3anpeT Ha UCNonb30BaHNe NOPTATUBHLIX U MOOUILHBIX YCTPONCTB;

b) TpeGoBaHne asTopusauun, 06yCnoBNeHHOW KOHTEKCTOM; 1

C) OrpaHW4eHne Ha nepeaady KOAoB U AaHHbLIX OT/HA NOPTaTMBHLIE U MOGUITbHbLIE YCTPONCTRA.

6.5.2 Llenecoo6pa3HoOCTb U AONOSIHATENbHAA METOAOIOrMYecKas OCHOBa

MopTaTuBHbLIE M MOBUIIbHBLIE YCTPOMCTBA MOTYT BHOCUTL HEXEMATENbHLIA CETEBOW TpaduK, BPeAOHOC-
HOe nporpammHoe oBecnevyeHuwe u/unu NpoBOLMPOBAaTbL PaCKpbITUE MHGOPMAaLMKU, NOITOMY Cneayer npea-
YCMOTpPEThb CreuuanbHblii KOHTPOMNb, CBSA3AHHbIA C UX MPUMEHEHUEM B TUTNIUYHOW CPEAEe CUCTEM YNpaBIieHUs.
MonuTukM n pernaMmeHTbl 6830NaCHOCTM MOTYT HE A0NYCKaTh T€ UM UHbIE DYHKLUUW UMK Onepauun, BbINon-
HAEMble NOCPEACTBOM NOPTATUBHBIX W/MNWN NOABUXHBLIX YCTPOWCTB. B M3OK 62443-2-1 npusegeHa mMeTogomno-
rMyeckas OCHOBa Ha NPeaMET TOro, KOraa U rae cnegyet gonyckarb 06palleHust ¢ y4actuem nopTaTuBHbLIX U
MOABWXHbIX YCTPOWCTB.

3awumTta nHopmaumu, 6asmpyoLleincs Ha NOPTaTUBHLIX M MOBUIBHBLIX YCTPOWCTBaX (Hanpumep, npu-
MEHEHUE KpUnTorpauyecknx MexaHU3mMoB 3aluUThbl KOHPUAEHLMANBHOCTU U LIENOCTHOCTH MHdOpMauun B
MOMEHT €€ XpaHeHWs U nepegaymn 3a npegenaMm KOHTPONMPYEMbIX YHacTKOB) OCBELLEHA B APYTuX (pparmMeH-
Tax (cMm. pasgen 8, FR 4 — KoH(uaeHLMansHOCTb AaHHbIX).

6.5.3 PacwmnpeHus Tpe6oBaHui

6.5.3.1 SR 2.3 RE 1 — YxecroueHue cratyca 6€30nacHOCTM NMOPTATUBHBIX U MOABUXHBLIX YCTPONCTB

CuctemMa ynpaeneHus gomkHa o6ecneymBaTb BOIMOXHOCTL MPOBEPKM TOFO, YTO NOPTATUBHBLIE UM MO-
OunbHbIE YCTPOICTBA, NbITAIOLLMECH COEAUHUTLCA C 30HOI, COOTBETCTBYIOT TpeboBaHusM 6e30nacHOCTU 3TOM
30HBl.

6.5.3.2 Mycro

6.5.4 YpoBHU 6e30MacHOCTH

Hanee npuBeaeHbl TpeboBaHus ansA ypoBHel Sk, oTHocsawmxca kK SR 2.3 — KoHTponb ucnons3oBaHus
NOPTaTUBHbIX U MOOGUIbHBIX YCTPOWCTB:

- SL-C (UC, cucrema ynpasnienus) 1: SR 2.3;
SL-C (UC, cucrema ynpaeneHusa) 2: SR 2.3;
SL-C (UC, cuctema ynpasnenus) 3: SR 2.3 (1);
SL-C (UC, cuctema ynpasneHnus) 4: SR 2.3 (1).

6.6 SR 2.4 — MobunwbHbIk KoA,

6.6.1 TpeGoBaHue

CucrtemMa ynpasneHusa AomkHa obecneunBaTb BO3MOXHOCTb BbIABWKEHUSA OrPaHU4eHUi Ha oBpalLeHns
C UCMOMb30BaHUEeM TEXHOMOMMA MOBUNBLHOIO KOAa UCXOAs U3 pUCKa HaHeceHus yuepba cucreme ynpasne-
HUSA, U 3TU OTPAHMYEHUSI BKITIOYAIOT B cebs:

a) 3anpeLleHne BbINONHEHUsI MOBUIBHOTO KOAA;

b) 3anpoc COOTBETCTBYIOLLEN ayTeHTUbMKkaLum u asTopusauum Ansa NCTOYHUKA Koaa;

C) OrpaHu4eHne nepeaayn MOGUNLHOIO KOAA K CUCTEME YNPABIEHUS U OT HEe; n

d) oTcnexusBaHue UCMONb30BaHUS MOOUITBLHOTO KOAA.

6.6.2 Lilenecoo6pa3HoOCTb U JONONHUTENIbHAA METOAOIOMNMYeCKas OCHOBa

TexHOMorMn Ha OCHOBE MOOWNLHLIX KOAOB BKMIOYAIOT B cebf, HO HE OrpaHuW4MBaloTcA 9TuMm, Java,
JavaScript, ActiveX, ¢hopmar nepeHocumbix gokymeHtoB (PDF), Postscript supgeodparmenTol Shockwave,
Flash-aHumaumu n VBScript. OrpaHuyenust Ha obpalleHusi OTHOCATCS Kak K BbIOGOpY U UCMOSb3OBAHUIO MO-
BGUNBHOIO KOAA, MHCTANNMMPYEMOro Ha cepBepax, Tak U K BbIDOpY M MCNONb30BaHMIO MODUMBLHOIO KoAaa, 3a-
rPY>KAeMOr0 U BbIMOMHAEMOrO Ha OTAENbHbIX pabounx CTaHUMsX. PernamenTbl ynpaBneHusa N0 BO3IMOXHOCTH
JOMKHbI 3anpeLiars paspaboTky, NPUHSTUE UMK BHECEHUE HEeAO0MYCTUMOro MOGHUNLHOTO KoAa B Npeaenax cu-
cTeMbl ynpasneHus. Hanpumep, MOryT ObiTb 3anpeLleHsl nepeaadn MoOUnbHbIX KOA0B HENOCPEACTBEHHO K CU-
CTeMe ynpaBneHusi, HO paspeLleHbl B KOHTPONIMPYEMON CMEXHON cpeae, obcnyxmnBaemMolt nepcoHanom IACS.

6.6.3 PacuwupeHnunn TpeSoBaHui

6.6.3.1 SR 2.4 RE 1 — lNposepka LenocTHOCTU MOBUNBLHOIO Koaa

Cuctema ynpasneHust 4omkHa obecneunBarb BO3MOXHOCTb Bepudukauum UenoCTHOCTY MODUIbLHOIO
KoZa A0 pa3peLueHns BbINOSTHEHUs KOAa.
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6.6.3.2 MNycro

6.6.4 YpoBHU Ge30nacHOCTH

[anee npuseaeHbl TpeboBaHua a4na ypoBHei SL, oTHocAWmMXCA K SR 2.4 — Mo6GunbHbIl KoA:
- SL-C (UC, cucrema ynpasnenus) 1: SR 2.4;

- SL-C (UC, cuctema ynpaBnenus) 2: SR 2.4;

- SL-C (UC, cuctema ynpasnenus) 3: SR 2.4 (1);

- SL-C (UC, cucrema ynpasnexus) 4. SR 2.4 (1).

6.7 SR 2.5 — Bnokuposka ceaHca

6.7.1 TpeGoBaHue

Cucrema ynpasneHus AomkHa obecneumBarb BO3MOXHOCTb NPEAOTBPALLEHNUS AOCTYNa NOCPEACTBOM
MHULMaUUN GNOKMPOBKU CeaHca Yepes KOHMpUrypupyemMbiii BpEMEHHON NMPOMEXYTOK OTCYTCTBUSI aKTUBHOCTH
UM NOCPEACTBOM py4YHON MHUUMauuu. BnokupoBka ceaHca AOMKHA OCTaBaTbCA B cuie A0 TeX Mnop, noka
nonb3osarens (Pusnyeckoe NMuo), y4peauBLUMIA CeaHC, N APYron asTOPM3OBaHHLIN NoMb3oBarestb — u-
3M4YeCcKoe ANLO BOCCTAHOBUT AOCTYN NOCPEACTBOM COOTBETCTBYIOLMX NPOLEAYP NAEHTUMMKALMKA U ayTeHTU-
dukaumm.

6.7.2 Llenecoo6pasHOCTb U AONOSIHUTESIbHAA METOAONOrMYeCcKas OCHOBA

CyObekT, OTBEYaloLMin 3a CUCTEMY YrpaBneHus, JOIHKEH N0 BO3MOXHOCTU NPUMEHATb OMOKMPOBKY Ce-
aHCOB AN NPeAOTBPALLEHNSA 4OCTYNA K KOHKPETHBIM Paboyum CTaHUMSM unu yanam. CuctemMa ynpaeneHus no
BO3MOXHOCTU JOJKHA aBTOMATUYECKN aKTUBUPOBATbL MeXaHn3mMbl GNIOKMPOBKU ceaHca Yepes KoHurypupye-
MbIl NPOMEXYTOK BPEMEHMW ANSA ONpeAeneHHbIX pabounx CTaHLMi unu y3noB. B HEKOTOPbIX CRy4asx HE peKo-
MeHAO0BaHa BriokMpoBKa CeaHCOB AN pabounx CTaHLUUii ONepaTopoB Uin y3noB CUCTEM YNPAaBNEeHUs (Hanpu-
Mep, CeaHCOB, HEOOXOANMbIX 4SS NMPUHATUS ONEpPaTOPaMK HE3aMEIUTENBHbLIX OTBETHLIX MEP B HELUTATHbIX
cuTyauunax). BnokupoBka ceaHCOB — He 3aMEeHa 3aBepLUEHNA CEaHCOB B CUCTeMe ynpasneHusi. B cutyauusx,
KOraa cucTema yrnpaereHust He MOXET NoAAePKUBaTh GIIOKMPOBKY CEAHCOB, OTBETCTBEHHDIN CYObEKT JOMmKEH
no BO3MOXHOCTW MPUMEHATb COOTBETCTBYIOLLUME KOMMEHCALMOHHBIE KOHTPMEpbLI (Hanpumep, obecneyeHue
yNy4LLEeHHOM cpusmueckoii 6esonacHocTn, 6e30MacHOCTM NepcoHana u NPUHATUE Mep NO ayauTy).

6.7.3 PaclumnpeHus TpeGoBaHui

OTCYTCTBYHOT.

6.7.4 YpoBHM 6e30nacHOCTU

[anee npueeaeHsbl TpeboBaHma ana ypoBHen SL, oTHocawmxcsa kK SR 2.5 — brniokuposka C€aHCOB:

- SL-C (UC, cucrtema ynpaeneHus) 1: SR 2.5;

- SL-C (UC, cucrema ynpaeneHusi) 2: SR 2.5;

- SL-C (UC, cucrema ynpasneHusi) 3: SR 2.5;

- SL-C (UC, cucrtema ynpaeneHusi) 4: SR 2.5.

6.8 SR 2.6 — lNpepbiBaHue yaaneHHbIX CEAHCOB

6.8.1 TpeGoBaHue

Cucrema ynpasneHus JomkHa obecneymBarb BOSMOXHOCTb NpepbiBaHUSA yAaneHHoro ceanca nubo as-
TOMaTUYECKH, NOCIE KOHUIypUpyemoro nepuoa OTCYTCTBMA aKTMBHOCTU, NMOO BPY4YHYIO NONb30OBaTenNeMm,
KOTOPbIA UHULMUPOBAN CEaHC.

6.8.2 LlenecooGpa3HOCTb U AONONHUTENbHAsA METOAONOrMYEeCcKas OCHOBa

YaaneHHbl CeaHC MHULIMMPYETCH BCAKWIN pa3, KOFAa K CUCTeMe ynpaBrieHUs nomny4alor 4oCTyn Yepes
rpaluuy 30Hbl, onpeaeneHHon COBCTBEHHMKOM OOBLEKTOB HA OCHOBE OLIEHKM MX puckoB. 310 TpebosaHue
MOXeET ObiTb OrpaHU4EHO B NOJb3y CEAHCOB, KOTOPbIE UCTIOSb3YIOTCA ANS ONepaumii MOHUTOPUHIA U 06CNYXK-
BaHUA CUCTEMbI YNPABNEHUA (HO HE KPUTUYECKN BAXKHbIX OftepaLuin) Ha OCHOBE OLEHKU PUCKOB AMsi CUCTEMbI
yNpaBneHus, a Takke NONUTUK U pernaMmeHToB 6e30nacHOCTU. HeKoTopbIe CUCTEMBI YNpasneHus unu Kommno-
HEHTbI MOTYT He OMNYCKaTh NpepbiBaHUE CEaHCOB.

6.8.3 Pacwumpenus TpeboBanumn

OTCyTCTBYIOT.

6.8.4 YpoBHU 6e30nacHoOCTH

Hanee npuBeaeHbl TpeboBaHusa Ans ypoBHen SL, oTHocAwmxcs k SR 2.6 — lMpepbiBaHne yaaneHHbIX
CeaHCoB:

- SL-C (UC, cucrtema ynpaenehusi) 1: He onpeaeneHo;

- SL-C (UC, cuctema ynpasnenusi) 2: SR 2.6;
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- SL-C (UC, cucrema ynpaenenus) 3. SR 2.6;
- SL-C (UC, cucrema ynpasneHus) 4: SR 2.6.

6.9 SR 2.7 — KoHTponb napannenbHbIX CEaHCOB

6.9.1 TpeGoBaHue

Cucrema ynpaerneHus JomkHa obecneymBaTb BOSMOXHOCTb OrpaHU4EHNs YnCna napannensHbiX ceaH-
COB Ha uHTepdeic Ansa TOro Unu MHOro nonb3osartenst (PU3NYecKkoro nuua, nNporpammMHOro rnpouecca unu
YCTPOWCTBA) 40 KOHPUTYPUPYEMOTO YMCa CEaHCOoB.

6.9.2 Llenecoo6pa3sHOCTb U AONOJNTHUTENbHAA METOQONOIMYecKan oCHOBA

Ecnu He Hanaratb orpaHU4YeHusi, TO MOXET MPOU3ONTM 0TKa3 B 0OCNY>XUBAHWUUN U3-32 HEXBATKU PECYPCOB.
CyLuecTByeT KOMNPOMUCC MEXAY NOTEHUManbHOW DfOKMPOBKON COOTBETCTBYIOLLErO NOMb30BaTens u 6noku-
POBKOI BCEX MONb30BaTENei U CepBUCOB MU3-3a HEXBATKWU PECYPCOB CUCTEMbI yripasneHus. Mo-sugumomy,
TpebyeTcss METOA0NOMMYECKasi OCHOBA OT MNOCTaBLUMKOB NPOAYKTOB U/UIIM CUCTEMHbIX UHTErpaTopos Ans npe-
[OCTaBMNeHns 0CTATOMHOW MHOPMAaLMK O NOPsiAKE YCTAHOBIIEHUS MaKCUMAarIbHOTO YNCNA CECCUiA.

6.9.3 PacwupeHus TpedboBaHui

OTcyTCTBYIOT.

6.9.4 YpoBHU 6e30nacHOCTH

Hanee npuBegeHbl TpeGoBaHus Ans ypoBHel SL, oTHocAwmxcsa kK SR 2.7 — KoHTponb napannenbHbix
CeaHCoB:

- SL-C (UC, cucrema ynpasneHus) 1: He onpeaeneHo;

- SL-C (UC, cuctema ynpasneHus) 2: He OrnpeaeneHo;

- SL-C (UC, cucrema ynpasneHus) 3: SR 2.7,

- SL-C (UC, cucrema ynpaenenus) 4. SR 2.7.

6.10 SR 2.8 — Co6bITuA, nognexauue ayouty

6.10.1 Tpe6oBaHue

Cuctema ynpaBneHust 4omkHa o6ecnevmBaTb BO3MOXHOCTb reHepaLmy 3anucein ayauTa, OTHOCALLMX-
csa kK 6e30MacHOCTH, ANs CNeayoLWmMX KaTeropuit: ynpasneHune AocTynoM, owmnbku 3anpoca, cobbiTusa onepa-
LMOHHOW CMCTEMbI, COOLITUS CUCTEMbI ynpaBnenusi, cobbiTusi ayGNMPOBaHNA U 3aMelleHus, U3MEHEHUsA B
KOHUIypauusx, noTeHumansHas passegbiBaTernibHas akTuBHOCTb M COObITUS XXypHana perucrpauum ayauTa.
OTAenbHO B3ATbIE 3anvcK ayauTa AoIHKHbI BKMOYaTh B Ce0S1 BPEMEHHYIO METKY, UCTOUHUK (MCXOAHOE YCTPOU-
CTBO, NPOrpaMMHbIi NPOLECC MU YYETHYIO 3anNUChb NOMb30B8aTena — hU3n4eckoro nuua), kareroputo, Tun, ID
cobbITUA M pesynbTaT CobbITUSA.

6.10.2 Llenecoo6pa3HoOCTb U QONONHUTENbHAA METOAO0NOrNYEecKas OCHOBa

Llenb aTtoro TpeboBaHnsA — huUKcaLMs HACTYMEHUST BaXHbIX COObITUN, KOTOPbIE HeoBX0aAUMO NoABEp-
ratb ayauTy Kak CyLUECTBEHHbI€ U 3HauuMble Ans 6e30NacHOCT CUCTEMBI ynpaBneHua. Ayaut akTUBHOCTU
nonb30oBaTenein MOXET OTPaXKaTbCA Ha (PYHKLMOHUPOBAHUM CUCTEM ynpasneHus. PyHkumio ayauta 6esonac-
HOCTM 0BBIYHO KOOPAUHUPYIOT C PYHKLMENH MOHMTOPUHFA paboTOCNOCOBGHOCTU M COCTOAHUA CETYU, KOTOopasi MO-
XeT BbITb peanuaoBaHa U NpuHaanexarb Apyroi 3oHe besonacHoctu. Mpu cocTaBneHUn NEpPeYHn CobbITWUiA,
noanexalumx ayauty, cneayer y4uTbiBatb obLienpusHaHHble u 0406peHHbIe hOpMbl U PYKOBOACTBA MO KOH-
hurypupoBaHuio. FMonutukn n pernameHTbl 6€30MacHOCTU N0 BO3MOXHOCTU AOSMKHLI ONpeaenaThb Te cobbiTus,
noanexaiumwe ayauTy, KOTOpbie AOMYCKaloT noajepXaHue uccneaoBaHui NocTdakTym nHuuaeHTos besonac-
HocTu. Kpome Toro, xenatenbHo, 4tobbl 3anuceit ayauta Obino A0CTaTOMHO ANS OTCnexuBaHus acdekTms-
HOCTU U KOPPEKTHOIO (hYHKLMOHUPOBAHUSI MEXaHM3MOB 6e30NacHOCTU, NPUMEHAEMbIX AN obecneyeHuns co-
OTBETCTBMA TpeOOBAHMAM HACTOALLErO CTaHAapTa.

Cnegyet 0TMeTUTb, YTO TpebosaHue cmkcaLum cobbITUI NPUMEHNMO B KOHTEKCTE (PYHKLIMOHANBHOCTH
KOHKPETHON CUCTEMbI, TOMHEE, B KOHTEKCTE TpeGoBaHuit 6€30NaCHOCTU KOHKPETHOW CUCTEMbI ANst OTAENLHO
B35ATOrO ypoBHsi. Hanpumep, Tpe6GoBaHue dukcauum cobbituin ayTeHTudukauum (B KaTeropum ynpasneHus f0-
CTynom) B cucreme ¢ SL 1 npuMEeHUMO TONbLKO K YPOBHIO (DYHKLUMOHANBHOCTU ayTeHTudukauum, Tpedbyemomy
ans SL 1 B cootBeTcTBUYU € TpeGoBaHusimu pasgena 5. CobbiTuA MOTyT HAacTynaThb B NlOOOM KOMIOHEHTE Cu-
CTeMbl yNpasnexrus (Hanpumep, cobbITHs BXOAA B CUCTEMY) UMK OTCIEXMBATLCSA NOCPEACTBOM CrieLManusu-
POBaHHbIX MOHUTOPOB. HanpumMep, CkaHMpoBaHWe NOPTOB MOXET ObiTb 3aPMKCMPOBAHO CUCTEMOV OOHapye-
HUS1 HECAHKLIMOHUPOBAHHbLIX NMPOHUKHOBEHUN (IDS) unu cucreMon npeaoTepaLleHnst HeCaHKLIMOHMPOBAHHBIX
npoHukHoBeHun (IPS).

25



FOCT P M3K 62443-3-3—2016

6.10.3 PacwupeHusa TpeboBaHui

6.10.3.1 SR 2.8 RE 1 — LleHTpanu3oBaHHO ynpasnsieMblii CUCTEMHbIV XXypHan ayauTa

Cucrema ynpaeneHusa AomkHa obecneumearb BO3MOXHOCTb LEHTPanNU30BaHHOIO ynpaBnieHusa coObiTu-
MW ayauTa M KOMMOHOBKM 3anucei ayauTa, NOCTynaloLmx OT MHOXECTBa KOMMOHEHTOB B Npeaenax cucre-
Mbl YNpaBneHUs B XXypHasn KOpPPenupoBaHHOIO BO BpeMEHu ayauta macwmaba cuctembl (NOruyeckoin unm
dusuyeckor). Cuctema ynpaeneHus AOMkHA obecneunBarb BO3MOXHOCTb JKCMOPTa 3TUX 3anucen ayaurta
B (hopmatax NpPOMBbILLNEHHbIX CTaHAAPTOB ANS UX aHanu3a nocpeacTBOM CTaHAAPTHbLIX KOMMEPYECKUX UH-
CTPYMEHTOB aHanusa annos perucrpauuu, Hanpumep CpeacTs ynpasseHusa uHgopmaumen u codbIiTusiMm
6esonacHocTtu (SIEM).

6.10.3.2 NycTo

6.10.4 YpoBHM 6€30NacHOCTHN

[Nanee npuBeaeHbl TpebOBaHUS ANA YeTbIpEX ypoBHeN SL, oTHocawmxcsa k SR 2.8 — CobbiTusa, noa-
nexatiue ayauty:

- SL-C (UC, cucrtema ynpasnenust) 1: SR 2.8;

- SL-C (UC, cuctema ynpasnenus) 2: SR 2.8;

- SL-C (UC, cuctema ynpasneHus) 3: SR 2.8 (1);

- SL-C (UC, cucrema ynpasneHus) 4: SR 2.8 (1).

6.11 SR 2.9 — EMKOCTb CUCTEM XpPaHEeHUA AAHHbIX ayauTa

6.11.1 Tpe6oBaHue

Cucrema ynpasneHna A0IMKHA BblAENATb 0CTATOYHYIO €MKOCTb A1 CUCTEMbI XpaHEHUA 3anucen ayau-
Ta B COOTBETCTBMM C OOLLENPU3HAHHBIMU PEKOMEHAALMSMM NO YNPaBNeHUIo hannaMm perucTpayuy u KOH@m-
rypMpoBaHuio cucrem. Cuctema ynpasneHus 0IkHa NpefyCMaTpuBarb TakMe MEXaHU3Mbl ayAuTa, KOTopble
CHIXKAIOT BEPOSITHOCTL NEPENONHEHUS XPAHUIULLA.

6.11.2 Lienecoo6pa3HOCTbL U AONOSNIHUTENbHAA METOAONOrMYecKkas OCHOBa

CucrtemMa ynpasneHust N0 BOSMOXHOCTU 10MMKHA 00ecneunBarb EMKOCTb HOCUTENS AAHHbIX ayauTa, A0-
CTaTOYHYIO C YYETOM MOMUTUKW XPAHEHUS, BLINOMHAEMOro ayauta u TpeboBaHuii OHNanH-06paboTkn AaHHbIX
ayguta. OupekTusbl, noanexaiyue y4ety, Mmoryt Bkniovartb B ceds NIST Special Publication (SP) 800-92 [27].
EMKOCTb HOCMTENA JaHHbIX ayauTa no BO3MOXHOCTM AOMKHA ObiTb 4OCTATOUHONW ANS coXpaHeHus daiinos
perucTpauun B TE4EHWE nepuoaa BpemMeHu, 06yCroBNEHHOro AeHCTBYIOLMMMN NOSIMTUKAMKU U HOPMaMKU Ui
6usHec-TpebGoBaHUAMM.

6.11.3 PacwuupeHus Tpe6oBaHuMn

6.11.3.1 T 2.9 RE 1 — MpeaynpexaeHue npu JOCTMKEHUN NOpOra eMKOCTN HOCUTENS 3anucei ayaurta

Cuctema ynpasneHus JomkHa obecneunBaTh BOZMOXHOCTb NOAAYM NPeaynpeanTenbHoro curHana, Kor-
[a BblaeneHHbln 06LEM HOCUTENA AAHHLIX ANA 3anUcei ayauta JOCTUr 3a4aHHOTO (KOHUrypupyemoro) npo-
LieHTa OT MaKCMMarnbHOW EMKOCTU HOCUTENS 3anucen ayaura.

6.11.3.2 MycTo0

6.11.4 YpoBHM 6e30nacHOCTH

Hanee npueeaeHbl TpeGoBaHNUA aAnst ypoBHen SL, oTHOCALMXCA K SR 2.9 — EMKOCTL HOCUTENSA AaHHbIX
aygura:

- SL-C (UC, cuctema ynpaeneHus) 1: SR 2.9;

- SL-C (UC, cuctema ynpaeneHus) 2: SR 2.9;

- SL-C (UC, cuctema ynpaeneHus) 3: SR 2.9 (1);

- SL-C (UC, cuctema ynpaeneHus) 4: SR 2.9 (1).

6.12 OTBeTHbIE AEUCTBUSA B Clly4yae c60eB 06pabOTKU faHHbIX ayauTa

6.12.1 Tpe6oBaHue

CucrtemMa ynpasneHus omkHa obecneymsBaTb BO3MOXXHOCTb ONOBELLEHUA nepcoHana o ¢6oe u npeaot-
BPALLEHNA YTPaTbl XXM3HEHHO BaXKHbIX CEPBUCOB M (DYHKLMIA B cry4ae cbos o6paboTku gaHHbIX ayguTa. Cu-
cTeMa ynpasneHus AomkHa obecnevmBaTb BO3MOXHOCTb NOAAEPXKAHUSA COOTBETCTBYIOLMX AENCTBUIN B OTBET
Ha cboii 06paboTkn AaHHbIX ayauTa B COOTBETCTBUM C OBLLENPUHATLIMU NPOMBILLNEHHBIMU NPaKTUKaAMU U
pekoMeHaaumsmu.

6.12.2 Llenecoo6pasHOCTbL M AONCNHUTENbHAA METOAONOrUYECKAA OCHOBA

Muunumnauus ayauta 06bIMHO NPOUCXOAUT HA UCTOUHUKE cobbITUA. OGpaboTka AaHHbIX ayauTa BKIHOYAET
B cebsi mepeckInKy 3anucei ayanTta, BO3MOXHOE CHabXeHue 3anucen AononHuTensHon nidropmaumen (Ha-
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npumep, AobaBneHne BPEMEHHOW METKM) U Nepeaady 3anuceit Ha NOCTOsIHHOe xpaHeHue. Coou o6paboTku
AaHHbIX ayauTa BKIIOYAloT B cebs, HanpuMep, NporpaMMHbIe Uy annapartHble owmbku, cOoM B MEXaHn3Max
cbopa AaHHbIX ayauTa U 3arnornHeHue UM NpPeBbILLIeHnEe eMKOCTH HOCUTENA AaHHbIX ayauTa. Pykosogsuue
Marepuarnbl, KOTOpble CreayeT yuuTbiBarb NpuU pa3paboTke COOTBETCTBYIOLLUMX OTBETHLIX AEWUCTBUN, MOIYT
BknioyaTb B ceba TpeboBaHusa NIST SP800-92. Cneayer OTMETUTL, YTO Nepesanucb CambiX NMEpPBbIX 3anu-
ceilt ayauta unu NpuoCTaHoOBKa reHepauuu annos perncTpauum ayauta SBnsioTcs BOSMOXHbIMU OTBETHbIMM
OeWCTBUAMM B Cryyae NpeBbILUEHUst EMKOCTU HOCUTENSA AaHHbLIX ayauTa, OQHAKO 3TW AEWCTBUS BNEKYT noTe-
PO NOTEHUMArNbHO CYULeCTBEHHON UH(POPMAaLIUK AN 9KCMEPTHOIO aHanu3a.

6.12.3 Pacwuupenunsa TpeboBaHuM

OtcyTCTBY!IOT.

6.12.4 YpoBHu 6€30nacHOCTN

Danee npuBeaeHbl TpeboBaHuA Ans YeTbipex ypoBHen SL, oTHocawmxcs k SR 2.10 — OTBeTHbIE Aen-
CTBUSA B criydae cboeB 00paboTkM AaHHbIX ayauTa:

- SL-C (UC, cucrtema ynpasneHus) 1: SR 2.10;

- SL-C (UC, cucrtema ynpasnenus) 2: SR 2.10;

- SL-C (UC, cucrtema ynpasnenus) 3: SR 2.10;

- SL-C (UC, cucrema ynpasneHus) 4: SR 2.10.

6.13 SR 2.11 — BpemeHHble MeTKHN

6.13.1 TpeboBanue

Cucrema ynpasneHusi 4OfPKHA NPeaycMaTpuBaTh MCMOSNb30BAHME BPEMEHHbIX METOK NpU reHepaumm
3anucen ayaurta.

6.13.2 Llenecoo6pa3HOCTb U AONONHUTENbHAA METOAONOrMYecKass OCHOBa

BpemeHHble MeTku (BKoyalowme B cebst 4aty u Bpems) 3anuceil ayauta AOIDKHbI MO BO3MOXHOCTU
reHepUpoBaTLCA C UCMNONb30BAHUEM BHYTPUCUCTEMHBIX TAKTOBLIX reHepaTopos. Npu OTCYTCTBUM CUCTEMHOM
CUMHXPOHU3aUMM BPEMEHU (HTO TUNWUYHO ANS MHOTMX YCTAGHOBOK), NOTPEOyIOTCA U3BECTHLIE CODLITUA B Kaye-
CTBE TOYKM OTCYETA NMPU aHanNuU3e NOCrnefoBaTenLHOCTU CobbITUI. Kpome TOro, CUHXPOHM3aLusi CreHepupo-
BaHHbIX CUCTEMOW 3anucen ayauTta C BHELHUMMU COObITUSIMU, CKOPEe BCEro, noTpedyer CUHXPOHWU3aUuu ¢
061LLEeN3BECTHLIM BHELLUHUM UCTOMHMKOM CUHXPOCUTHANOB (Takum, kak GPS, MOHACC u Manuneo). UctouHnk
CUHXPOCUTHANOB MO BO3MOXHOCTMN JOMKeH ObITb 3aLLUULEH OT HEABTOPU3OBAHHOTO M3MEHEHHUS.

6.13.3 Pacuupenus TpeGoBaHuit

6.13.3.1 SR 2.11 RE 1 — BHyTpUCHUCTEMHAasA CUHXPOHM3ALUSA BPEMEHU

CucremMa ynpaeneHusi 4omkHa obecnevnBaTs BOSMOXHOCTb CUHXPOHN3ALUN BHYTPUCUCTEMHOIO TaKTO-
BOrO reHeparopa Ha KOHUIypUpyemon 4acToTe.

6.13.3.2 SR 2.11 RE 2 — 3awura uenoCTHOCTN MCTOMHMKA CUHXPOUMNYLCOB

WCTOYHMK CUHXPOKUMIYIIbCOB JOMKeH BbiTh 3aLLMLLEeH OT HEABTOPU3OBAHHOTO U3MEHEHUA ¥ UHULIMMPO-
BaTb COOLITUE ayauTa npu ero U3MEHEHUN.

6.13.4 YpoBHM Ge3onacHOCTH

Hanee npuBeaeHsl TpeboBaHuA 4nst ypoBHeN SL, oTHocaLWwmxca K SR 2.11 — BpemeHHble MeTKM:

- SL-C (UC, cucrema ynpasneHus) 1: He onpeaeneHo;

- SL-C (UC, cucrema ynpaenenus) 2: SR 2.11;

- SL-C (UC, cucrema ynpaenenus) 3: SR 2.11 (1);

- SL-C (UC, cucrema ynpasneHus) 4: SR 2.11 (1) (2).

6.14 SR 2.12 — 3awuTa OT Henpu3HaHUA yvyacTus

6.14.1 TpeGoBaHue

Cucrema ynpaeneHus gomkHa obecnednBarb BOSMOXHOCTb BbISIBIEHUS ddakTa COBEPLUEHUA TEM UITU
WHbIM Monb3oBaTteneM — pu3n4eckum fmLom onpegeneHHoro 4encTBug.

6.14.2 Llenecoobpa3HOCTb U JONONHUTENIbHAA METOLOMOrM4YecKas ocHoOBa

MpuMepbl KOHKPETHLIX AENCTBUIA, COBEPLUAEMBIX NONMb30BaTENEM, BKIIOHAIOT B Ce0S BbINONHeHWe aei-
CTBUIA onepaTtopa, U3MEHEHNE KOHMpurypaumin CUCTEMbI YNpaBnieHus, cosgadue nHdopmauun, oTnpaeky Co-
obLeHus, nogTBepXaeHue nHpopmauumn (Hanpumep, BbICTABNEHNE METKM O COTFlacun) U Npuem coobLUEHNMS.
3awuTa oT HENPU3HaAHUA y4acTUsA NO3BONSAET NPeceYb NOCNEeAYIOLMUE NOXHbIE 3a8BMEHUA; NONb3oBaTENS — O
TOM, YTO OH HE BbINOSNHAN ONpPeaeneHHoro AeCTBUA; aBTopa — YTO OH HE nomMedvarn aBTOPCTBO KOHKPETHOTO
[OKYMEHTa; OTNPaBUTENsS — YTO OH He OTNpaBNAn COobLIeHNs; Nony4arens — YTo OH He nony4yan coobie-
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HUS, UMK NOANUCAHTA — YTO OH HE NoANUCHIBaN AOKYMeHT. CepBUChI 3aLLUTbl OT HENPU3HAHUS Yy4acTUs MOryT
MCNONb30BaTbCA ANA OnpeAerneHus Toro, ucxoguna nu uidopmMaumsa ot nonb3oBarerns, copepLuan nu nosb-
30BaTerflb KOHKPETHbIE AEUCTBUA (Hanpumep, OTNPaBnsAn nM OH COOOLeHMe MO 3NEKTPOHHOM NodTe U noa-
TBEpXKAan nu pabounii 3aka3s, nonyyan N OH KOHKPETHYI0 uHdopmaumio). CepBuUChl 3aLUUTLI OT HENPU3HAHUA
y4acTusi NONyyaTCa NOCPeACTBOM NPUMEHEHUS PA3HOOOPAa3HbIX TEXHOMOIMI UM MEXaHn3MOB (Hanpumep,
LUuppoBbIX NOANUCEN, NOATBEPXAESHUI NONYyYeHUs1 LUPPOBbLIX COOOLLEHUI U BPEMEHHBIX METOK).

6.14.3 PacuupeHuns TpedoBaHum

6.14.3.1 SR 2.12 RE 1 — 3awura oT Henpu3HaHus y4yacTus AN BCEX Nonb3oBarenen

Cucrema ynpasneHusi 1ormkHa obecrneunBaTs BO3SMOXHOCTb BbISIBNIEHUSA hakTa COBEpLUEHUSt TEM UNK
MHbIM NonNb3oBaTenem (PU3nM4ecKuM nLOM, NPOrpaMMHbLIM NPOLIECCOM UMK YCTPONCTBOM) KOHKPETHOTO Aen-
CTBUS.

6.14.3.2 MNycro

6.14.4 YpoBHK 6€30NacHOCTHN

[anee npusegeHbl TpeboBaHUs ANA ypoBHEW SL, oTHocaWwmxCs K SR 2.12 — 3awmra oT Henpu3HaHUs
yyacrus:

- SL-C (UC, cucrema ynpaeneHus) 1. He onpeaeneHo;

- SL-C (UC, cucrema ynpaeneHusi) 2: He onpeaeneHo;
SL-C (UC, cuctema ynpasnenus) 3: SR 2.12;
SL-C (UC, cucrema ynpasnenusi) 4: SR 2.12 (1).

7 FR 3 — LlenocTHOCTbL CUCTEMbI

7.1 HasHaueHue un onucanusi SL-C(SI)

Obecneunsatb LUeNocTHOCTL IACS ans npeaoTepaLLeHnst HeaBTOPU30BaHHbLIX MAHUNYNAUMUNA:

- SL 1 — sawmwate uenoctHoctb IACS nocpeacTBOM NpeaoTBpaLLEeHUs CRyvanHbiX Unu HenpeaHa-
MEPEHHbIX MaHUNYNALWNA;

- SL 2 — 3awmwartb yenoctHocTb IACS nocpeAcTBOM NpeaoTBPALLEHNS MAHUNYNALUUIA CO CTOPOHSI
KOro-nufo, KTO MCMOMnb3yeT NPOCTbi€ CPEACTBA, UMEET HESHAYUTENbHLIE PECYPChl, NOCPEACTBEHHLIE HABbLIKM
1 HU3KYIO MOTUBALMIO;

- SL 3 — 3awmuwarb uenoctHoctTe IACS nocpeacTBOM NPefoTBpALUEHUS] MAHUMYNAUUA CO CTOPOHDI
KOro-nubo, KTo UCMONb3yeT U3OLLPEHHbIE CPEACTBA, MMEET YMEPEHHbIE PECYPChI, CrieLyUarnbHbie NO3HaHUs B
IACS 1 yMEepeHHYI0 MOTUBaLMIO;

- SL 4 — 3awmwarte yenoctHocTs IACS nocpencTBOM MPefoTBPALLEeHUMS MAHUNYNSUUA CO CTOPOHbI
KOro-nubo, KTo NCNonb3yeT U3OLLPEHHbIE CPEACTBA M UMeeT 0BLUMPHbIE PECYPCHI, CeLmarbHbie NO3HAHUSA B
IACS 1 BbICOKYIO MOTUBALIMIO.

7.2 Lienecoobpa3HocTb

IACS 3a4acTyio NpoxXoAsiT MHOXECTBO LIMKIOB UCMbITaHU (TECTUPOBAHME HA ypoBHe moaynen, FAT,
SAT, ceprudukauuto, Nycko-Hanagky u 1. 4.) 4N yA0CTOBEPEHUA TOro, YTO CUCTEMbI ByAyT hyHKLUMOHUPOBATH
Haanexaiyum obpasom elle 40 mx 3anycka. Kak Tonbko 00beKTbl BBEAEHbI B 9KCNyaTauuio, UX COGCTBEHHU-
KW OTBEvaloT 3a nogaepxkaHue uenoctHoctu IACS. Mcnonb3ys COOCTBEHHYIO METOAONOMMIO OLIEHKN PUCKOB,
COBCTBEHHMKM OOBEKTOB MOTYT YCTAHABMUBATbL PA3NUYHbLIE YPOBHU 3aLUMTHI LIENOCTHOCTU ANA Pa3fUYHbIX Ci-
CTeM, KOMMYHWUKALUUOHHBIX KaHanoB u nHdopmauuu B nux IACS. LlenocTHoCTb (husnyeckux o6bekToB cneayer
noaAepMBaTh Kak B YCMOBUAX MX 9KCMnyaTauuu, Tak 1 B cnyyae ux npebbiBaHusi B HepaboueM COCTOAHUM,
Hanpumep, BO BPeMs NMPOM3BOACTBA, B XOAE XPaHEHUSA UNu B NPOJOIMKEHNE OCTAHOBKU Ha TeX00CnyXuBaHue.
LienocTHOCTb nornyecknx 00bLEKTOB CNeyeT NOAAEPXKUBATE B XOA4E UX NEPEaYn Unu XpaHeHus, HanpuMep B
X0Ae nepechbiku 0ObEKTOB MO CETU UMW UX XPAHEHUS B XPAHWUIULLE AaHHbIX.

7.3 SR 3.1 — LlennoCTHOCTb KOMMYHUKaLUKU

7.3.1 TpeGoBaHue

Cucrema ynpasneHus AorpkHa obecneumBartb BO3MOXHOCTb 3aLUMThbl LIEMOCTHOCTU NepeaaBaeMoi UH-
cdhopmauuu.

7.3.2 Llenecoo6pa3HOCTb U AONONHUTENbLHAA METOAONOrMYecKkas OCHOBA

MHorue TUNuYHbIe CEeTeBble aTrakM OCHOBAHbI HA MaHUMYMALUMUAX C AAHHBIMU B MOMEHT MUX nepeaauu,
HarnpuMep Ha MaHWNynsauusax ¢ ceTeBbiMW nakeramu. KommyTupyembie unu mMapLipyTusmpyembie CeTu oT-
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KPbIBaOT AOMOSIHUTENbHbLIE BO3MOXHOCTU AN 3NOYMbILLSIEHHUKOB B NfaHe MaHUNynsuun ¢ nakeramu, no-
CKOSbKY OCYLLECTBUTb HE3aMETHbIW AOCTYMN K 9TUM CeTAM OObIYHO NpoLUe, a CaMu MexaHW3Mbl KOMMYTaLUuu
U MapLupyTu3aLuu Takxe MOryT noABepraTtbCs MaHuMynaumMam Ans nonyvyeHus AOMNOMHWUTEMbHOro J0CTyna
K nepegasaemoii nHdopmauun. MaHunynsumum B KOHTEKCTE CUCTEMbI YNPaBeHusi MOTyT BknodaTh B cebs
N3MEHEHUE U3MEPEHHbIX 3HAYEHUI, NepeaaBaemMbix OT AATUMKA K NMPUEMHUKY, U U3MEHEHUe NapaMeTpoB
KOMaHg, rnepecbinaeMbix OT YPaBsoOLIEro NpunoXXeHUs K UCNOMHUTENIBHOMY MEeXaHU3MY.

Honyctumble u uenecoobpasHbie MexaHu3mbl OyayT BapbUPOBATLCS B 3aBUCUMOCTM OT KOHTEKCTa (Ha-
npumep, nepegayun B npegenax cermeHTa nokanbHoOn CeTu Unu nepegayn Yepes HeAoBEPEHHbIE CETH) U TUNa
CeTH, UCNonb3yemoro npu nepenayve (Hanpumep, TCP/IP unu nokanbHbIX NOCNeA0BaTENbHbIX IMHUIA CBA3N).
B Manoii ceTu ¢ HENOCPeACTBEHHbIMU CBA3AMU (TOHMKA — TOYKA) 3almTbl HU3MYECKOro AOCTyna KO BCEM
y3namM MOXeT ObITb 4OCTATOMHO NPU HU3KKMX SL, eCru LIENOCTHOCTb KOHEYHOM TOYKM 3aLLULLEHa B TON Xe CTe-
nexHu (cm. 7.6, SR 3.4 — LlenocTHOCTbL NporpaMMHoOro obecne4venusi u uHopMalumm), B To BpEMS Kak B CETH,
paccpeaoTOMEHHOW Ha yyacTkax ¢ perynsapHbiv U3ndeckuM NpucyTCTBUEM NepcoHana, unv B rnobansHom
BbIMUCINIUTENBHON CeTU (PU3NYeCcKuii JOCTyN, CKOpee BCEro, HeocyLwecTBumM. Ecnu ana obecneveHns Kommy-
HUKALMOHHbIX CEPBUCOB UCMOMb3YETCH KOMMepYeckas cnyba Kak OTAeNbHbIA NPOAYKT, HEXENU MOSNHOCTbLIO
BbleneHHas cnyxba (HanpumMep, BbiAeNeHHasa NuHua BMECTo T1-TpakTa), TO MOXET ObiTk TPYAHEE NONYYNUTh
HeoOXoAMMble rapaHTUM OTHOCUTENBLHO peanusauunm HeoBXoaMMbIX NEMEHTORB ynpaBneHus 6e30nacHOCTLIO
AN UenocTHOCTU KOMMYHUKauuUu (Hanpumep, u3-3a HOPMaTUBHO-NPaBOBLIX OrPaHUYEHUt). ECnu HEeBO3MOX-
HO UMM HeuenecooBpasHo obecneunTb COOTBETCTBME HEOOX0AUMbIM TPEOOoBaHMAM 6E30NaCHOCTU, TO MOXET
ObITb LenecoobpasHo peanu3oBaTh COOTBETCTBYHIOLLME KOMMNEHCALIMOHHBIE KOHTPMEPHI UMK ABHO NMPUHATL J0-
MONHUTENbLHbIA PUCK.

MpowmbliuneHHoe o6opyaoBaHKe YacTo GbiBAET NOABEPKEHO BO3AEWUCTBUSAM OKPYXKaloLLEW CPeabl, YTo
MOXET MPUBOAUTL K HAPYLUEHNAM LIENOCTHOCTU /MW MHUMAEHTAM C JIOXKHOMONOKUTENbHBIMU CpabaTbiBaHK-
amu. Kak 910 yacTo GbIBaET, OKpy>KaloLasi cpefa — UCTOMHUMK B3BELLEHHbIX YacTuy, Bnaru, Bubpawuu, rasos,
pagvauum U 3NeKTPOMarHUTHbIX MOMEX, KOTOPbIE MOTYT Bbl3bIBaTh YCMOBUS, OTPKAOLMECA HA LEMNOCTHO-
CTU MPOBOAKN U CUrHaNoB KOMMYHUKALIMOHHON CBA3U. CETEBYIO0 MHAPACTPYKTYPY cneayer paspabarbiBats
Lenbo MUHUMU3aUMUM STUX PU3NYECKUX/BHELLHNX BO3AENCTBUIA HA LUENOCTHOCTb KOMMYHUKauuu. Hanpumep,
ecnu B3BecH, Bnara u/unu rasel ABNA0T coboli npobnemy, To MoXeT ObiTb He06Xx0aAUMO UCMONb30BaTh U30NN-
pOBaHHOE CTaHaapTHoe rHe3fo 45 (RJ-45) unu pasbem M12 BMeCTO NpuBbIYHOTO pasbeMa RJ-45 npoBoaku.
Cam npoBoa MOXeT TpeboBaTb UCNOMb30BaHKUA ApYron 000M04KM, KOTOPasa paccuuTaHa, cpeau npo4yero, Ha
B3auMOAeNCTBMUE C B3BELLEHHbIMM YacTulamu, Bnaron w/unu rasom. B cnyvasx, korga npobnemy sisnsiet co-
Gov Bubpaumsa, MOryT notpeboBarbcsi pasbembl M12 BO nszbexaHne oTCOeAMHEHUS NPYXXMHHBIX LUTbIPEN Ha
pasteme RJ-45. B cnyyasx, koraa npobnemy siBnsior coboi paanaums u/mnu aneKTpOMarHUTHbLIE NMOMexXw,
MOXeT notpeBoBaTbCA UCMONbL30BaHWE IKPAHMPOBAHHOW BUTON Mapbl UMM BOMOKOHHLIX kabenein ans npe-
AoTBpaLLeHus Nobbix BO34EHCTBUI HA curHansl cBs3u. Moxet notpeboBaTbCs TaKke NPOBEAEHUE aHanM3a
cnekTpa 6ecnpoBoAHbIX CUTHANOB Ha 3TUX y4acTKax, ecnu 3annaHuposaHo 6ecnpoBoAHOE CeTeBOe B3aUMO-
OeNCTBKe, ANSA YAOCTOBEPEHUs LenecoobpasHOCTU ITOT0 PELLEHUS.

7.3.3 PacwmnpeHua TpeboBaHui

7.3.3.1 SR 3.1 RE 1 — 3awmra uenocTHOCTU cpeacTsamm Kpunrtorpadum

Cuctema ynpasneHus AomkHa obecnevmsarb BO3MOXHOCTb NPUMEHEHUSI KpunTorpadmyecknx Mexa-
HW3MOB ANA BLIABMEHUA U3MEHEHU B MH(pOPMaALIMK, NPOU3OLLEALLIUX B XOA€ €€ nepeaqn.

MpumedaHue — OBlenpUHATOH NPaKTUKOW SBMSIETCA onpefeneHne JOMKHONo NCMoMb3oBaHus KpunTorpacdu-
YeCKUX MEXaHU3MOB NS ayTeHTUbnkaLmu u obecneverHnst LIeNoCTHOCTH coobLLieHuii nocne TLLaTeNbHOro aHanuaa Hyxa
6e30nacHoOCTV 1 NOTEeHLUMaNbHLIX NOCNEACTBUIA ANA (DYHKLUWOHUPOBAHWUSA CUCTEMbI U BO3MOXHOCTW BOCCTAHOBIEHUSA MO-
cne cucTemHoro cbos.

7.3.3.2 Tycto
7.3.4 YpoBHM Ge30nacHOCTU
Hanee npuBeaeHbl TpeboBaHus ana ypoeHen SL, oTHocawmxces k SR 3.1 — LIenoCcTHOCTb KOMMYHUKa-
Lu;
- SL-C (SI, cucrema ynpasnenus) 1: SR 3.1;
SL-C (SI, cucrema ynpasneHusi) 2: SR 3.1;
SL-C (SI, cucrema ynpasneHus)) 3: SR 3.1 (1);
SL-C (SI, cucrema ynpasneHusi) 4: SR 3.1 (1).
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7.4 SR 3.2 — 3awurta OT BPeAOHOCHOIO KoOa

7.4.1 Tpe6oBaHue

Cucrema ynpaeneHus gorpkHa obecnevnBaTb BOSMOKHOCTb NPUMEHEHUS 3ALLUMTHLIX MEXAHU3MOB ATiS
npeaoTBpaLleHns, oGHapYXeHUsi, CMArYeHUst BO3AEWCTBUI U COOBLLEHNA O BPEAOHOCHOM KO4E UMY HeaBTo-
pY30BaHHOM nporpammMHOM obecnedeHun. Cuctema ynpasneHuss 4omkHa obecnevmBaTe BO3MOXHOCTb 00-
HOBNEHMUA 3aLLUTHBIX MEXaHWM3MOB.

7.4.2 LlenecooGpasHOCTb ¥ AONOSIHUTENIbHAR METOA0NOrMYeckas OCHOBa

Cucrema ynpasneHus no BO3MOXHOCTU AOMKHA UCMONb30BaTh 3alUTHLIE MEXaHU3MbI ANS NPeAoTBpa-
LeHuA, obHapyeHus, CMArYeHna BO3LEeNCTBUIA M COOOLLEHUA O crydyasx nepeaayn BpefoHOCHOro koaa (Ha-
npuMep, BUPYCOB, YEPBEN, TPOAHCKUX KOHEN U LLUMMOHCKOTO NporpaMmmHoro obecneyeHums) Yepes anekTpoH-
HYIO MOYTY, BROXEHUA SNEKTPOHHOW NOYThl, A0CTYN B MIHTEPHET, CbeMHbIe HOCUTENKU (Hanpumep, YyCTPONCTBa
Ha 6ase yHuBepcanbHOW nocnegoBatenbHON WKHbI (USB), ANCKETbl UM KOMNaKT-AUCKK), AOoKyMeHTbl PDF,
Beb-cnyx0Obl, ceTeBble COEANHEHNS U MHDULMPOBAHHbLIE NINTONbLI UK APYTMe U3BECTHbIE CPeacTBRa.

MexaHu3mMbl 0GHapPYXEHUSA NO BO3MOXHOCTU AOIMKHLI ObITh CMOCOBHBLI 0OHAPYXMBATL HAPYLLEHUS Lie-
NOCTHOCTU ABOUYHLIX hainoB 1 hannos ¢ AaHHbIMU. TEXHONOrMKM MOTYT BKIIOYaTh B Cebsi, HO HE OrpaHUyK-
BaKOTCA 9TUM, TEXHONOMMU MOHUTOPUHIA LIENMOCTHOCTM ABOUYHOrO dhaiina u ero atpubyToB, XELLMPOBAHUA W
TEeXHONOrMuU noanucei. TexHONorMu CMArYeHus BO3AEWCTBUIE MOTYT BKIOYATb B €051, HO HE OrPaHUYUBAIOTCS
3TUM, O4UCTKY harinos, NoMeLLieHne annos Ha KapaHTUH, NMKBUAALMIO PainoB, OrpaHU4EeHe Ha KOMMYHU-
Kaumio ¢ xoctamu u cuctemsl IPS.

YnpexaaooLwme TEXHONOrMU MOTyT BKIIOYaTh B CE0A, HO HE OrpaHUUMUBAIOTCA ITUM, TEXHONOMUU BHE-
CEHUWA MNPUNOXEHUIA B YePHbIA W Oenblii CMIUCKK, KOHTPOMb ChEMHbIX HOCUTENENl, TEXHONOIMU NECOYHUL U
MeXaHM3Mbl CrieunanbHbIX BbIMUCAUTENBHBLIX NnaTtdopM (Hanpumep, OrpaHUYEHHbIE BO3MOXXHOCTM OGHOBNE-
HWA BCTPOEHHOro nporpammHoro obecnevenus, No Execute (NX) bit, DEP, pangomusauus pacnpegeneHus
agpecHoro npoctpaHcTea (ASLR), oBGHapyxeHue NnoBpeXKaeHUs CTEKOB U ANEeMEHTbl MAHAATHOTO YNpaBneHUs
goctynom). B 10.4, SR 6.2 — HenpepbiBHbIA MOHUTOPUHT, NPEACTAaBNEHO COOTBETCTBYIOLIEE TpeboBaHue, 3a-
TparuBawLWee NHCTPYMEHTbI U TEXHONOTUWN MOHUTOPUHIA CUCTEM YNpaBIieHUs.

MexaHusmMbl NpegoTBpaLLeHnsa  CMArMEHUs BO3AEACTBUIA MOTYT BKIMIOYaTh B cebs1 MEXaHU3MbI, paccyu-
TaHHbIE AN XOCT-INEMEHTOB (Taknx, Kak KOMMbIOTEPLI U CEPBEPbI), U MeXaHn3Mbl Ha 6ase ceTen (Takue, Kak
cuctemsbl IDS un IPS), a Takke MEXaHU3Mbl, OPUEHTMPOBAHHbIE Ha ClieynanbHble KOMNOHEHTbLI CUCTEM ynpaB-
nenus (takue, Kak kKoHtponnepol PLC n untepdencsi HMI).

7.4.3 PacwuupeHuna TpeboBaHui

7.4.3.1 SR 3.2 RE 1 — 3awura 0T Bpe4OHOCHOTO KOAa Ha BXOAAX U Bbixoaax

CucTtema ynpaeneHus gomkHa obecnevmsarb BO3MOXHOCTb NPUMEHEHUSA MEXAHWU3MOB 3aLUUTbE OT Bpe-
[OHOCHOTO KOZa Ha BCEX BX0Aax W BbIXodax.

MpuMevyaHne — Takne mexaHusMbl OBbIMHO MPEAYCMaTPUBAIOTCA HAa ChEMHBLIX HOCUTENAX, MEXCETEBbIX JKpa-
HaX, O4HOHanpaBleHHbIX Wko3ax, BEG-CEPBean, NPOKCKN-cepBepax Un cepasepax yaaneHHoro gocrtyna.

7.4.3.2 SR 3.2 RE 2 — LleHTpann3oBaHHOe ynpaBrieHNEe U OTYETHOCTb ANA 3alUuUThl OT BPEAOHOCHOIO
Koga

CucTema ynpasnerusi 4ofkHa o6ecnednBaTth BO3MOXHOCTb YNPaBNEHUA MEXaHM3MamMn 3aLUThbl OT Bpe-
[OHOCHOrO Koaa.

MpumMmeyaHune — Takue MexaHu3Mbl 0BbIYHO NPEACTaBMNEHE! LIEHTPANU30BAHHLIM YNIpaBneHneM UHDPaCTPyKTy-
PO OKOHEYHBIX TOMEK UMK pelueHusmu SIEM.

7.4.4 YpoBHM Ge3onacHOCTH
[anee npuseaeHb! TpeboBaHna anst ypoeHei SL, otHocAwmxes kK SR 3.2 — 3awurta oT BPeAOHOCHOTo
Koaa:

SL-C (SI, cucrema ynpaenenus) 1: SR 3.2;

SL-C (SI, cucrema ynpasrnenus) 2: SR 3.2 (1);
SL-C (SI, cucrema ynpasnenus) 3: SR 3.2 (1) (2);
SL-C (SI, cucrema ynpasnenus) 4. SR 3.2 (1) (2).

7.5 SR 3.3 — Bepudukauus dpyHKLUMOHANBLHOCTY 6e30NacHOCTH

7.5.1 Tpe6oBaHue
Cuctema ynpasrneHus JomkHa obecneunBaTe BOSMOXHOCTb NOAAEPKaHMS BEpudMkaLum npeanonara-
emoro aencteus yHkuun BeszonacHocTu u coobwarte 06 obHapyxeHun aHomanuin B xoge FAT, SAT u nna-
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HOBOrO TexobcnyxuBaHusi. AT pyHKUUKM Be30nacHOCTU AOMKHBLI BKNtOYaTh B ce6s BCe Te (DYHKLMU, KOTOPbIE
Heobxoaumbl 4nA nogaepxaHusa TpeboBaHnit 6e30MmMacHOCTH, onpeaeneHHbiX B HaCTOALWEM CTaHaapTe.

7.5.2 Llenecoo6pa3HoCTb U 4ONOSIHUTESIbHAA METOAONOIMYecKass OCHOBaA

[Mocrasiuuk NpoayKTOB U/MNN CUCTEMHBIN UHTEPaTOP MO BO3MOXHOCTU AOMKHLI NPEAOCTaBNATbL METO-
[ONOrMyeckyto OCHOBY Ha NMpeaMeT TOro, Kak TECTUPOBATh pa3paboTaHHble 3neMeHTbl ynpasneHus 6esonac-
HOCTb0. COBCTBEHHUKU OOBEKTOB AOIMKHBI ObiTh OCBEAOMIEHBI O BO3MOXHbIX MOCNEACTBUAX NPOBEAEHUS
3TUX BEPU(MKALIMOHHBIX TECTOB BO BPEMS LUTATHbIX onepauui. Moapo6HocTu peanusauun 3Tux Bepuduka-
UM JOMKHbI ObITb ONpeAeneHbl C TLUAaTENbHbIM YYETOM TpeOOBaHUI HENPEPLIBHOCTU onepauui (Hanpumep,
NNaHUPOBaHWSA UNU NPELBAPUTENBHOIO YBEAOMITEHUS).

Mpumepsl dyHKUMit Bepudmkaymmn 6€30nacHOCTU BKMIOYAIOT B Ce6s:

- BepumKaLmio aHTUBUPYCHBIX MEp NOCPEACTBOM TECTUPOBaAHUSA (hainoBoi CUCTEMbI CUCTEMbI YNpaB-
NeHns ¢ nomoupio TectoBoro daiina EICAR. AHTUBUPYCHOE nporpaMMHoe ofecneveHue no BO3MOXKHOCTH
OOMKHO 0BHApPYXUTk 3TOT chaiin, U N0 BO3ZMOXHOCTM AOMKHbI ObiTh MHULUMUPOBAHLI COOTBETCTBYIOLLME NPO-
ueaypbl 06paboTku MHUMAEHTOB;

- Bepucukauyumio Mep naeHtTudukauum, ayreHTudukaumm 1 Mep KOHTPONSA MCNonb30BaHUA Nocpen-
CTBOM OCYLLECTBEHNA MONLITOK AOCTYNa C HEABTOPU3OBAHHOW YYETHOM 3anuchbio (4119 HEKOTOPON (PYHKLIMO-
HanbHOCTU 3TO MOXET BbITb aBTOMATU3UPOBAHO);

- Bepudmkauyunto cuctem IDS kak anemeHTa ynpaBneHusi 6€30nacHOCTbIO MOCPEACTBOM BKIIOYEHUSI
onpeaeneHHoro npasuna B IDS, koTopoe cpabarbiBaer nNpu perucrpauuv HeCTaHAapTHOro, HO U3BECTHO-
ro HeBpeaoHocHoro Tpaduka. focne aToro MoXeT ObIThb NPOBEAEH TECT NOCPEACTBOM BHECEHUs Tpaduka,
KOTOPbIA MHULMKUPYET 3TO NPaBMIIO U COOTBETCTBYIOLIME npoueaypbl IDS no orcnexwvsaHuio u o6paboTke
WHLUUIEHTOB;

- MOATBEPXOEHWE TOro, YTO PErMcTpauusa ayauTa npouCXoaAUT B COOTBETCTBMU C TpeOOBaAHMAMMU NONU-
TUK U pernaMeHTos 6e30nacHOCTM N He AeaKTUBUPOBAHA BHYTPEHHUM UMM BHELLHUM CyGBLEKTOM.

7.5.3 Pacwupenms TpeboBaHui

7.5.3.1 SR 3.3 RE 1 — ABTOMaT131pOBaHHblE MexaHn3Mbl Bepudukaummu pyHkLMoHanbLHocTu 6ezonac-
HOCTU

Cucrema ynpasneHus gomkHa obecneunsars BO3MOXHOCTb NMPUMEHEHUS aBTOMaTu3upPOBaHHbLIX Mexa-
HU3MOB ANS NnogaepXxaHus ynpasnexusa sepudukaunen 6esonacHoctu so spema FAT, SAT n nnaHoBOro tex-
o6cny>kuBaHus.

7.5.3.2 SR 3.3 RE 2 — Bepudukauus gyHkUroHansHoCcTM 6€30nacHOCTU BO BPEMS LUTATHON paboTbl

CucrtemMa ynpasreHust 4omkHa obecneunBaTb BO3MOXHOCTb NOAAepXaHua Bepudukaumu npegnonara-
emMoro aencteua yHkUuin 6€30MacHOCTU BO BPEMSI LUTATHbIX OnepaLunit.

MpumMmedaHune — OBLUENPUHATON NPaKTUKOIA SBMAETCA TOMHAs peanusauus faHHoro TpebosaHnsa Bo usbexa-
HWe oTpULaTenbHBIX NOCMEACTBMIA. 3a4acTyto AaHHOe TpeboBaHWe CHUTAETCA HENOAXOAAWMM ANA CUCTEM, CBA3AHHLIX C
dpmanyeckoil 6e30MacHOCTbIO.

7.5.4 YpoBHu 6€30nMacHOCTH

Hanee npuseaeHbl TpeboBaHus ans ypoeHen SL, otHocsAwmxcs kK SR 3.3 — Bepudukauua dyHkumo-
HanbHOCTU 6Ee30NacHOCTU:

- SL-C (SI, cuctrema ynpasneHus) 1: SR 3.3;

- SL-C (Sl, cuctrema ynpasneHus) 2: SR 3.3;

- SL-C (8l, cuctrema ynpaeneHus) 3: SR 3.3 (1);

- SL-C (SI, cuctema ynpaeneHnus) 4: SR 3.3 (1) (2).

7.6 SR 3.4 — LlenocTHOCTb NpOrpaMMHOro o6ecneyeHUs 1 UHPopMaLuu

7.6.1 Tpe6oBaHue

CucteMa ynpaBneHusi gomkHa obecnevmBarth BO3MOXHOCTb OBGHapyxeHus, dukcauuu, npoTuBOAEN-
CTBUSI U COODLLEHUA O HEABTOPU3OBAHHbIX U3MEHEHUSAX MPOrPAMMHOr0 obecneveHus n uHdopmauumu BO Bpe-
M$ X XpaHEeHUs .

7.6.2 Llenecoo6pa3HOCTb U OONOSNIHATENLHAA METOAONOrMYeckas ocHOBa

HeaBTOpM30BaHHbLIE U3MEHEHUS — 3TO M3MEHEHUS, HA KOTOPbIE CYOBEKT, NPeaNnPUHUMAIOLLMIA NOMNbITKY
M3MEHEHUA, HE UMEET HEOOXOAMMBIX MONHOMOuYMIA. JaHHoe SR gononHser poacTteeHHble SR u3 FR 1 n 2.
FR 1 u 2 pacnpoCTpaHsilOTCA HA YCTAaHOBMEHUE POneii, NPUBUNErMin 1 WabnoHOB UCNONMb30BAHUSA B COOT-
BETCTBUM C NPOEKTOM. MeToabl BEPUMPUKALMU LIENOCTHOCTM MPUMEHSAIOTCS ANns oBHapyXeHusi, hukcauuu,
NPOTUBOAEWCTBUSI U COODLLEHUSI O HAPYLUEHUSIX LIENOCTHOCTY NPOrpaMmMHoOro obecnedeHna u uHdpopmauuu,
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KOTOPbIE MOTYT NPOUCXOANTL B CriyyYae NpPeofoneHna Apyrux MEXaHM3MOB 3aLuThl (Takux, kak obs3arenbHas
aBTopu3auus). Cucrema yrnpasneHus No BO3MOXHOCTU A0SMKHA UCMONb30BaTh (POPMan3OBaHHbIE UK PEKOo-
MEHZOBaHHble MexaHu3Mbl obecneyeHunst LenoCTHOCTM (Takue, Kak kpuntorpadumyeckue xewwm). Hanpuwmep,
Takne MexaHu3Mbl MOTyT UCNOMb30BaTbCA ANA MOHUTOPWHIA NepudepUnHbIX YCTPONCTB Ha NPeaMET nocnea-
Hel nHdopmauum 06 ux KoHdburypaumsax, Ytobbl OGHAPYXXMTL DpeLun B 3alumuTe (BKMIOYAsi HEaBTOPU3OBAaHHbIE
N3MEHEHUSA).

7.6.3 PacwinpeHus TpeboBaHui

7.6.3.1 SR 3.4 RE 1 — ABTOMAaTM3NPOBaHHOE YBEAOMIIEHUE O 3M1I0YMbILLUIIEHHbLIX HAPYLUEHUSX LENoCT-
HOCTH

Cuctema ynpasneHus 4OmkHa 00ecneunBaTb BO3MOXHOCTb MCNONb30BaHNSA aBTOMAaTU3UPOBAHHbIX UH-
CTPYMEHTOB, KOTOPbIE NPEAOCTaBMNAT YBEAOMNEHUA ANA KOHUTYPUPYEMOI COBOKYNHOCTU nonyyarenei no-
cne obHapy>XeHUA HECOOTBETCTBUI B X0A€e BepudmkaLum LUenoCTHOCTU.

7.6.3.2 INycto

7.6.4 YpoBHM 6e30MacHOCTHU

Hanee npuseaeHbl TpeboBaHus Ana ypoBHen SL, oTHocawmxca k SR 3.4 — LlenoCTHOCTb NporpaMmMHoO-
ro obecneyeHna u nHpopMaLuu:

- SL-C (SI, cucrema ynpaenexus) 1: SR 3.4;

- SL-C (8I, cuctema ynpaenexus) 2: SR 3.4;

- SL-C (SI, cucrema ynpaenenus) 3: SR 3.4 (1);

- SL-C (SI, cucrema ynpaenenus) 4: SR 3.4 (1).

7.7 SR 3.5 — Banugauusa BXOOHbLIX AaHHbIX

7.7.1 TpeGoBaHue

Cuctema ynpaeneHus 4OMKHA BbINOMHATL BanNUAALMI0 CUHTaKCUYECKON CTPYKTYPbI U COAEPXKAHUSA Tio-
BbIX BXO[HbIX [JaHHbIX, KOTOPbIE CNY>KaT BXOAHbIMU JaHHLIMU YNPaBNEHUsi IPOM3BOACTBEHHbLIMYI NPOLECCaMU
UNW BXOAHBIMWU AaHHBIMU, HENOCPEACTBEHHO BO3AENCTBYIOLMMU Ha paboTy CUCTEMbI yNpaBRieHUs.

7.7.2 Lienecoo6pa3sHOCTb U AONOHUTENLHAA METOAONOIMYeCKaa OCHOBA

JOrmKHbI N0 BO3MOXHOCTU AEHCTBOBATL NPABUNA NPOBEPKU aKTYarbHOCTU CUHTAKCUYECKON CTPYKTYPbI
BXOZHbIX AAHHBIX CUCTEMbI YNPABNEHNUS, HAMPUMED YCTaBOK, ANg Bepudukaumm Toro akra, 4to ata uHdop-
Maums He Obina UCKaKEHA M COrnacyeTcs co cneundukauuen. BxoaHble AaHHbIE, NOCTYNUBLLUME K MHTEpNpe-
Taropam, nNo BO3MOXHOCTU AOIMKHbI MPOXOAUTE NPEABAPUTENLHYIO NPOBEPKY AN NPeA0TBPAaLLEeHMa crnyJan-
HOI MHTEPNpEeTaUMn CoaepXXaHust kKak KoMana. Cneayet OoTMETUTb, YTO 3T0 — SR 6e30nacHOCTU 1 NOTOMY
HE YYUTLIBAET YenoBeyeckuil hakTop, HanpumMep noaady NPaBoOMEPHOTO LIENOro YMCNa, KOTOPOE NEXUT BHE
0XXMAAEMOro nanasoHa.

OOLENPUHATBIE NPOMBILLNIEHHBIE NPAKTUKM ANA Banuauuu BXOAHbLIX AaHHbLIX pacnpoCTpaHATCs Ha
3Ha4YeHns BHE JONYCTUMOrO AManasoHa Ans ONpefeneHHoro Tuna nons, HeAONYCTUMbIE CUMBOSIbI B MOMAX
[aHHbIX, OTCYTCTBYIOLLIME UMK HEMOMHLIE JaHHbIE U nepenonHeHue Oydepos. Apyrue npuMepsl, koraa Hepo-
NyCTUMbIE BXOAHbIE JJaHHbIE NPOBOLUMPYIOT NPOoGnembl 6830MaCHOCTM CUCTEM, BKIIOYAIOT B cebs ataku C BHe-
apexvem SQL-kofa, MEXCaNTOBbIA CKPUMTUHT UM UCKAXKEHHbIE NaKeTbl (0ObIMHO reHepupyemble TecTepaMu
npoTokonoB (protocol fuzzers)). PykoBoasiLume Matepuansl, KOTOpLIE CNeAyeT yYUThIBaTb, MOTYT BKIHOYaTh B
ceba Tpebosanua Open Web Application Security Project (OWASP) [31] Code Review Guide.

7.7.3 PacwmpeHus TpeGoBaHui

OTCYTCTBYIOT.

7.7.4 YpoBHU 6€30MaCHOCTHU

Hanee npuseaeHbl TpeboBaHua Ansg yposHen SL, oTHocaAwmxcs kK SR 3.5 — Banugauus BxogHbIX gaH-
HbIX:

SL-C (SI, cucrema ynpasnexus) 1: SR 3.5;
SL-C (S, cuctema ynpasnenus) 2: SR 3.5;
SL-C (S, cuctema ynpasnexus) 3: SR 3.5;
SL-C (SI, cucrema ynpasnenus) 4: SR 3.5.

7.8 SR 3.6 — [eTepMUHUPOBAHHbLIN NOTOK BbIXOAHbIX CUIHaNoOB

7.8.1 TpebGoBaHue

Cuctema ynpasneHusi 4ormkHa obecneynBatb BO3MOXHOCTb NPUBEAEHUSI NOTOKOB BbIXOAHbIX CUTHAMNOB
K 3ajaHHOMY PEXUMY, €CNny B pe3yribTare atakm He MOXET NOoAAePKMBaTbCA LWTaTHOE (PYHKLUMOHUPOBAHME.
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7.8.2 Llenecoo6pasHOCTL U AONOSIHUTENBHAA METOAONOrMYECcKasi OCHOBaA

BaxxHOM xapakTepuCcTUKOl B obecnedeHmn LenoCTHOCTU LWTaTHLIX onepauuit ABNAETCA AeTepPMUHUPO-
BaHHbLIN PEXWUM NOTOKOB BLIXOAHLIX CUTHANOB CUCTEMbI YNPABMEHUA B pe3ynbrare yrpoxalolmx AenCTBUin
NO OTHOLUEHUIO K CUCTeMe ynpasneHus. B ngeansHom cnyyae B NpoLIECCEe ataku CUCTEMa YNpasreHust npo-
[OMKaeT PyHKUMOHUPOBATb B LUTATHOM PEXWUME, HO €CNu CUCTEMA YNpaBNEeHUs He MOXET MojaepXuBaTh
WTaTHOEe (DYHKLMOHUPOBAHUE, TO MOTOK BLIXOAHBLIX CUrHANOB CUCTEMbI YNPaBMNEHNA AOMKEH CHU3UTLCA A0
3a[1aHHOTO YPOBHS. 3aAlaHHbIl PEXUM NOTOKA BbIXOAHBLIX CUTHANOB CUCTEMbI YNIPABNEHUA NPUBA3AH K NPUIo-
JKEHUAM U MOXKET COOTBETCTBOBATL OAHOI M3 CNeayloLmX Onumii, KOH(PUIypUupyeMbix nosnb3osarenem:

- NacCMBHBbIN — NOTOK BbIXOAHbIX JAHHbIX NaAaeT A0 NAaCCMBHOIO YPOBHS;

- yAEepXaHWUA — NOoTOK BbIXOAHbLIX CUrHanoB nagaeT Ao nocnegHero yaadyHoro ypoBHs;

- (PMKCUPOBAHHDIN — MOTOK BbIXOAHLIX JaHHbIX NagaeT 4o (PMKCMPOBAHHOTO YPOBHSA, KOTOPLIN onpeae-
naercst COGCTBEHHUKOM 0ObLEKTA UNU NPUTOKEHUEM.

7.8.3 PacuinpeHusa TpeboBaHuin

OTCYTCTBYIOT.

7.8.4 YpoBHM 6e30nacHOCTU

Lanee npuseaeHbl TpeboBaHua Ans ypoBHen SL, oTHocAwmxcs K SR 3.6 — [letepMuHupoBaHue noToka
BbIXOAHbIX CUTHASIOB:

- SL-C (SI, cucrema ynpasnenus) 1: SR 3.6;

- SL-C (SI, cucrema ynpasneHus) 2: SR 3.6;

- SL-C (SI, cucrema ynpaenenus) 3: SR 3.6;

- SL-C (SI, cucrema ynpasnenus) 4: SR 3.6.

7.9 SR 3.7 — O6paborka owmnd0oK

7.9.1 TpeboBaHue

CucremMa ynpasrneHusi 4OJkHa uaeHTuduLmMpoBaTth 1 06pabaTbiBaTh YCNOBUSA, YKa3biBaIOLWME HA OLUNG-
KM, Tak, 4ToObl 0CyLLeCTBNANOCH 3thcheKTUBHOE YCTpaHeHue oLUMBOK U UX NOCAEeACTBUI. ITO AOMMKHO BLINOA-
HATLCA TakuM 06pa3om, yToObl He BbiAaBanacb UHOPMALMSA, KOTOPOR MOTYT BOCNONb30BaTbLCA 3/10YMblLL-
NeHHUKKU Ans atak Ha IACS, ecnu TONbKO packpbiTe 310l MHopMaummn He TpebyeTca aAns CBOEBPEMEHHOIO
yperynupoBaHusa npobnem.

7.9.2 Llenecoo6pasHOCTb U AONONHUTENIbLHAA METOAOSIOrMYEeCcKan OCHOBA

CTpykTypa u cogepxaHue coobLueHunn o6 owmnbkax no BOZMOXXHOCTY JOIDKHbI TLLATENbHO YYUTLIBATLCA
NOCTaBLUMKOM NPOAYKTOB U/MNU CUCTEMHBLIM MHTErpaTopom. CoobieHust 06 oumbKkax, CreHepUpOBaHHbIE CU-
CTEMOVi ynpaBneHusi, N0 BO3MOXHOCTU [OSKHbI NPefOCTaBMATbL CBOEBPEMEHHYIO U NOMNE3HYI0 MHDOpMAaLIMIO
6e3 packpbITUA NOTEHLUMAnNbHO BPELOHOCHOW MHAOPMAaLMKM, KOTOPOI MOFYT BOCNOMb30BAaTLCA 3/10YMbILLISIEH-
HUKW ONst HenpaBOMEepHOro ucronb3oBanusi IACS. Moxer GbiTb HE OYEBUAHO, SIBMAETCA N OTAENbHO B3s-
TOe yCnoBue, yKasbiBawLlee Ha owmnbKy, cneactsmeM cobbiTust 6€30nacHOCTH, NO3TOMY BCE cO00LeHus 06
owmnbkax AOMmKHbI BbITb NErKOAOCTYMNHLI B X0A€E pearupoBaHus Ha MHUMAEHTbI. PackpbiTue 310 MHopmaLum
Mo BO3MOXHOCTU JOMKHO ObiTb 060CHOBAHO HEOGXOAUMOCTLIO CBOEBPEMEHHOIO YPErynupoBaHus yCrnoBuid,
ykasblBaloLmx Ha owmbku. PykoBoasLlve matepuarbl, KOTOpblE CNEAYET yYuTbIBaTh, MOTYT BKIOYaThL B cebA
Tpe6oeaHns OWASP Code Review Guide [31].

7.9.3 Pacwupenus TpeGoBaHum

OTCYTCTBYIOT.

7.9.4 YpoBHU 6€30MaCHOCTHU

Hanee npueegeHsl TpeboBaHua ans ypoeHen SL, oTHocawmxes k SR 3.7 — O6paboTka ownbok:

- SL-C (SI, cuctema ynpaBneHus) 1: He ONpeaeneHo;

- SL-C (8I, cucrema ynpasneHnus) 2: SR 3.7;

- SL-C (SI, cucrema ynpasneHnus) 3: SR 3.7;

- SL-C (SI, cucrema ynpaeneHus) 4: SR 3.7.

7.10 SR 3.8 — LlenocTHOCTL ceaHca

7.10.1 TpeboBaHue

Cucrema ynpasnexusa AosmkHa obecneynBarb BO3MOXHOCTb 3aLlUThl UENOCTHOCTU ceaHcoB. Cucrema
ynpaBreHus AOoimkHa OTKa3blBaTh B KAKOM-NMOO UCMONb30BaHuK HEKOPPEeKTHbIX ID ceaHca.

7.10.2 Llenecoobpa3HOCTb U AONONHUTENbLHAA METOAONOIMYECKAA OCHOBA

3TOT ANEeMEHT yNPaBfEHNA HAUEneH Ha 3almMTy KOMMYHUKALUA Ha YPOBHE CECCUI B MPOTUBONOSIOX-
HOCTb YPOBHIO NakeToB. PYHKLUA 3TOr0 3NeMeHTa ynpasrieHUs — CO3AaHNe Ha KaXXI0M KOHLE KOMMYHUKaLW-
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OHHOTO ceaHca OCHOBaHWI ANA YBEPEHHOCTY B TEKYLLUEH WAEHTUYHOCTU APYrOi CTOPOHLI U B AENCTBUTENBLHO-
CTu nepepasaemMoit uHdopmauun. Hanpumep, aTOT aneMeHT YNPaBneHns 3aTparnBaeTt arakm Tuna «4enoBex
nocepeanHe», BKNIOYaa nepexsar ceaHca, BHeAPEeHNE B CEaHC NOXKHOW MHMDOPMAaLMN Unu ataku NOBTOPHOrO
BOCNpoun3BeaeHus. Micnonb3oBaHne MEXaHN3MOB LIENIOCTHOCTU CEaHCa MOXET ObiTb CONPSKEHO C CYLLIECTBEH-
HbIMW HENPOMU3BOACTBEHHbIMU U3AEPXKAMKU, a 3HAYUT, UX UCMONbL3OBAHUE CrieayeT paccmaTpuBaTh B CBETE
TpeboBaHuii K KOMMYHUKALIMSIM B peanbHOM maclutate BpemMeHu.

7.10.3 PacwuupeHus rpe6oBaHumn

7.10.3.1 SR 3.8 RE 1 — AHHynupoBaHue naeHtTudukatopos ID ceaHca nocne 3aBepLUeHnAa ceaHca

Cucrema ynpasreHust gomkHa obecneymsaTb BO3MOXHOCTb aHHyMpoBanus uaeHtudukaropos ID ce-
aHca rnocne BbIXoAa nonb30BaTens U3 CUCTEMbI UMM MHOTO 3aBEPLLEHNUA CeaHca (BKIOYas CeaHcChbl C UCNOosib-
30BaHnem Gpay3epos).

7.10.3.2 SR 3.8 RE 2 — leHepauua yHukansHoro ID ceaHca

CucrtemMa ynpasneHuss gomkHa obecnevmBaTb BO3MOXHOCTL reHepauun yHukanbHoro 1D ana kaxgoro
ceaHca M NpuU3HaHWA BCEX HeNpeaycMoTpeHHbIX ID ceaHca HeAeNnCTBUTENLHBLIMMU.

7.10.3.3 SR 3.8 RE 3 — CnyuaiiHbin xapakrep ID ceaHcos

CucrtemMa ynpaBrneHus JomkHa obecnednBaTb BO3MOXHOCTL reHepauun yHUKanbHbix ID ceaHcoB no-
cpeacTBOM O6LUENPU3HAHHBIX UCTOYHUKOB CIyYalHbIX 3HAYEHWIA.

MpumMevyaHune — B xoae nepexsaTos ceaHca W ApYriX aTak Tvna «4erioBek nocepefnHe» U BHeAPEeHUN Nox-
HOI MHOPMaLMKM 3a4acTyo UCMONbB3YIOT Nerko pasragbiBaemble |ID ceaHcoB (Kntoun unu gpyrme pasfeneHHble CeKpeThl)
unu uenoneaytores |D ceaHcos, KoTopble He BbINU AOMKHBEIM 06pa3oM aHHYNUpoBaHbl NOCe 3aBepLUEHNs ceaHcoB. [Mo-
3TOMY CPOK AECTBUA ayTeHTUUKaTOPa ceaHca [OMKeH BbiTh XECTKO NPUBS3aH K NPOAOMKUTENBHOCTH ceaHca. Mpume-
HeHUWe crnyyaiiHbIX 3Ha4YeHUi Npu reHepaummn yHukaneHelx |D ceaHcoB NO3BONAET NpeaoTBpaTUTL artaku nepebopom Ana
onpeaeneHus |D ByayLmx ceaHcoB.

7.10.4 YpOBHM 6€30NaCHOCTH

[anee npuBeaeHbl TpeGoBaHus anst yposHen SL, oTHocsLwmxcs K SR 3.8 — LlenocrHoCTbL ceaHca:
- SL-C (SI, cucrema ynpaeneHus) 1: He onpeaeneHo;

- SL-C (SI, cucrema ynpasneHus) 2: SR 3.8;

- SL-C (SI, cucrema ynpasnenus) 3: SR 3.8 (1) (2);

- SL-C (SI, cuctema ynpasnenus) 4: SR 3.8 (1) (2) (3).

7.11 SR 3.9 — 3awurta uudopmauuu aygura

7.11.1 TpeboBaHnue

Cuctema ynpasneHus JOSbkHa 3ayuwarb MHopMaLMIoO ayauTa U MHCTPYMEHTHI ayauTa (B crnyyae ux
Hanu4us) OT HEasTOPM30BAHHOIO AOCTYNA, MOAUMDUKALIMM U YHUUTOXEHUS.

7.11.2 Llenecoo6pa3HOCTb U AONOJNIHUTENbHAA METOAONOIrMYecKkas OCHOBa

WHdpopmauua ayauTa BkmoyaeT B ceds BCo MHOpMaumio (Hanpumep, 3anucu ayauTa, HaCTponku ay-
AWUTa 1 OTYETHI ayauTa), He0OX0AMMYIO AN YCMELLHOTO ayAMTa aKTMBHOCTY CMCTEMBI ynpasnexus. Mudgopma-
LUus ayauTa BaXKHa AN KOPPEKLUUM OLmMBoK, BOCCTAHOBINEHUS NOCNEe HapyLueHui 6e30nacHOCTU, uccnesoBa-
HUIA N CBA3AHHBIX C HUMU AiernCTBU. MexaHn3Mbl AN ynyyleHHOW 3almTbl 0T MOANMUKALIMU U YHUMTOXKEHUA
BKIMIOYAIOT B cebs 3anuch uHopMaLum ayamTa Ha annapaTHbiX HenepesanuCbiBaeMbiX HOCUTENSX.

7.11.3 PacuupeHus TpeboBaHumn

7.11.3.1 SR 3.9 RE 1 — 3anucu ayauta Ha HenepesanucbiBaeMbiX HOCUTENAX

Cucrema ynpasneHus A0ibkHa obecneumBaTb BO3MOXKHOCTb CO31aHUA 3anucei ayanTa Ha annapartHbiX
Henepes3anucbiBaeMbIX HOCUTENSIX.

7.11.3.2 Nycro

7.11.4 YpoBHU 6€30NaCHOCTH

[anee npuseaeHbl TpeboBaHua Ansa ypoBHen SL, oTHocawmxcs kK SR 3.9 — 3awmra uHopmauum ay-
aura:

- SL-C (SI, cuctrema ynpasnexus) 1: He onpeaerneHo;
SL-C (SI, cucrema ynpaenenus) 2: SR 3.9;
SL-C (SI, cucrema ynpasnenus) 3: SR 3.9;
SL-C (S|, cucrema ynpaenenus) 4: SR 3.9 (1).
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8 FR 4 — KoHpuaeHUNanbHOCTb OaHHbIX

8.1 HasHayeHue u onucaHua SL-C(DC)

O6GecneunBatb KOHPUAEHLMANLHOCTL UHAOPMALMU B KOMMYHUKALMOHHBIX KaHanax u B XpaHunuijax
JaHHbIX ANA NPeaoTBpaLLEeHUs ee HeaBTOPU30BaAHHOIO PaCKPbLITUS:

- SL1—npegotBpaliarb HeaBTOPU30BaHHOE PacKpbITUE MHDOPMaLMKU NOCPES CTBOM €€ HECAHKLIMOHU-
POBAHHOIO U3BMEYEHMA UMK Cry4anHoro obHapoaoBaHuUS;

- SL 2 — npepoTBpawatb HEAaBTOPU3OBAHHOE pacKpbiTUe MHAOPMALMM CYOBLEKTY, aKTUBHO €€ uLLy-
LeMy C UCMONb30BaHWEM NPOCTLIX CPeACTB, NPU HE3HAYUTENbHLIX pecypcax, NOCPEACTBEHHbIX HaBbIKaxX U
HU3KON MOTUBALUY;

- SL 3 — npegoTBpaLyaTb HEABTOPU3OBAHHOE PACKPbITME MHpOPMAaLMKN CYBLEKTY, aKkTUBHO €€ uLLyLLe-
MY C UCMNOMb30BAHUEM W3OLLPEHHBIX CPEACTB, NPY YMEPEHHbIX pecypcax, Hanu4um cneuuanbHbiX No3HaHuim
B IACS 1 ymepeHHo MOoTUBaLMH;

- SL 4 — npepoTBpaLiaTb HEGBTOPU3OBAHHOE PaCKpbITUE MHAOPMALUK CYDOLEKTY, aKTUBHO €€ nilyLle-
MY C UCNOMb30BaHWEM U3OLLPEHHbIX CPeAcTB, NPy OBLLMPHBIX pecypcax, Hannunm cneumarnbHbIX MO3HAHUNA B
IACS 1 BbICOKOW MOTMBALMMN.

8.2 Llenecoo6pasHocTb

HekoTtopas uHopmauus, reHepupyemasa cucteMamMmu ynpaenenusi, nnbo xpaHswascs, nmbo nepegasa-
emasi, HOCUT KOH(pMAEHLMATIbHLIA UMK BaXKHBIN XapakTep. OTO npeanonaraet, Yto HEKOTOPble KOMMYHUKaLM-
OHHbIE KaHanbl M XpaHUNULLA AaHHbIX HY>JAl0TCA B 3alUMTe OT HECAHKLUMOHMPOBAHHOTO U3BNEYEHUS JaHHbIX
1 HeaBTOPU3OBAHHOIO AOCTYMA K HUM.

8.3 SR 4.1 — KoHduaeHUnanbLHOCTL uHpOpMaLun

8.3.1 TpeGoBaHue

CucrtemMa ynpaeneHus gofkHa obecneumsaTb BOSMOXHOCTL 3aLUuUThl KOH(PUAEHUMANsHOCT MHdOpMa-
uuK, 4N KOTOPOI NoAAePKUBAETCA ABHASA aBTOPU3aLIMA HA OCYLLECTBEHUE onepaummn uTeHus, byab TO xpa-
HALLAsica unu nepeaasaemMasi uHopmaums.

8.3.2 Llenecoobpa3HocTb U AONONHUTENbHAA METOAONOIMYEeCKaa OCHOBA

3aimta nHdopMaLMK, Kak XPaHALLENCA, TaK U NepeiaBaemMon, MOXeT o6ecneunBaTbCa C NOMOLLbLIO hu-
3MYECKIUX CPEACTB, CEKLMOHUPOBAHUA UNK LUMPPOBAHUSA, a TaKke APYrMX TexHONOmit. KpaiHe CyLecTBeHHO,
YTO Ta UMM MHAA TEXHONOIUSA BbIOUPAETCA C YHETOM €€ NOTEHLUMANbLHOro BO3AEUCTBUA HA (PYHKLMOHUPOBaHUE
CUCTEMbI yNpaBneHus U BO3MOXHOCTU BOCCTAHOBINEHMS NOCNEe CUCTEMHOFO cO0S unu ataku.

Peluenune o ToM, cneayet nu 3awmuiarb KOHMASHUMANbHOCTL OTAENbHO B3ATOr0 hparmeHTa uHdop-
Mauun, 3aBUCUT OT KOHTEKCTA U HE MOXET ObiTb NPUHATO B xoAe paspaboTku npoaykra. OgHako ToT pakT,
4TO OpraHu3aumMs orpaHu4MBaeT AOCTyNn K MHMOPMaLuM NocpeacTBOM KOHMUIypauum SBHOW aBTopusaumm
Ha OCyLIEeCTBNEHUE OnepaLMmn YTEHUSI B CUCTEME YNPaBNEHUs, 03HAYaEeT, UTO OPraHU3auna NPUINCISET 3Ty
UHPOPMALMIO K KOH(MAEHUMANbHON. Takum o6pasoM, Bcsa uHdopmanus, 4ns KOTOPOK cucTema ynpasneHust
noaaepPXvBaET BO3MOXHOCTb BbIABMKEHUS SIBHOW aBTOpPU3aLUMM HA OCYLLECTBIIEHME ONepauuu YTEHUs, no
BO3MOXHOCTM JOIDKHA NPUUUCHATLCH K NOTEHUUANbHO KOHMUAEHUMANLHON, @ 3HAUUT, CUCTEMA YNPaBMEHUs
no BO3MOXHOCTU OMKHA Takke obecnevymBarb BO3MOXHOCTb €€ 3aLuThl.

PasnunqHble opraHusaLum U oTpaciy NPOMBILLIIEHHOCTM MOFYT TpeboBaTh pasHbIX YPOBHEW HAAEXHOCTH
wncppoBaHNA AN pasHbiX KaTeropuii MHOpPMaLun, B 3aBUCUMOCTM OT CTENEHU BAXHOCTH uHdopmauuu, a
TaKKe NPOMbILLNEHHbIX CTAHAAPTOB U pernameHTHbiX TpebosaHui (cMm. 8.5, SR 4.3 — KUcnonbsosanue Kpur-
Torpadmu). B HEKOTOPBLIX CUTyaumax KOH(PUAEHUMANbHOW MOXET CUMTaTLCA MHopMaLuna 0 KoHUrypaumm
cetn, pukcupyemas n obpabarbiBaemasi B KOMMyTaTOpax U MapLupyTusarTopax.

KommyHukauum, npeanonaraiowme oTkpbITYIo nepefady uHcopMauum, MOryT ObiTb YA3BUMbI Nepea He-
CaHKUMOHUPOBAHHLIM M3BIEYEHUEM MHOPMALMU UNKU APYTUMU HECAHKLMOHUPOBAHHLIMU BMELUATENbLCTBA-
mu. Ecnin cuctema ynpasneHust NnpuBsi3aHa K NpoBaiiaepy CepBMCOB BHELLHUX KOMMYHUKaLWIA, TO MOXET ObITb
cnoxwHee nony4uTb HE0OXOANMbIE rapaHTUM OTHOCUTENBHO peanusaummn Heobxoaumbix TpebosaHuin 6esonac-
HOCTU ANA KOH(UAEHUMANBHOCTU KOMMYHMKaLmMK. B Takux cnyyasax MoxeT ObiTb LenecoobpasHo peannso-
BaTb KOMNEHCALMOHHbIE KOHTPMEDDI UK AIBHO NPUHATL JOMOSNHUTENbLHLIA PUCK.

Cy6bekTbl AOMKHbI ObITh TaKKe MO BO3MOXXHOCTU OCBEAOMIIEHbl O KOH(PUASHUMANbLHOCTU UHOpPMa-
LK, KOraa UCnonb3yloTcA NOpTaTMBHLIE U MOBUNbHLIE YCTPOWCTBA (Hanpumep, MHXXeHepHble Nantonbl u USB-
Hakonurenu).
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B cootBeTcTBUM ¢ TpeboBaHusimu 5.7, SR 1.5 — YnpaeneHne ayTeHTUdukatopamu, ayTeHTUuKaLm-
OHHasA MHpopmaLus, Takas Kak naponu, no BO3MOXHOCTU AOSPKHA NPUYMUCHSATLCS K KOHMUAEHLUMANbLHOW K
MOSTOMY HWKOTAA HE NepechinarbCs B HE3almgpoBaHHOM BUAE.

8.3.3 TpeGoraHua 6e30nNacHOCTH

8.3.3.1 SR 4.1 RE 1 — 3awumra KOH(pnaeHUManbHOCTU MHPOPMALMKN B XO4€E €€ XpaHeHUs unu nepe-
Ja4vun yepes HeJOBEPEHHbIE CETH

Cucrtema ynpasneHus 4omkHa obecneynBartb BO3SMOXHOCTb 3aLLUMTbl KOHMUASHUMANLHOCTU NHopMma-
UMM B XOAE €€ XPaHEHUsi U CEaHCOB yaneHHOoro JoCTyna Yepes HeJOBEPEHHYIO CEThb.

MpumevaHune — Kpuntorpadpus — TUNUYHEIA MeXaHU3M oBecrnedeHunst KOHUAEHLManbHOCTU UHOPMaLWK.

8.3.3.2 SR 4.1 RE 2 — 3awumTta KOH(p1AEHUNANbHOCTU MPY NEPeceveHnn rpaHunL, 30H

Cuctema ynpaeneHus 4OorpkHa obecneunBaTs BO3ZMOXHOCTb 3aLUMThl KOH(PMAEHLMANLHOCTU MHOPMa-
Lun, nepecekaroLlen niobyo rpaHnly 30HbI.

8.3.4 YpoBHu 6e30nacHOCTU

Hanee npusegeHbl TpebosaHus ana yposHen SL, otHocawmxcsa Kk SR 4.1 — KoHduaeHUManbHOCTb
MHdopMaLmu:

- SL-C (DC, cucrema ynpasneHus) 1: SR 4.1;

- SL-C (DC, cuctema ynpaeneHus) 2: SR 4.1 (1);

- SL-C (DC, cuctema ynpaeneHus) 3: SR 4.1 (1);

- SL-C (DC, cuctema ynpaeneHus) 4: SR 4.1 (1) (2).

8.4 SR 4.2 — CoxpaHHOCTb UH(OpMaLIUK

8.4.1 TpebGoBaHue

Cuctema ynpasneHus AomkHa obecneunBars BO3MOXHOCTb YAaneHusi BCel MHopmaumu, 4ns KoTopon
noaAepKMBaeTCA ABHAsi aBTOPU3ALIMA HA YTEHKE, U3 KOMMOHEHTOB, KOTOPbLIE NPEACTOUT BLIBECTY U3 aKTUBHO-
ro cepuca u/unu akcnnyarauum.

8.4.2 Llenecoo6pa3HOCTb U AONONHUTENIbHAA METOAONOrMYecKkas ocHoBa

BeiBO4 KOMMOHEHTA CUCTEMbI YNPABNEHUs1 U3 aKTUBHOrO CepBUCa HE AOIMKEH CO3AaBaTb BO3MOXHOCTb
CNy4yanHoro packpblTua uHgopmalumn, AnA KOTOPOW NoAAEpKUBAETCH SBHAA aBTOpU3aLMA Ha OocyuiecTsne-
HUe onepauun YTeHus. NpumMepsbl Takon MHAOPMALIMK BKIIOHAIOT B CE0S «KIMIOYM MOAKMIOHEHUs» (B cnydae
HEKOTOPbIX BEeCnpoBOAHbIX NepudepuiiHbIX YCTPOMCTB), XPaHALLMECS B SHEProHe3aBUCMMOW NaMATHU, UK
APYryo Kpuntorpadguyeckyio MHpopMaLmio, KOTopas MOXET CNOCOOCTBOBATb HEABTOPU30BAHHON UMW Bpeao-
HOCHOW aKTUBHOCTM.

MHdopmayua, cosgaHHas gencTBusMu Nosib3oBarens unu ponu (Mnu AenCTBUAMU NPOrpaMmMHOro npo-
uecca, AelCTBYIOLLEro OT MMEHU NOMb30BaTENst UK POSNY, MO BO3MOXXHOCTU HE A0IPKHA DECKOHTPOfbHO pac-
KpbIBaTbCS APYrOMY NOMb30BaTenio unu ponu. KOHTponb uHMOpMaLMM CUCTEMbI YNPABNEHUS U COXPEHHO-
CTM [laHHbIX NPEnATCTBYET CMy4yaHOMY pPackpbITUio MHOPMALIMK, XPaAHSALLENCA Ha pa3fensieMomM pecypce, 1
ee nepegaye obparHO B CUCTEMY YNPABIEHUs NMOCNE OTKIIOYEHUs 9TOro pecypcea.

8.4.3 PacuumpeHus Tpe6oBanum

8.4.3.1 SR 4.2 RE 1 — YapaneHue pecypcoB Ha 6ase pasgensemMoi namsTu

CucremMa ynpasneHus AOImkHa obecneunsarbs BO3MOXHOCTb NPEA0TBPALLEHUS HEABTOPU3OBAHHOW U He-
NpeaycMOTPEHHOW nepeaayvn uHopmauum nocpeacTBOM pecypcoB Ha 6a3e SHepro3aBMCUMON pa3aensieMon
namsTu.

MpumevyaHue — Pecypchl Ha 6ase 3HEPro3aBUCUMON NaMSITU — STO Pecypchl, KOTOPLIE, Kak NPaBUIo, He Co-
XpaHSAtoT HOPMaLMIO Mocne UX OTKIIOMEHUS ANsA ynpaBneHus namaTbio. OfHako cyllecTByloT ataku Ha RAM, cnoco6-
Hble NPUBOANTL K M3BIIEYEHUIO KNIOYEBOr0 MaTepuana unm Apyrix KoHduaeHuuanbHbIX AaHHBIX A0 UX haKTU4ecKoii nepe-
3anucu. MosToMy O6LUENPUHSITOIN NPaKTUKOW SBNSIETCA yAareHWe BCEX YHUKambHbIX JaHHbIX U CBSA3ell C YHUKanbHLIMU
AaHHLIMW U3 SHEPro3aBUCUMOI pa3fiensieMoil NaMsATW NPU OTKIIOYEHUM STO NaMsTU U NEPeHOC UX 0BpaTHO B cUCTEMY
ynpaeneHust Ansi UCNofb30oBaHUsA APYriM norb3oBarerneMm, Tak YToGbl 3TU faHHble Obinu He BUAHEI WU He JOCTYNHbI A4S
HOBOrO NONb3oBaTens.

8.4.3.2 Nycto
8.4.4 YpoBHM 6e30nacHOCTH
[anee npuBeaeHbl TpeboBaHus aAns ypoBHen SL, oTHOCAWMXCA K SR 4.2 — COXpaHHOCTb MHOpMaUmK:
- SL-C (DC, cucrema ynpaeneHus) 1: He onpeaeneHo;
- SL-C (DC, cucrema ynpasnenus)) 2: SR 4.2;
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- SL-C (DC, cucrema ynpaenenus) 3: SR 4.2 (1);
- SL-C (DC, cucrema ynpaenenus) 4: SR 4.2 (1).

8.5 SR 4.3 — licnonb3oBaHue kpuntorpadgpun

8.5.1 TpeGoBaHue

Ecnun Heobxoauma kpunrorpachus, TO CucTema yrnpaeneHus 4OfbKHa UCMONb30BaTh kpuntorpadmyeckne
anropuTMbl, ANWUHY KMOYER U MEXaHU3Mbl 4NA CO3AaHUA U YNPaBNEeHUs KIio4aMmn B COOTBETCTBUM C 00LLenpu-
HATBIMW NpPaKTUKaMM U peKOMEeHAaLMAMU UHAYCTPUN 6e30MacHOCTH.

8.5.2 Llenecoo6pa3HoCcTb U AONOSNIHUTENbHAA METOAOSNOMMYECKaa OCHOBA

Bbi6op kpunTorpadm4eckoi 3aluTbl N0 BO3MOXHOCTYU AOIDKEH COMOCTABIIATLCA C LIEHHOCTBIO 3aLLMLLa-
eMOon nHdopmaumu, NOCNEACTBUAMU HAPYLLEHUA KOH(PUASHUUANBHOCTU UHPOPMALIMK, BPEMEHHbIM NPOMe-
>KYTKOM, B TEYEHME KOTOPOro MHAOpMaLMsi KOHDuAEHUMANbHA, U OTPAHUYEHUAMI HA IKCTITyaTaLmio CUCTEMBI
ynpaBneHusi. 3T0 MOXET OTHOCUTBCA K XpaHALLENCcA uw/unu nepegasaemMon nidgopmauun. Cnegyer oTMETUTD,
YTO pe3epBHbIE KOMUU SAABNSIIOTCH NPMMEPOM XPaHALENCA MHPOPMaLmy, npu 3TOM pesepsHble KONMPOBaHUA
JOIMKHbLI MO BO3MOXXHOCTM pacCMarpuBarbCA Kak 4acTb NPOUEcca OLUEHKN KOH(MUASHLMANLHOCTU AAHHLIX.
MocraBLmK NPOAYKTOB CUCTEM YNPABNEHUsI MO BO3MOXHOCTU AOSMKEH AOKYMEHTUPOBATL NPaKTUKKU U Npoue-
Aypbl, OTHOCALLMECS K CO3aHUIO U YNPABIIEHUIO KpunTorpaduieckumm knovamu. Cucrema ynpasneHus no
BO3MOXHOCTU AOIDKHA UCMONb30BaTb OOLLENPUHATLIE U NPOTECTUPOBAHHLIE anroPUTMbl LUMPPOBAHUSA U Xe-
LLMPOBAHUSA, HANPUMEP, CEpum YNy4LIEHHOro craHaapra wudgposaHua (AES) n 6esonacHoro anroputMma xe-
wmposanus (SHA), n pasmepbl KIio4ei Ha OCHOBE YCTAHOBNEHHOr0 CTtanaapra. leHepaums Knoyen omkHa
OCyLLECTBNATLCA C UCNONb3oBaHUeM achEKTUBHOIO reHepaTopa cnyyaHbix yucen. MonuTukm u pernaMeHThbl
6esonacHocTu Anst ynpasneHus Kno4Yyamu I0IMKHbl y4UTbIBaTb Nepuognvyeckne CMeHb! Knmeﬁ, YHUYTOXXEHUE
KSIOuen, pacnpegeneHume Knovein n gyonuposaHue Kroyen WngpoBaHsa B COOTBETCTBUN C YCTaHOBAIEHHbI-
Mu ctaHaapTamu. OBLLIENPUHSTBIE NPAKTUKU U PEKOMEHAALMM MOXHO HalTU B TaKuxX AOKyMeHTax, kak NIST
SP800-57 [25]. TpeboBaHuA No peanu3auum MOXHO HalTu, Hanpumep, B UICO/M3K 19790 [12].

370 SR, a Takke 5.10, SR 1.8 — Ceprudukarbi MHPPACTPYKTYPbI OTKPbITLIX kntoven (PKI), moryT ObiTh
NpUMeHuUMbI B xoae obecneyeHns COOTBETCTBUS MHOTUM APYrMM TPEOOBaHUAM, ONPEAENeHHbIM B HACTOSALLEM
cTaHgapre.

8.5.3 Pacwupenus Tpe6oBaHumn

OTCYTCTBYIOT.

8.5.4 YpoBHM 6e3onacHOCTU

Hanee npueeaeHsbl TpeboBaHus AnA ypoHen SL, oTHocawmxcs k SR 4.3 — Ucnonb3osaHue Kpunro-
rpacgouu:

- SL-C (DC, cucrema ynpaenenus) 1: SR 4.3;

- SL-C (DC, cucrema ynpaenenus) 2: SR 4.3;

- SL-C (DC, cucrema ynpaenenus) 3: SR 4.3;

- SL-C (DC, cucrema ynpaenenus) 4. SR 4.3.

9 FR 5 — OrpaHnuyeHue NoToka AaHHbIX

9.1 HasnaueHue n onucanusa SL-C(RDF)

CerMeHTMpoBaTb CUCTEMY YMPAaBEHUA Ha 30HbI U TPAKTbI AN OrPaHUYEHNUSI HEHYXKHOTO NOTOKA AAaHHbIX:

- SL 1 — npepoTsBpaLaTh CrnyyaHbiii MM HeNPeayMbILLUNEHHbI 06X04 cermeHTauun Ha 30Hb! M Tpak-
Thl;

- SL 2 — npepotepallarb YMbILUNEHHbIH 00X04 CerMeHTaLun Ha 30Hbl U TPakTbl CyGbekTamMu, KOTOpbIe
MCNOMb3YIOT NPOCTbIE CPEACTBA, UMEIOT HE3HAYUTENbHbIE PECYPChI, NOCPEACTBEHHbIE HABLIKM U HU3KYIO MO-
TUBaLMIO;

- SL 3 — npeporepallarb yMbilUfieHHbi 00X0 CEerMEHTaLUMU Ha 30HbI U TPaKTbl CyObekTaMu, KOTopble
MCNONb3YIOT U3OLLPEHHbIE CPEACTBA, UMEIOT YMEePEHHbIE PEeCYpChl, crneuuansHble no3Hanus B IACS u yme-
PEHHYIO MOTUBALMIO;

- SL 4 — npeporBpallaTh YMbILUMEHHbIN 00X04 CerMeHTaLUMK Ha 30Hbl U TPaKThl CyGbekTaMu, KoTopble
MCNONb3YIOT N3OLLPEHHBbIE CPEACTBA, UMEIOT OGLUMPHbIE PeCypChl, cneumarbHble No3HaHus B IACS u BLICOKYIO
MOTUBALMIO.
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9.2 Llenecoo6pa3HocTb

Mcnonb3ys COGCTBEHHYIO METOAOMNOINUI0 OLEHKW PUCKOB, COGCTBEHHMKM WUMYLLUECTBEHHbLIX OOLEKTOB
JOIKHBbI ONpeaensTb HeoOXoANMbIE OTPAHUYEHUS HA NOTOK MH(OPMALMM, @ 3HAYUT, B KauecTBe JOrOosHe-
HUS, N ONpeaensTb KOHPUrypaLuio TPakToB, MCNOMb3yeMbiX ANA nepegaydn aron nndopmaumu. NMponssoaHble
perfiameHTUPOBaHHbIE PEKOMEHAALMN U ANPEKTUBLI MO BO3MOXHOCTM AOSDKHBI 3aTParuBaTh MEXaHu3Mmbl, Ha-
YKHas OT OTCOEAMHEHUSA CETel CUCTEM ynpaBneHus OT KOPNOPATUBHBIX UM OOLLEAOCTYNHBIX CETEN U 3aKaH-
4yKuBas UCMONb30BAHMEM OHOHAMPABMEHHbIX LUMO30B, MEXCETEBLIX 3KPAHOB C OTCNEXUBAHUEM COCTOSHUS
coeauHeHui u 3oH M3, ans ynpasneHunsa noTokOM MHgopMaLmn.

9.3 SR 6.1 — CermeHTauums cetun

9.3.1 TpeGoBaHue

Cuctema ynpaeneHus fomkHa o6ecneumnBarb BO3MOXHOCTbL NOFMYECKOTO pa3rpaHnyeHus ceTel cuctem
YNPaBneHUss OTHOCUTENbHO CETEN, HE OTHOCALLIUXCA K CUCTeMaM ynpasneHnus, n NOrM4eCcKoro pasrpaHudeHns
KPUTUYECKU BAXKHBIX CETEH CUCTEM YNPaBNEHNSI OTHOCUTENLHO APYIUX CETEN CUCTEM YNPaBNeHUs.

9.3.2 Llenecoo6pa3sHOCTb U AONONIHUTENbHAsS METOAONOrMYeCKana OCHOBa

OpraHu3auumn UCMOMNb3YIOT CErMEHTALMIO CETel NO pAay NPUYMH, BKlodas kubepbesonacHoctb. Oc-
HOBHbIMMW MPUYNHAMU CETMEHTUPOBAHUA CETEN ABNAIOTCA CHWKEHNE BO3SMOXHOCTU packpbiTua uHdopmauum
0 ceTeBOM Tpadmke 3a npeaensl CUCTeMb! YNPaBAEHNS UK BO3MOXXHOCTM NOCTYNNEHUA CeTEBOro Tpaduka
B CHCTEMY YMNPAaBIEHUS U3BHE, a TAKOKE CHKEHUE BO3IMOXHOCTEN PACNPOCTPAHEHUS UNU BbIXOAA CETEBOrO
Tpaduka 3a npeaenbl CUCTEMbI ynpaBneHus. JTO MOBbILAET obwee GbiCTPOAENCTBME U HAAEXKHOCTb CU-
cTeMbl, a TaKkxe saBnsieT coboit Mmepy kubepsawmTbl. Kpome TOro, 3170 NO3BONSIET pas3rpaHUYUTbL Pa3fuyHble
CeTeBble CErMEHTbI B CUCTEME YINPaBREHUs, BKIIOYAs KpUTUYECKN BAXHbIE CUCTEMbI YIPABNEHUSA U CUCTEMbI
obecneyeHus 6e30nNacHOCTU OTHOCUTENBHO APYrUX cucTemM Ans obecneyeHns AONONHUTENBHOTO YPOBHS 3a-
LUTbI.

[locTyn U3 cucTembl ynpaeneHusi BO BCeMupHyio naytuHy (VWVW) no BO3MOXKHOCTW AOIDKEH ObITb ABHO
pernameHTUPOBaH Ha OCHOBE TpeBoBaHMIA K IKCMMyaTaLmn CUCTEMbI YIPABMNEHUS.

CermeHTauusi CETU U ypOBEHb 3aLUMThI, KOTOPbLIN OHA obecneunsaet, OyayT CMnNbHO BapbUMPOBATLCS B
3aBUCMMOCTM OT OBLLEN apXUTEKTYPbI CETH, UCTONb3yeMOol COBCTBEHHUKOM Ha 0ObEKTeE, a TaKkke OT CUCTeM-
HOTO MHTErpaTopa u NpUMEHSEMbIX UM CUCTEM ynpasBneHus. Jlormyeckas cerMeHTaumsa ceTen Ha OCHOBE UX
(DYHKLMOHAMNBHOCTM 00eCneynBaeT HEKOTOPYIO CTEMEHb 3aLlUMThl, HO B TO X BPEeMA MOXET NopoxaaTh eau-
Hble TOYKM OTKAa3a, ecrnv HapylueHa 6e30nacHOCTL CETEBOFO YCTPOMCTBA. Pusmyeckas cerMeHTauus cetew
obecre4ynBaet Apyron ypoBeHb 3alluTbl 38 CHET YCTPAHEHUA 3TOW NPEANOCHIIKU €ANHLIX TOYEK OTKasa, HO
obycnaenueaet 6onee CroxHbIn U JOPOroCTOALLMI NPOEKT CETU. TN NPEUMYLLIECTBA U HEA0CTaTKU [IOIDKHbI
ObITb NPOAHANM3NPOBaHbLI B X04€ NPOoekTupoBaHnsa cetu (cMm. MOK 62443-2-1).

B cnyvae uHuuaeHTa B Ka4eCTBe OTBETHON MepPbl MOXET NOTPEeBOBaTLCA PaspbiB COEQUHEHNS MEXAY
pasnuyHbIMU cermeHTamu ceteit. Mpu 3ToM CoBLITUM CePBUCHI, HEOOXOAUMBIE ANA NOAAEPHKAHNA HMNIHEHHO
BaXKHbIX MPOLECCOB, N0 BO3MOXXHOCTU [ 0JDKHbI NpoAomkaTb paboTy Takum o6pasom, 4robbl yCTPOWCTBA MOTNK
OYHKLIMOHUPOBATL KOPPEKTHO U/MIK OTKIIOUMNUCL Hagnexawmm o6pasom. Mpu saTom MoxeT notpebosarbes
AyBnupoBaHMe HEKOTOPbIX CEPBEPOB B CETU CUCTEM YNPABNEHUS ANA NOAAEPXKAHWUA CTaHAPTHLIX CETEBbIX
KOMMOHeHToB, Hanpumep DHCP, DNS unu nokanbHbix CA. 3TO MOXET TakKe 03Ha4aTb, UTO HEKOTOPbIE KPU-
TUYECKU BaKHbIE CUCTEMbI yrpaBrneHus u cuctemsl obecnevyeHus 6e3onacHoOCTU He0BX0AMMO C CaMoro Ha-
yana npoeKkTUpPOBaTk C YY4ETOM UX NOMHON N30nsauun oT APYrux ceTen.

9.3.3 Pacwuperna Tpe6oBanuii

9.3.3.1 SR 5.1 RE 1 — ®usnyeckasa cermeHTauus cetu

cuctema ynpasfieHus AoskHa obecnevmBaTb BO3MOXHOCTb (DU3NYECKOro pasrpaHuyeHnst CeTen cu-
CTEM yNpaBneHMss OTHOCUTENBLHO CETEN, HE OTHOCALLMXCA K CUCTEMaM ynpasneHusi, 1 u3nyeckoro pasrpa-
HUYEHUS KPUTUYECKU BAKHBIX CETEN CUCTEM YNPaBNEHUA OTHOCUTENBHO HEKPUTUYECKU BaXKHBLIX CETEN CUCTEM
ynpasreHus.

9.3.3.2 SR 5.1 RE 2 — He3aBMCMMOCTb OT CETEMN, HE OTHOCALLMXCA K CUCTEMAaM ynpaBrneHus

Cucrtema ynpasrieHus J0IkHa UMETb BO3MOXHOCTb NMOCTaBKU CETEBLIX CEPBUCOB B CETU CUCTEM ynpas-
NeHns!, KaK KpUTUYECKN BaXkHbie, Tak U HeT, 6e3 COeaUHEHUA C CETAMU, HE OTHOCALLMMUCS K cCucTeMam ynpas-
neHus.

9.3.3.3 SR 5.1 RE 3 — Jlornueckas u cusmnyeckan U3onsuust KPUTUYECKN BaXKHbIX CETEN

CucteMa ynpaerieHns gomkHa obecneunBarb BOZMOXHOCTb NOTMYECKON U Pr3N4eCKOn U30NALMKN CETEN
KPUTMYECKU BaXKHBIX CUCTEM YNpaBNeHus OT HE KPUTUYECKU BAXKHbIX CETEW CUCTEM YNPaBMEHUS.
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9.3.4 YpoeHu 6e3onacHoCTH

[anee npuseaeHbl TpebosaHusa AnA yposHe SL, otHocawmxca k SR 5.1 — CermeHTauua ceTu:
- SL-C (RDF, cucrema ynpasnenus) 1: SR 5.1;

- SL-C (RDF, cuctema ynpaenenus) 2: SR 5.1 (1);

- SL-C (RDF, cucrema ynpasnenus) 3: SR 5.1 (1) (2);

- SL-C (RDF, cucrema ynpasnenusi)) 4: SR 5.1 (1) (2) (3).

9.4 SR 5.2 — 3awura rpaHvL, 30HbI

9.4.1 Tpe6oBanue

CucreMa ynpasnexus 4ormkHa obecneumBarb BO3MOXXHOCTb MOHUTOPUHTA 1 YNPaBIEHUS KOMMYHUKALIM-
SIMU Ha rpaxuLiax 304 ans obecneveHnst CEKLMOHUPOBaHUS, ONPEAENIeHHOr0 B MOAENMN 30H U TPaKTOB, OCHO-
BaHHON Ha pucKax.

9.4.2 LlenecooGpa3sHOCTb U AONOSIHUTENbHAA METOAONOINMYECKasA OCHOBA

TioBbie coeanHeHns ¢ BHELLHUMU CETAMM UMM IPYTUMU CUCTEMAaMM YNPaBReHUA NO BO3SMOXXHOCTN AOIK-
Hbl OCYLLECTBNATLCA NOCPEACTBOM YNPaBNseMbIX UHTEP(ENCOB, COCTOSALLIMX U3 COOTBETCTBYIOLLMX YCTPOWUCTB
3aLWuTbl FPaHuy, (HanpuMep, NPOKCU-CEPBEPOB, LUMIO30B, MapLUPYTU3aTOPOB, MEXCETEBbIX 9KPaHOB, OAHOHA-
NPaBEHHbIX LUMIO30B, CTpaXkei 1 3alumppoBaHHbIX TYHHENEN), PA3MELLIEHHbIX B COOTBETCTBUMN C adhdekTus-
HOM apXuTEKTYpOW (HanpuMep, MeXceTeBble 3KPaHbI, 3alUMLLAIoLLME LLNI03bl NPUIoXeHuit, 6asupylowmecs B
OM3). Cpeacrea 3awWwmThl rpaHuL CUCTEM YNPaBNEHUs, PACNOSIOKEHHbIE HA NIOObIX BbIAENEHHbIX ankrepHa-
TUBHbIX y4acTkax 06paboTKM CUrHanNoOB, SOMKHbI N0 BO3MOXHOCTM 00eCneunBarhb Te e YPOBHU 3aLLUUTbI, YTO
¥ YPOBEHb 3aLUMThI HA rPaHULaX OCHOBHOIO y4acTKa.

Kak yacTb crparerum 3wwenoHMPOBAHHON 3aLLMTbl, BbICOKO3(PEKTUBHBLIE CUCTEMBI YNPaBIeHUs No BO3-
MOXHOCTU AOIMKHbI ObiTb NOAPA3AENEHb! HA OTAENbHbIE 30HbI, UCMONb3YIOLLUE TPAKTbI, AN OTPAHUYEHUS UNU
3anpeLueHns CEeTeBOro 4ocTyna B COOTBETCTBMMU C MONWTMKAMU U pernaMmeHtamu 6€30nacHOCTU U OLIEHKOW
pucka. Knaccudukauus SL-T(cucrema) Cry>xuT pyKOBOACTBOM K ONpeAeneHuio NoAXoAALLIUX BApUAHTOB ANnA
noapasaerneHus Ha 30Hbl (cM. MOK 62443-3-2 [8]).

9.4.3 PacuunpeHua Tpe6oBaHum

9.4.3.1 SR 5.2 RE 1 — Ot1Ka3 no yMon4aHuio, paspeLueHue no UCKMIoHEHUIO

CucremMa ynpaeneHus AomkHa obecrneunBaTb BO3MOXHOCTL COpoca ceTeBoro Tpaduka no yMon4yaHuio u
NpOmMycKka CETEBOro TPadumKa No UCKMIOYEHUIO (COOTBETCTBYIOLLIME HAa3BaHUS — «COPOCUTL BCEY», «Pa3peLLnuTb
MO UCKIIOYEHUIO).

9.4.3.2 SR 5.2 RE 2 — OCTpPOBHOI pexum

Cucrema ynpasneHns AormkHa obecnevmBarb BO3MOXHOCTL NPEAOTBPALLEHUs NIOOLIX KOMMYHUKALMI
Yepes rpaHuLy CUCTEMBI yNpaBneHus (Tak HasbiBaeMblii OCTPOBHON PEXUM).

MpuMedaHune — OTa BO3IMOXHOCTL MOXET ObITb MPUMEHEeHa, Hanpumep, B crydae obHapyxeHus HapyLuenus u/
U Bpelun B 6€30NacCHOCTU CUCTEMbI YNPaBMEHUsA, UNK CoBepLUaIoLLeiCa aTaki Ha ypoBHE NPeAnpUATHS (CM. Takke 4.2,
MopfepKka MUIHEHHO BaXKHBIX DYHKLMIA).

9.4.3.3 SR 5.2 RE 3 — 3akpbiTue npu oTKase

Cuctema ynpasneHust AomkHa 00ecnevmBarb BO3MOXHOCTb NMPeaoTBpaLLEHUS NOObIX KOMMYHUKaLMIA
yepea rpaHuLly CUCTEMbI YNPABIIEHUS B CryyYae 3KCNyaTauuoHHOro 0TKa3a MexXaHu3MOB 3aluThl rpaHuL] (Co-
OTBETCTBYET MOHATUIO «3aKpbITUE NPMW OTKa3ey). ATa (hYHKUMOHANBHOCTL «3aKpbITUE NPU OTKa3e» [10IbKHA
ObITb paccunTaHa Takum obpasom, 4Tobbl ObiTb COBMECTUMON ¢ paboToi SIS unu apyrumu yHKUMSMKU MO
obecneveHunio 6e30NacHOCTH.

MpumedaHune — Mpumepbl NPUMEHEHNS 3TON BO3MOXHOCTY BKIIOYaKOT B ce6A cLeHapum, Npu KOTopbIX anna-
paTHbI cOoil unu cBoit 3neKkTponuTaHna NPoBOLMpPYeET paboTy YCTPOMCTB 3aLUMUThI FPaHUL B PEXIUME OrpaHUYEHHON PYHK-
LiMOHaNbHOCTM UNU MOSTHLIA OTKa3 aTUX YCTPOWCTB (CM. Takke 4.2, MNMoaaepiKa MU3HEHHO BaXHbIX (OYHKLUIA).

9.4.4 YpoBHuU 6€30MacHOCTH
Hanee npuseaeHsl TpeGoBaHua Ans ypoBHen SL, OTHOCALWMXCA kK SR 5.2 — 3awuta rpaHul 30HbI:
- SL-C (RDF, cucrema ynpasnenus) 1: SR 5.2;
- SL-C (RDF, cuctema ynpasnenus) 2: SR 5.2 (1);
- SL-C (RDF, cucrema ynpasnenus) 3: SR 5.2 (1) (2) (3);
- SL-C (RDF, cucrema ynpasnenus) 4: SR 5.2 (1) (2) (3).
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9.5 SR 5.3 — OrpaHuyeHun Ha nepegavy obuieLeneBo MHPOpPMaLK «<a6OHEHT — aboOHeHT»

9.5.1 TpeGoBaHue

Cucrema ynpasneHus AormkHa obecneynBaTtb BOSMOXHOCTb NPEAOTBPALLEHNUS NONyveHus obuieuene-
BbIX CO0BLLEHN «aBOHEHT — aBOHEHT» MOMb30BaTeNIsIMU UMK CUCTEMAMM, HAXOASALUMMUCA 3a npedenaMu
CMCTEMbI YNpaBneHus.

9.5.2 Lienecoo6pasHOCTb U AONONHUTENbLHAA METOAONIONrMYEeCKaA OCHOBA

Cucrtembl nepegaun obuieuenesoi nHdpopMayum «aboHeHT — aboHEHT» BKIIOYAKOT B cebs1, HO He orpa-
HWYMBAIOTCS TUM: CUCTEMbI 0OMEHAa ANEKTPOHHONM KOPPECNOHAEHUMEN, Pa3HOro poda coumanbHbie Meaua
(TeutTep, deiicbyk, ranepen M3obpakeHuii 1 T. A4.) Wun Nobblie cUCTeMbl 0GMeHa COOBLLUEHUAMM, JONYCKato-
Wune nepegavy UCNONHUMbIX (hainos NOOLIX TUMOB. ATU CUCTEMbI OBLIMHO MCMOMbL3YIOTCA B MUYHBIX LENAX,
KOTOPbIE HMKaK HE CBA3AHBI C Onepauusimm CUCTEM YNPABIEHUS, a NOTOMY PUCKU, MPUBHOCUMbIE STUMMU CUCTE-
MamMu, 06bIMHO NpeBanupyoT Hag Nio6oW KaxKyLLencs Nonb3on.

Takoro poaa cucTembl nepegadmn ooLieLeneson nHpopmaunmn SBRAIOT COOOI BEKTOPLI atak, LWMPOKO 1C-
nonb3yemsle Ans BHEAPEHUS BPEAOHOCHOTO NPorpaMMHoro obecneyeHunsi B CUCTeMy yrnpaeneHus, nepeaadm
WHGOPMaLMK, AN KOTOPON CYLUECTBYET aBTopU3aLMA Ha OCYLLECTBNEHNE onepaunn YTEHUS, Ha y4acTku 3a
npegenamu CUCTEMbI YyNPaBNeHus, U BHECEHUS B CETb YPE3MEPHOMN Harpy3ku, KOTopas MOXeET ObITb UCNONb30-
BaHa AnA cosaaHua npobnem 6€30nacHOCTW UKW OCYLLECTBNEHUS atak Ha CUCTeMY YyNpaBneHus. AdeksaTHble
KOMMEHCaLMOHHbIE KOHTPMEPDI A5 COOTBETCTBUA 9TOMY TPEOOBaHMIO MOXET 00ECNEYUTb NPUMEHEHUE LLIN-
POKOro CnekTpa APYrmx CUCTEMHbIX TPEOOBaHUI, 3aTparnBaloLLyX, HaNnpPUMep, OrPaHUYEHUS UCNONL30BAHNA U
OrpaHM4YeHue NoToKa AaHHbIX, Kak OMMCaHO B APYIMX MECTax HaCTOALLEro CTaHAapTa, Ans CuCTeM nepeaayu
obLueueneBo nHpopmaLummn «aboHeHT — abOHEeHT.

Cucrtema ynpasneHuss MoOXeT ofecneynmBaTb BOSMOXHOCTb NPMMEHEHMUS TAakoro poaa CUCTeM [ABYCTO-
POHHEl CBA3U, HO TOMbKO MeXAy cepepamu u/mnu pabouynMm CTaHUUSAMU B COCTABE CUCTEMbI YIPABMEHUS.
Cnepyer OTMETUTb, YTO 9T0 SR AOMKHO noaaepxmeatb TpebosaHus, cooTHocawmecs ¢ 8.3, SR 4.1 — KoH-
dugeHUManbHOCTb UHGOPMaLUN.

CucteMa ynpasrieHUss MOXET TaKKe OrpaHWIMBATL SNEKTPOHHYIO NOYTY MIW UHBIE peLueHus Ans 06-
MeHa coobLieHuamm, obecneynsarole CeA3b OT BHYTPEHHUX KOMIbIOTEPOB K BHELLHUM KOMMbIOTEPAM MO-
CPeACTBOM UCXOASLLMX COOBLLEHMIA. DTn coeMHEeHUst MOTYT BbITb OrpaHU4EHb! B LEAAX OTNPABKYU CUCTEMHBIX
YBEAOMIEHUI UNK ApYrux MHAPOPMALMOHHLIX COOOLLEHWIA, reHepPUPYEMBbIX KOMNbIOTEPOM, NOsib30BaTensam
UnM cuctemam 3a npegenamu CUCTEMbI ynpaeneHus. [ins npegotepawieHnn nepegadu nHdopmauum, ans
KOTOPOI NOAAEPXUBAETCS IBHAA aBTOPU3aLus Ha OCYLLIECTBIIEHUE ONepaLymn YTeHNA, cneayeT cnosib3osarb
npekoHUrypupyemeie coobLLeHns (BO3MOXHO, C BO3MOXHOCTbIO BKMIIOYEHUS B HUX HEKOTOPOrO OFpaHnYeH-
HOTO KONMMYEeCTBA TEKCTa) ANs nepeAaqu yBeAOMIIEHUN unu uHdopmauuu o cocrosHuu. MNonb3oBarenu He
JOIKHbI HAAENATLCA BO3MOXHOCTbIO NpUcoeanHeHus cainos unum apyro uHdopmaummn kK 3TuM cyrybo uc-
XOAALWMM COO0LEHNAM BO BpeMSs CO34aHUA COOOLEHU CUCTEMOMN.

9.5.3 PacuwumnpeHus Tpe6oBaHumn

9.5.3.1 SR 5.3 RE 1 — 3anpert Ha niobyio nepeaayy obuieLenesoi uHdopmaumm «aboHEHT — aBOHEHT»

CucremMa ynpasreHus AoibkHa obecneunBaTb BO3MOXKHOCTb NPeAoTBPALLEHUS KaK nepeaadu, Tak u npu-
eMa obuieuieneBbix CO00LLEHNIT «aBOHEHT — abOHEHT».

9.5.3.2 lNycro

9.5.4 YpoBHU 6e30nacHOCTH

[anee npuBeaeHbl TpeboBaHUSA AnA ypoBHeN SL, oTHocALWMXCS K SR 5.3 — OrpaHndyeHus Ha nepeaavy
obuwieyenesoi MHopmMaumm «aboOHEHT — abOHEHT»:

- SL-C (RDF, cucrema ynpasnexus) 1: SR 5.3;

SL-C (RDF, cucrtema ynpasnenus) 2: SR 5.3;
SL-C (RDF, cucrema ynpasnenus) 3: SR 5.3 (1);
SL-C (RDF, cucrema ynpasnenus) 4: SR 5.3 (1).

9.6 SR 5.4 — Pa3bueHune npunoxeHumn

9.6.1 TpeGoBaHue

Cucrema ynpasneHust 4ormkHa obecneumnBarb BO3MOXHOCTb IOAAEPKAHUA pasfeneHus AaHHbIX, Npu-
TNOXXEHUI U CEPBUCOB HA OCHOBE CTEMEHU UX BAXKHOCTU Anst obecneyeHns peanusaymmn MOAernu 30HUpOBaHUS.

9.6.2 Lienecoobpa3HOCTb U [4ONONHUTESNbHAA MeTO4ONIornYecKkas ocHoBa

PasneneHne MOXeET OCYLLIECTBNSATLCA C MOMOLLBIO (PU3UUECKUX USTU NOrMYECKUX CPEACTB C UCMONb30-
BaHMEM Pas3NUYHbIX KOMMNbIOTEPOB, PA3NUYHbIX LIEHTPanbHbIX MPOLECCOPHBIX YCTPOWCTB, pa3fMUYHbLIX peanu-
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3auUMin ONepaLUoOHHON CUCTEMBI, PA3fIMYHbIX CETEBbIX aAPECOB U KOMOMHALMI 3TUX UNKU APYrMX METOLOB B
criy4ae HeobxoauMocTu. Tpumepsl NpUKNagHbIX CUCTEM U CEPBUCOB, KOTOPbIE MOMYT pacCcMaTpuBaThCA B
Ka4yecTBE pasnnyHbIX CErMEHTOB, BKITIOYAOT B CE0S, HO HE OrPaHUYUBAIOTCS STUM, aBaPUNHbLIE CUCTEMbI U/UNK
cuctembl usnyeckort 6e30nacHOCTH, NPUMKNaaHbIe CUCTEMbI YNpaBIIEHUS MO 3aMKHYTOMY KOHTYPY, a8 Takke
pafoume CTaHUUM ONepaTopoB ¥ UHXXEHEPOB.

9.6.3 PacwmnpeHus TpeéoBaHumn

OTCyTCTBYIOT.

9.6.4 YpoBHU 6€30MacHOCTH

Hanee npuseneHsbl TpebGoBaHuA Anst ypoBHeN SL, oTHocawmxcs kK SR 5.4 — PaszbueHune npunoxeHui;

- SL-C (RDF, cucrema ynpasnenus) 1: SR 5.4;

- SL-C (RDF, cucrema ynpasneHnus) 2: SR 5.4;

- SL-C (RDF, cucrema ynpasnenus) 3: SR 5.4;

- SL-C (RDF, cucrema ynpasneHus) 4: SR 5.4,

10 FR 6 — CBOeBpeMeHHbIN OTKMUK Ha cobbITUA

10.1 HasHayeHme n onucanusa SL-C(TRE)

PearmpoBaHme Ha HapylieHus 6e3onacHOCTU MOCPeACTBOM YBEAOMIIEHUSI COOTBETCTBYIOLLETO OTBET-
CTBEHHOrO Nuua Unm opraHa, nNpUBeAeHUs HeOOXOANMbIX CBUAETENbLCTB HAPYLUEHNSA U OCYLLECTBIIEHUA CBO-
€BPEMEHHOr0 KOPPEKTUPYIOLLEro AEHCTBUSA, KOTAA BbISBMEHbI MHLMAEHTHI:

- SL 1 — oTtcnexuBatb pyHKUMOHMpoBaHue IACS u pearnpoBaTb Ha BbISBMEHHbIE UHLUMAEHTbI Nocpea-
CTBOM cOopa v NpeaocTaBneHnsa AaHHbix 06 MHLMAEHTE B CNyYae ux 3anpoca;

- SL 2 — orcnexwuBatb yHKUMOHUpOBaHUE IACS n pearnpoBaTh Ha BbISBMEHHBIE MHUMAEHTHLI NOCPEa-
CTBOM aKTUBHOro c6opa u Nepuoandeckoro NpeacTaBnNeHus AaHHbiX 00 UHUMAEHTE;

- SL 3 — orcnexwBarb yHKUMOHUpoBaHue IACS n pearnpoBaTh Ha BbiSBMNEHHLIE UHUMAEHTLI NOCpea-
CTBOM aKTUBHOTO cbopa u A0BeAEeHUs AaHHbIX 006 MHUMAEHTE [0 CBEAEHUsi COOTBETCTBYIOLLETO OTBETCTBEH-
HOIC NnuLa UNK oprana;

- SL 4 — orcnexuBartb pyHKUMOHMpOBaHMe |IACS 1 pearnpoBaTtb HA BbISBNEHHbIE MHUMAEHTb! NOCpea-
CTBOM aKTMBHOro cbopa u JoBeAEeHNUA AaHHbIX 06 UHUMAEHTE A0 CBEAEHMS COOTBETCTBYIOLLETO OTBETCTBEH-
HOTO NKULA UNK OpraHa NPaKTUYECKU B PEXUME pearibHOIo BPEMEHMW.

10.2 Llenecoo6bpa3HoCcTb

Mcnonb3ya cBOK METOAOMOIMI0 OLEHKN PUCKOB, COOCTBEHHUKN MMYLLIECTBEHHBIX OO LEKTOB M0 BO3MOX-
HOCTW AOIKHbI YCTAHABNUBATL NONMTUKM WU pernaMmeHTbl 6e30NacHOCTU, @ TaKkke AOIDPKHbIE NyTU B3auMmogaei-
CTBUSI U YMNpaBrieHns, HEOBXoaMMbIe ANiS pearnpoBaHus Ha HapylueHust 6esonacHocTu. MonyyeHHble npea-
NUCaHUsi U SUPEKTUBbLI MO BO3MOXHOCTY AOMKHbI NMPeAyCMaTpuBaTh MEXaHu3Mbl Ansi cbopa, npeacTaBnexus,
COXpaHeHusa U aBToMaTU4eCKoro conocraBneHns JaHHbIX 06 UHUUAEHTEe ANd OCyLEeCTBIeHUss CBOEBPEMEHHO-
ro KOPPEKTUPYIOLLEro AeNCTBUSA. MICnonb30BaHWe MHCTPYMEHTOB U TEXHONOIMMI MOHUTOPUHIA NO BO3MOXHOCTH
He JOMKHO OTPULIATENbHO CKAa3bIBATLCHA HA 9KCMNYaTALMOHHBIX XapaKTEPUCTUKAX CUCTEMbI YNIPABNEHUS.

10.3 SR 6.1 — [locTynHOCTEL haitnoB perucrpauum ayaura

10.3.1 Tpe6oBaHue

CucrteMa ynpaeneHus omkHa obecnevmBaTb BO3MOXHOCTb AOCTYNa aBTOPU30OBAHHBIX hU3UYECKMX NN
UW/Unn MHCTPYMEHTOB K (hannam perncrpauumn ayauta B PEXXMME KTOSIbKO YTEHUEY.

10.3.2 Llenecoo6pa3HocTb ¥ AONONHUTENbHAA METOL4O0NOIMYeCcKasa OCHOBA

CucteMa ynpasfeHUsa reHepupyeT 3anucu ayauta o0 coObITUSIX, MPOUCXOAALLMX B cucteme (cM. 6.10,
SR 2.8 — Co06bITus, nognexawve ayauty). [loctyn k aTum chaiinam permcrpaumu ayauta Heobxoaum ans
otbopa paiinoe peructpauuu ayauTta, BbIABIIEHUS W yaarneHus u3bbiTouHON uHdopMauuu, aHanusa u npea-
cTaBneHus uHgopmaumm 06 akTMBHOCTM B XO4€ MCCReAOBaHUN MOCT(PakTyM MHUMAEHTOB 0Ee30MmacHOCTU.
3TOT AOCTYM MO BO3MOXHOCTU HE JOIDKEH NPUBOAUTE K U3BMEHEHUIO UCXOAHBIX 3anucen ayauTa. B obuwem cny-
yae npeaBapuTenbHas 06paboTka AaHHbIX U reHepaLusa OTHETOB ayanuTa Mo BO3MOXKHOCTU AOMKHbI OCYLLECT-
BNATLCA B OTAENbHOW MHPOPMALIMOHHON cucTeme. Py4HOro 4ocTyna K 3anucsamM ayauta (TakuM, Kak 9KkpaHHble
n300paXKeHNA UNU pacneyaTtku) AOCTaToqHO Ans obecnedeHus BbINONHeHWs 6asoBoro TpeboBawus, HO He
[OCTaro4HO C TOYKU 3peHust bonee BbICOKUX SL. MNporpaMmMHbIi 4OCTYN 0ObIMHO UCNONbL3YETCS AN nogaqu
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uHpopMaLuy 3 pannos perucTpaummn ayauta K mexaHusmam aHanusa, Takum kak SIEM. B pasgenax 5, 6
u 9 npeacTasneHbl PoACTBEHHbIE SR, KacaoLwmecs co3faHug, 3almThl U 4ocTyna k dannam perucrpauumn
ayaura.

10.3.3 PacwupeHusa TpedboBaHuiA

10.3.3.1 SR 6.1 RE 1 — NporpammHbIii 4OCTYN K chainam perucrpaumm ayaura

CucrtemMa ynpasneHus AomkHa oGecnevmBaTh NporpaMMHbIi 4OCTYR K 3anucsiM ayauta nocpescTBOM
UHTEpenca nporpammmupoBaHua NPuUnoxeHuii (API).

10.3.3.2 Nycro

10.3.4 YpoBHU 6e30nNacHOCTH

[anee npuseaexbl TpebosaHua Ans yposHen SL, oTHocawmxces k SR 6.1 — JocTtynHocTs hainos pe-
rucTpauum ayauTa:

- SL-C (TRE, cucrema ynpasneHus) 1: SR 6.1;
SL-C (TRE, cucrema ynpaenexus) 2: SR 6.1;
- SL-C (TRE, cucrema ynpasneHus) 3: SR 6.1 (1);
- SL-C (TRE, cucrema ynpasneHus) 4. SR 6.1 (1).

10.4 SR 6.2 — HenpepbIBHbIA MOHUTOPUHI

10.4.1 Tpe6oBaHue

CucrtemMa ynpaBneHusa AomkHa obecnevymsaTt BO3MOXHOCTb HENPEPLIBHOTO MOHUTOPUHIA (DYHKLMOHU-
pOBaHMA BCEX MEXaHW3MOB OE30NacCHOCTU NOCPELCTBOM OOLLENPUHATLIX NPaKTUK U PEKOMEHA AN UHAYCTPUN
6e3onacHOCTU Ans onepaTMBHOIO 0BHAPYXEHUs, onucaHusa u nHpopMuposaHus o Gpeluax B 6ezonacHoOCTy.

MpuMeyaHue — Bpemsi pearupoBaHust — BOMPOC YaCTHbIA U BLIXOZUT 3@ PaMKW HacTOSILLEro cTaHaapTa.

10.4.2 Lienecoo6pa3HocTb U AONOSIHUTENIbHAA METOAONOrMYeckas OCHOBa

BO3MOXHOCTb MOHUTOPUHIA CUCTEMbI YNPABNEHUS MOXET ObiTb JOCTUIHYTA NOCPEACTBOM CaMbiX pas-
HOOOPAa3HbIX MHCTPYMEHTOB M TEXHONOIMI (Hanpumep, cuctem IDS, IPS, MexaHM3MOB 3aLuTbl OT BPEAOHOC-
HOTO KOAA M MEXaHW3MOB MOHUTOpUHra cety). MoCKonbKy atakm CTaHOBATCA BCe 6onee u30oLPEHHbIMU, 3TH
WHCTPYMEHTLI U TEXHONOMMU MOHUTOPUHIA TaKXKe AOMKHbI YCNOXHATLCS U BKAtoYaTh B cebs, Hanpumep, IDS/
IPS Ha ocHoBe aHanu3a noBeaeHUs.

C TOYKM 3pEHUs CTpaTeErMm yCTpoMCTBA MOHMTOPUHFA NO BO3MOXHOCTU AOIMKHbI NPUMEHATLCA BHYTPU
CUCTEeMbI ynpaBneHus (HanpuMep, Ha onpeaeneHHbIX y4acTkax nepumeTpa u Bonuau cepeepHbix chepm, noa-
OEePKNBAIOLLMX KPUTUYECKN BaXKHbIE NPUITIOXEHUS) ANnsi c6opa >XU3HEHHO BaXHOW MHMopmauun. MexaHnsMbl
MOHUTOPUHIA MOTYT ObITb MPUMEHEHb! U HA HePEernameHTUPOBAHHbIX Y4ACTKaxX BHYTPU CUCTEMBI YNPaBNEHUS
AN OTCNEXNBAHUA KOHKPETHBIX TPAHCAKLUNA.

MOHUTOPUHT O BO3MOXKHOCTU JOIDKEH BKIIOYATL B C€0A MCMONb30BAHME NOAXOARLLMX MEXAHU3MOB OT-
YETHOCTM Ana obecnevyeHnuss CBOEBPEMEHHOIO pearmpoBaHus Ha coObiTusi. [ina T0ro, 4toObl NOAAEPXUBATL
CCPOKYCUPOBAHHOCTb OTYETHOCTU, a8 00bEM NpeacTaBnsieMoin MHAOPMAaLMM — Ha YPOBHE, NPU KOTOPOM OHA
MOXeT ObiTb 06paboTaHa nosyyarensamm, 00bIYHO NPUMEHSIIOTCS Takue MexaHu3Mbl, kak SIEM, ans cooTHece-
HUS OTAENbHbLIX COObLITUI C OBLLUMMKU OTHETaMK, NPEAOCTaBNAIOLMMU Gonee 0BLLUMPHDBIV KOHTEKCT, B KOTOPOM
NPOU3OLLINN UCXOAHBIE COOLITUS.

Kpome TOro, aTu MexaHu3mbl MOTYT UCMONbL30BAaTLCA Ansi OTCnexmBaHusi addekta usmeHeHum B 6e3-
0NacHOCTU cucTembl ynpasneHusa (cM. 6.10 SR 2.8 — CobbiTus, noanexawme ayauty). MNpensaputensHas
YCTAHOBKA UHCTPYMEHTOB 3KCMEPTHOMO aHanm3a MOXET NOMOYb B aHANU3e UHLUUAEHTOB.

10.4.4 YpoBHM 6e30NaCcHOCTH

Hanee npuBeaeHbl TpeGoBanna AnsA ypoBHeN SL, oTHocALmXCSA K SR 6.2 — HenpepbiBHbIA MOHUTOPUHT:

- SL-C (TRE, cucrema ynpasneHus) 1: He onpeaeneHo;

- SL-C (TRE, cuctema ynpasnenus) 2: SR 6.2;

- SL-C (TRE, cucrema ynpasnexus) 3: SR 6.2;

- SL-C (TRE, cuctema ynpasneHus) 4: SR 6.2.

11 FR 7 — PaGoTocnocoGHOCTL U AOCTYNHOCTL pecypcoB

11.1 HasHaueHue u onucanus SL-C(RA)

O6ecneunsaTh paBoTOCNOCOGHOCTL M AOCTYMHOCTL CUCTEMbI YNIPABIEHUSE B IPOTUBOBEC YXYALLEHMIO €€
DYHKLMOHANBLHOCTH UNN OTKA3Y B XKM3HEHHO BaXHBIX CEPBUCAX:
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- SL 1 — obecneunTb, 4ToObl cUCTEMA YNpaBreHUs YHKUMOHUPOBANa HAAEXHO NPW LUTATHbLIX YCIOo-
BUAX MPOW3BOACTBA U NpeaoTBpallana cutyauuu Tuna DoS, BbI3BaHHbIE CyYalHbIMU UM HENPEAYMbILLIEH-
HbIMW AENCTBUSIMU CYOLEKTa;

- SL 2 — obecneuntb, 4TOOLI CUCTEMA yNPaBNEHNSA PYHKLUMOHUPOBANA HAAEXHO NP LWTATHLIX U He-
LITaTHbIX YCNOBUAX NPOU3BOACTBA M NpeaoTepaLwyana cutyauun tuna DoS, cnpoBoLmMpoBaHHble CyObekTamu,
UCMONbL3YIOWMMU MPOCTbIE CPEACTBA NPU HE3HAYUTENbLHbLIX PECYpPCax, NOCPeACTBEHHbIX HABLIKAX U HU3KOW
MOTMBALUK;

- SL 3 — o6ecneuntb, YTOOBLI CUCTEMA yNpaBneHus PYHKLUMOHMPOBANA HAAEXHO MPU LUTATHbIX, He-
LUTATHbIX U 3KCTPEMarnbHbIX YCNOBUAX NPOM3BOACTBA U NpeaoTBpalyana cutyauumn tuna DoS, cnposouupo-
BaHHblE CyObeKkTamu, UCMOMb3YIOLLMMU U3OLLPEHHBbIE CPEACTBA MPU YMEPEHHbIX Pecypcax, Hanuuumn cnewm-
anbHbIX No3HaHui B IACS 1 yMEpPEHHOR MOTUBaUMK;

- SL 4 — o6Gecneuntb, 4YTOOLI CUCTEMA ynpaBneHns PYHKUMOHMPOBANA HaAEXHO MPU LUTATHbLIX, He-
LUTaTHbIX U SKCTPEMarbHbIX YCNOBUAX NPOU3BOACTBA M NpeaoTepallana cutyauumn tuna DoS, cnposouupo-
BaHHble CyObeKkTaMm, UCNOML3YIOLLIMMKU M3OLLPEHHBIE CPEACTBA NPU OOLUMPHBLIX pecypcax, Hanu4umu cnewu-
anbHbIX No3HaHUn B IACS 1 BbICOKOW MOTUBAaLUM.

11.2 Llenecoo6pasHocTb

Llenb aToli cepum SR — rapaHTUpPOBAaTL, YTO CUCTEMA YNPAaBlIEHUs YCTONYMBA K Pa3HOro poaga cobbl-
Tuam DoS. Onu BkNOYAIOT B ¢e05 YACTUYHYIO MU NONHYIO HEAOCTYNHOCTb (DYHKLUMOHANBHOCTH CUCTEMbI Ha
PasnMyHbIX YPOBHAX. B 4aCTHOCTU, MHUMAEHTLI 6E30NaCHOCTU B CUCTEME YNPABNEHUS MO BO3MOXHOCTU HE
JOMmKHbI 3aTparmBath yHkuuy SIS unu apyrue yHkummn no obecneveHunio puanveckon 6e3onacHocTu.

11.3 SR 7.1 — 3awmura OT OTKa3a B 00CIIyXXMBaHUU

11.3.1 Tpeb6oBaHue

Cucrema ynpaeneHus 4orpkHa obecnevnBaTh BO3MOXKHOCTb (DYHKUMOHUPOBAHUSA B PEXUME OFPaHUYEH-
HOW (PYHKLMOHANbHOCTU B Xoae cobbiTna DoS.

11.3.2 LUenecoobpa3sHoCTb U QONOMHUTENbHAA METOAONOMMYeCKaa OCHOBa

CyliecTByeT psag TEXHONOIMMIA ANS OrPaHUYEHUS UNKU, B HEKOTOPBIX CIy4asx, UCKNIOYEHUA NOCNEACTBUN
cutyaumii Tuna DoS. Hanpumep, yCTponcTBa 3awmTthl rpaHnL, NO3BOMAIOT OTMUNLTPOBLIBATL TE€ UMW MHbIE
TUNbI NAKETOB ANS 3aLUTbl YCTPOWCTB B COCTaBE BHYTPEHHEN, JOBEPEHHOW CETU OT HeNoCPEeACTBEHHOIO BO3-
aevicteus cobbitnit DOS unm UCKMIO4eHUss CTPOro OAHOHANPaBEHHOro NOToka uHdopMauun. B yactHocTu,
Kak OTMEYEHO B pasgene 4, cobeitne DoS B cucteme ynpaBneHusi o BOZMOXHOCTU HE JLOMHKHO OTPULATENEHO
CKas3blBaTbCs HA Kakux-nubo cucremax obecneveHunss pusnyeckon 6e3onacHoOCTH.

11.3.3 Pacuiupenus TpeéoBaHui

11.3.3.1 SR 7.1 RE 1 — PerynuposaTtb 3arpy3ku finMHUi CBA3N

Cucrema ynpasneHusa JomkHa obecneunBaTtbh BO3MOXHOCTb PErynvMpoBKM 3arpy30K NUHWIA CBSA3K (Ha-
npumep, orpaHN4YEeHnsi UHTEHCMBHOCTYU KCMONb30BaHUSA) ANA CMAMMEHUS NOCNeACTBUI PasHOro poja naBuH-
HOW agpecaunun nHopmauun B xoae cobbituin DoS.

11.3.3.2 SR 7.1 RE 2 — Orpannuutb nocneacrausa DoS ana apyrmx cuctem unu ceten

Cucrema ynpaeneHus omkHa ob6ecneynBarb BO3MOXHOCTb OrPaHUYeHns BO3MOXHOCTU BCEX MOMb30-
Batenen (bnuandeckmx nuL, NPorpamMmmMHbIX NPOLIECCOB M YCTPOMCTB) NPOBOLMPOBaThL CoObITUst DOS, KOTOpbLIE
3aTparnBaloT Apyrue CUCTeMb! yNpasneHus unu cetu.

11.3.4 YpoBHM 6e30nNacHOCTU

Hanee npuBeaeHbl TpeGoBaHua ans ypoBHel SL, oTHocawmxes k SR 7.1 — 3awumTa ot oTkasa B o6eny-
SKUBAHUU:

- SL-C (RA, cuctema ynpasneHus) 1: SR 7.1;

- SL-C (RA, cuctema ynpaenenus) 2: SR 7.1 (1);

- SL-C (RA, cucrema ynpasnenus) 3: SR 7.1 (1) (2);

- SL-C (RA, cucrema ynpaenenus) 1: SR 7.1 (1) (2).

11.4 SR 7.2 — YnpaBneHue pecypcamm

11.4.1 TpeGoBaHue
CucrtemMa ynpaeneHus gomkHa obecneunBarb BO3MOXKHOCTb OrpaHU4eHnsl UCNornb30BaHKUsA PecypcoB no-
cpeacTBOM hyHKUMIA Be3onacHOCTU ANst NpeaoTBpaLLEHNUst UCTOLLEHNUS PECYPCOB.
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11.4.2 Lienecoo6pa3sHoCTb U AONONHUTENbHAA METOAO0MOMMYECKas OCHOBaA

YnpaBneHue pecypcamu (Hanpumep, CErMeHTauusi CeTM UK CXembl NPUOPUTETOB) NPENATCTBYET 3a-
JepXke NporpaMMHOro npouecca ¢ 6ofnee HU3KUM NPUOPUTETOM MAK €ro HeNpPeayCMOTPEHHOMY B3auMOAEn-
CTBUIO C CUCTEMOI ynpasneHusi, 00CNy>xMBatoLLelt KakoW-nmb0o nporpaMmHbIN NPOLECC C 6onee BbICOKUM Npu-
OpUTETOM. Hanpumep, MHUUUUPOBAHUE CKAHMPOBAHUIA CETU, BHECEHWE B HEE natyen Wunm aHTMBUPYCHbIE
NpoBEPKN B NPUBA3KE K AeHCTBYIOLLEN CUCTEME MOTYT CNPOBOLIMPOBATH CEPbEe3Hbi COON LUTATHLIX NPOLIEC-
COB. B kauecTBe cmsarvaroLlen TeXHONOrMn cnesyer no BO3MOXHOCTU paccMaTpuBaTb CXEMbl OFpPaHUYeHns
MHTEHCUBHOCTU Tpaduka.

11.4.3 PacwmpeHnua tpeGoBaHui

OTCyTCTBYIOT.

11.4.4 YpoBHMU 6€30NaCHOCTHN

[anee npusegeHbl TpeboBaHus Ans ypoBHen SL, oTHocAwmxca K SR 7.2 — YnpasneHue pecypcamu:

- SL-C (RA, cucrema ynpasnenus)) 1: SR 7.2;

- SL-C (RA, cucrema ynpasnenus) 2: SR 7.2;

- SL-C (RA, cucrema ynpasnenus)) 3: SR 7.2;

- SL-C (RA, cucrema ynpasneHnus) 4: SR 7.2.

11.5 SR 7.3 — Pe3epBupoBaHue B CUCTEME ynpaBrieHus

10.5.1 Tpe6oBaHue

CucteMa ynpaBneHuss Aom¥Ha NoAAEPKUBATb MAEHTUYHOCTb M PACMOSNIOKEHUE KPUTUYECKU BaXKHLIX
haiinos, a TakKe BO3MOXHOCTb NPOBEAEHUS pe3epBUPOBaHKI MHGOPMALMKM YPOBHA NOSIb30BATENS U YPOBHS
cucteMbl (BKNoYas MHAOPMALMIO O COCTOSIHUM CUCTEMBI) B€3 BO34EHCTBUA HA WITATHbLIE NPOLECCHI NPOU3-
BOACTBEHHOro o6bekra.

11.5.2 Llenecoo6pasHocTb U AONONHMTENbHAA METOAONOrMYecKas OCHOBA

JIOCTYMHOCTb aKTyanbHbIX PE3EPBHBIX KOMUI XM3HEHHO BaXHA AnA BOCCTAHOBMEHUs nocne cbosa cu-
CTeMbl YNPAaBneHMss U/unm owmboK B KOHUrypauusx. ABTOMaTU3aLmMsa 3TON (PyHKUUM rapaHTMpyeT 3anuchb
BCEX HeoBX0aUMbIX aiifioB, YTO CHKAET 00LEM Cry>XeOHbIX onepauuii onepaTopos. XoTs 3TOro 00bIYHO HE
TpebyeTcs AN BOCCTAHOBMNEHUS CUCTEMbI ynpaBneHusl, ncdopmauusi, Heobxoanumas ans NOCTUHUUAEHTHOW
9KCNEPTHOI AeATENBHOCTU (Hanpumep, ainbl perucTpauun ayauta), N0 BO3MOXHOCTW A0MkHA ObiTb Cneuu-
anbHO BKJOYEHA B peaepBHYi0 konuto (cm. 10.4, SR 6.2 — HenpepbiBHbIA MOHUTOPUHS).

Ecnu nomnyyeHHble pe3epBHbIe KOMUKU CoOAepXaT KOHUASHLUMANbLHYIO MHOopMaLmio, TO cneayeT npea-
YyCMOTpeTh wmndpoanue (cum. 8.5, SR 4.3 — Mcnonb3oBaHue kpuntorpacpum).

11.5.3 PacwupeHus TpeGoBaHui

11.5.3.1 SR 7.3 RE 1 — Bepudwukayuma pesepsmposaHus

CucteMa ynpaBneHus JosmkHa o0ecnevmBarb BO3MOXHOCTb BePUdUKaALMKM HAAEKHOCTU MEXAHM3MOB
pe3epBUPOBaHHUS.

11.5.3.2 SR 7.3 RE 2 — AsTOMaTu3auus pesepsupoBaHus

Cuctema ynpasrneHus omkHa obecnevmsarb BO3SMOXHOCTE aBToMarusaumnm oyHKLUMu pesepsnpoBaHus
Ha OCHOBE KOHMUrypaLuu 4acToTbl CO34aHUS PE3EPBHBIX KOMUA.

11.5.4 YpoBHM Ge3onacHOCTH

[anee npueaeHbl TpeboBaHna 4Nns ypoBHeN SL, oTHocAWwmMXCs kK SR 7.3 — Pe3sepBupoBaHue B cuctreme
ynpaBneHus:

- SL-C (RA, cuctema ynpasneHus) 1: SR 7.3;

- SL-C (RA, cuctema ynpasnenus) 2: SR 7.3 (1);

- SL-C (RA, cuctema ynpasnenus) 3: SR 7.3 (1) (2);

- SL-C (RA, cuctema ynpasrneHus) 4: SR 7.3 (1) (2).

11.6 SR 7.4 — BocctaHoBneHue n BOCCO3aHne CUCTEMbI ynpaBrieHUA

11.6.1 TpeGoBaHue

Cuctema ynpaeneHusa gomkHa obecneunBaTb BO3MOXHOCTbL €€ BOCCTaHOBIEHUA U BOCCO34aHusA A0 U3-
BECTHOro 6e30nacHoro CoCTosaHust nocrie cHoA UK oTkasa.

11.6.2 Llenecoo6pasHoCcTb U AONONHUTENIbHAA METOAONOoMMYecKas oCHoOBa

BoccraHoBrneHue u BOCCO3aHUe CUCTEMbI YNPaBNeHUs 40 U3BECTHOrO 6e30nacHoro CocTosiHus: 03Ha-
YaloT, YTO BCE MapaMeTpbl CUCTEMbI (YCTAHOBMEHHbIE MO YMOMYaHWIO UMW KOHUTYpUpyemble) yCTaHaBmnu-
BaKTCA Ha 6e3onacHble 3HAYEHUS, NEPEeyCTAHaBNUBAIOTCA MaTyu, KPUTUYECKN BaXkHble Anst 6e30nacHOCTH,
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BOCCTaHAaBIMBAIOTCSH 3HAYEHUA NapameTpoB KOHurypaLuu, oTHocsALWMeca Kk 6e3onacHoCcTu, AenatTca fo-
CTYMHBIMKW CUCTEMHAA JOKYMEHTaUMA U paboune pernameHTbl, NEPEeUHCTANIIMPYETCA NPUKNAZHOE U CUCTEM-
HOE NporpamMMHOe obecrneveHne, KOTOPOE NpU 3TOM KOHpUIypupyeTcs ¢ y4eToM napameTpoB 6e30MacHOCTH,
3arpy><aeTcsa MHcopmaums M3 caMbiX NOCNEAHUX, AOCTOBEPHO Ge30MacHbIX pe3epBHbLIX KONUM, MONHOCTbIO
TECTUPYETCA CUCTEMA, MOCHE YEro €€ MOXXHO CHUTATb MOSTHOCTbIO (PYHKLMORANBHOMN.

11.6.3 PacwupeHusa TpedboBaHum

OTCYTCTBYIOT.

11.6.4 YpoBHM 6Ge30NacHOCTU

Hanee npusegeHsbl TpeboBaHus Ana yposHen SL, oTHocAwmxca k SR 7.4 — BoccraHoBneHue m Boc-
CO34aH1e CUCTEMbI YNPaBNeHus:

- SL-C (RA, cucrtema ynpasneHus) 1: SR 7.4;

- SL-C (RA, cucrema ynpasnenus) 2: SR 7.4;

- SL-C (RA, cucrema ynpasneHus) 3: SR 7.4;

- SL-C (RA, cucrema ynpasneHus) 4: SR 7.4.

11.7 SR 7.5 — ABapuiiHOe nuTaHue

11.7.1 TpeGoBaHue

CucrtemMa ynpasrneHus gomkHa o6ecneunBaTe BO3MOXHOCTb €€ NOAKIIOYEHUS K aBaPUHHOMY UCTOUHUKY
MATaHUA 1 OTKIIOYEHNUS OT Hero 6e3 BO3AeNCTBUSI HA CYLLECTBYIOLLEE COCTOAHUE 6E30MacHOCTU UK Hanuuue
NPeayCMOTPEHHOTO U AOKYMEHTUPOBAHHOTO PEXNMA OFPAHUYEHHON (PYHKLIMOHANBHOCTH.

11.7.2 Llenecoo6pasHOCTb U AONONHUTENbHAA METOAONONMYeCcKasn OCHOBa

MoryT BO3HMKATb CUTYaUMM, NPU KOTOPbIX HA KOMMNEHCALMOHHbIE KOHTPMEPbHI, Takue Kak hu3nyeckuin
KOHTPONb AOCTYNa Ha BXOAE-BbIXOAE, MOXET BfMATb OTKIIOYEHME OCHOBHOTO MUTAHUSA, NOITOMY HA TaKOW
cnyyai AOMKHO BbITb NO BOSMOXHOCTM NPeAyCMOTPEHO aBapUtHOE NMTaHMe COOTBETCTBYIOLLMX CUCTEM. Ecnn
3TO HEBO3MOXHO, TO BO BPEeMS TaKOWN aBapuitHOW cuTyauumu MOryT noTpeboBaTbCcs Apyrue KOMNEHCaLUOHHbIe
KOHTPMEPSI.

11.7.3 PacwumpeHus Tpe6oBaHuin

OTCyTCTBYIOT.

11.7.4 YpoBHu 6e30nacHOCTU

Lanee npuBeaeHsb! TpeboBaHus Ans ypoBHen SL, oTHocaumxca kK SR 7.5 — ABapuiniHoe nutanue:

- SL-C (RA, cuctema ynpasnenus) 1: SR 7.5;

- SL-C (RA, cucrema ynpasnenus) 1: SR 7.5;

- SL-C (RA, cuctema ynpasnenus) 1: SR 7.5;

- SL-C (RA, cucrtema ynpasneHus) 1: SR 7.5.

11.8 SR 7.6 — MNapameTpbl kOH(Urypauum cetu u 6e30nacHOCTH

11.8.1 TpeGoBaHue

CucteMa ynpaBneHusa AorpkHa obecneymBarb BO3MOXHOCTb €€ KOH(pUrypuposaHusi B COOTBETCTBUM
C PEKOMEHA0BaHHbIMIU KOHUrypaLumsiMu CeTu 1 6e30nacHOCTM, KaK OMUCAHO B PYKOBOAALUMX [OKYMEHTAX,
NpeaoCTaBMeHHbIX NOCTaBLUMKOM CUCTEMbI yhpaBneHus. CUCTEMa ynpaBneHusi AoskHa o6ecneunBatb WH-
Tepdenc ans TeKyLMX napameTpoB KoHurypauum cetu n 6€30nacHOCTH.

11.8.2 Lienecoodpa3HOCTb U AONONHUTENbHAA METOAONOIMYeCcKass OCHOBa

3Tu napamerpbl KOHUrypauum — perynupyemble napameTpbl KOMMOHEHTOB CUCTEMbI YNpaBneHus.
Onsa Toro, uToBbl BbINO BO3MOXHO OTCMEXMBATb U KOPPEKTMPOBATbL MOOLIE OTKNOHEHUSI OT YTBEPXAEHHbIX
u/unu pekoMeHAO0BaHHbIX NapaMeTpoB KOHMrypauum, cucTeMa ynpasneHus A0MKHA NoAAEePKUBATL MOHU-
TOPUHT U yNPaBNeHUe U3MEHEHUSMU NapameTpoB KOHduUrypaumm B COOTBETCTBUMM C NONUTUKAMKM U perna-
MeHTamu 6e3onacHOCTU. [na nosbilueHust 6€30NacHOCTU MOXET BbIMOSNHATLCA aBTOMaTU4ecKasi NPoBeEpPKa,
npu KOTOPOI TEKyLIME NapaMeTpbl aBTOMAaTUYECKU COBMPAalOTCA areHTOM U CPaBHUBAIOTCA C YTBEPXKAEHHBLIMM
napameTpamMu.

11.8.3 Pacuinpenus TpeéoBaHui

11.8.3.1 SR 7.6 RE 1 — MatuuHounTaemasti 0TYETHOCTb O TEKYLLUMX napameTpax 6€30nacHOCTH

CucreMa ynpasneHusa JospkHa obecneumBaTb BO3MOXHOCTb MEHepaLmmn oTyeTa C NepevYHEeM TEKyLLUMX
napameTpoB 6e30MacHOCTH B MaLIMHOUUTAEMOM chopmare.

11.8.3.2 Mycto
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11.8.4 YpoBHU 6€30NacHOCTHN

[anee npuBeaeHs! TpeGoBaHus Ans yposHen SL, oTHocAawmxca k SR 7.6 — MapameTpbl KoHUrypaumm
cetu 1 6e30NacHOCTHU:

- SL-C (RA, cucrema ynpasnenus) 1: SR 7.6;

- SL-C (RA, cuctema ynpasneHus) 2: SR 7.6;

- SL-C (RA, cucrema ynpasnenus) 3: SR 7.6 (1);

- SL-C (RA, cucrema ynpasnenusi) 4: SR 7.6 (1).

11.9 SR 7.7 — MuHumMmanbHaa PyHKLUUOHANbHOCTb

11.9.1 TpeGoBaHue

Cucrtema ynpaeneHus omkHa obecnevnBarb BO3MOXHOCTb M3GMparenbHOro 3anpeLyeHus u/unm orpa-
HUYEHUSA UCNONMb30BaHUS HEHYXXHbLIX OYHKUMI, NOPTOB, MPOTOKONOB W/MAN CePBUCOB.

11.9.2 Llenecoobpa3HOCTb U AONONHUTESIbHAA METOAONOrMYecKas 0CHoBa

Cuctembl ynpaBsneHusi cnoCcoOHbl NPeAoCTaBNATL LUMPOKUIA CnekTp (PYHKUUIA n CepBUCOB. HekoTopkle
U3 npeaocTaBnsieMbiX (PYHKLUIA U CEPBUCOB MOFYT He TPeboBaTbCs AN NOAAEPKAHUA AM3HEHHO BaXKHbIX
yHKUWIA. ToaToMy (DYHKLUK, BhIXOASLME 32 paMkn 6a30BON KOHpUrypaumm, A0MKHbI ObiTb NO BO3MOXHO-
CTU AeaKTUBMPOBAHbLI MO yMon4aHuio. Kpome TOro, uHoraa uenecoobpasHo npeaocrasnsartb 6onee ogHoro
CEepBHCa U3 OQHOTO0 KOMMNOHEHTA CUCTEMbI YNPaBnNeHns, O4HAKO B pe3ynbrare BO3PacTaeT PUCK NPeBbiLLeHUs
npeaenbLHOro KONUYEeCTBa CEPBUCOB, NPEAOCTABAAEMbIX OTAENbHO B3SITbIM KOMMOHEHTOM. MHorue pyHkumm n
cepBuChbl, 06bIMHO NpegocTtaensaemble COTS, MOryT NpeTeH0BaTb Ha UCKIMIOYEHME, HanNpuMep 3NEeKTPOHHAsA
nouta, IP-renedonus, IM, FTP, HTTP n coBMeCTHbIV 40CTyn K pannam.

11.9.3 PacuupeHuna rpedoBaHumn

OTCyTCTBYIOT.

11.9.4 YpoBHM 6€30NacHOCTHN

[anee npuBeaeHbl TpeboBaHusa Ansa ypoBHen SL, oTHocAwmxcs K SR 7.7 — MuHuManbHas (pyHKLymo-
HanbHOCTb:
SL-C (RA, cuctema ynpasneHnus) 1: SR 7.7;
- SL-C (RA, cucrema ynpasneHnus) 2: SR 7.7;
- SL-C (RA, cucrema ynpasnenus) 3: SR 7.7;
SL-C (RA, cucrema ynpasnenus) 4. SR 7.7.

11.10 SR 7.8 — UnBeHTapu3auunsa KOMNOHEHTOB CUCTEMbI YNpaBreHus

11.10.1 Tpe6oBaHue

CucremMa ynpaeneHnus aomkHa o6ecneunsarb BO3IMOXHOCTE NPEAOCTABNEHUS OTHYETOB C aKTyasbHbIMKU
NepeYHsIMU YCTAHOBMEHHbIX KOMNOHEHTOB U COOTBETCTBYIOLLIMX UM CBOWICTB.

11.10.2 Llenecoo6pasHoCTb ¥ AONONHUTESIbHAA METOAONOrMyeckasl oCHoBa

MHBeHTapHas BeAOMOCTb KOMIMOHEHTOB CUCTEMbI YNPABEHUS MOXKET COAEPXKaTb, HO HE OrpaHMYUBa-
eTcs 9TUM, ID KOMMNOHEHTOB, a TalOKe NOTEHUMUANbHLIN N NEPECMOTPEHHLIN YPOBHU. MIHBEHTapHasa BEAOMOCTb
KOMMOHEHTOB MO BO3MOXHOCTMN AOMKHA COOTHOCUTLCA C pacCMaTpuBaemMon cuctemon. Mo BO3MOXHOCTH Aon-
XEH NPUMEHATLCA POPManuU3oBaHHbLIN NPOLECC YNpaBneHus KoHdurypaumen gna oTcnexmBaHus nuaMeHeHUn
B UCXOAHON MHBEHTAPHOW BEAOMOCTU KOMMOHEHTOB (CM. M3K 62443-2-1).

11.10.3 PacwupeHus TpeGoBaHumn

OTCyTCTBYIOT.

11.10.4 YpoBHM Ge30nacHOCTH

Hanee npuseaeHbl TpeGoBaHus gnsa yposHen SL, oTHocawmxcs K SR 7.8 — MHeeHTapusaums komno-
HEHTOB CMCTEMbI YNPAaBNEHUS:

SL-C (RA, cucrema ynpassieHus) 1: He onpegersieHo;

SL-C (RA, cucrema ynpasnenus) 2: SR 7.8;

SL-C (RA, cucrema ynpasnenusi) 3: SR 7.8;

SL-C (RA, cucrema ynpasnexus)) 4: SR 7.8 .
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Mpunoxexue A
(cnpaBouHoe)

OnucaHue Bekropa SL

Mpumevarue 1 — [danHoe NpuUnoxeHne oCHOBaHO Ha AOKYMeHTe «YpoBHU obecneveHunss 6e30MacHOCTU: BEK-
TOpHbIA Noaxog, k onncaHuio TpeboBaHmii 6esonacHocTu» [28]. CofgepixaHue STOro UCXOAHOFO BOKYMeEHTa npeobpasoBaHo
B cofiepxaHue JaHHOro npuioXKeHus B COOTBETCTBUM C M3MeHeHUsaMU B cepu MOK 62443 n koMMeHTapuamu, NonyveH-
HbIMW OT peLieH3eHTOoB.

MpumevyarHue 2 — NMepBouctodHnkamm Honbluei YacTu Martepuarna, cofepxallerocs B JaHHOM NPUNOXEHUH,
apnsaTes MOK 62443-1-1 1 MOK 62443-3-2. Ha MoMeHT nybnukauun HacTosiero JOKyMeHTa 3TU JOKYMeHTbl paspa-
GaTbiBanuce n/unm nepepabartbiBanuncb U He cofepxanv matepuana no Bektopy SL. [laHHoe npunoxeHue npusefeHo B
Liensax pasbsACHEHWs YuTaTenio KoHuenuun sektopa SL. Matepuan AaHHOro NpUnoXeHus — UHGOPMaTUBHLIA N MOXET
ObITb 3aMetlleH MobbiM 06A3aTENBHEIM COAEPXUMBLIM BhiLLENEPEYNCTIEHHLIX CTaHAapToB.

A.1 O630p

CucTteMbl husmdeckoin 6e3onacHOCTU UCNONbL3YHOT KoHUenuuio SIL yxe noutn ABagLaTth NeT. 3T0 NO3BONAET Npea-
CTaBWUTb MOTEHLUMaNbHYHO LIENOCTHOCTL (pmandeckod 6e30nacHOCTU TOro UM MHOTO KOMMOHEHTa WM YPOBEHb LEnocT-
HOCTU pU3nyeckoit 6e30nacHOCTU NPUMEHAEMOI CUCTEMBI OJHUM YUCITOM, KOTOpOE XapaKTtepuayeT KoadduLUmueHT 3aLu-
LeHHOCTH, HeobxoauMEI Ana obecneveHns oxpaHbl TpyAa U 6e3onacHOCTH NioAeN UIn Cpefbl Ha OCHOBE BEPOSTHOCTU
OTKa3a 3Toro KOMMoHeHTa unu cuctemsl. Mpouecc onpeaeneHna HeobxoauMoro dakropa 3alULLEHHOCTU 4SS CUCTEMbI
cpmanyeckoil 6€30NacHOCTM XOTb U CIIOXKEH, HO OCYLLIECTBUM, NMOCKONbKY BEPOSTHOCTb OTKa3a KOMMOHEHTa UM CUCTEMBI
u3-3a cryvaiiHbiX OTKa3oB annapaTHoro obecnedYeHnss MOXeT OblTb U3MepeHa B KONMMYECTBEHHOM OTHoLleHuu. Obuiuii
PUCK MOXET BbITh paccyuTaH Ha OCHOBe MOTeHUKasbHEIX MOCNEACTBUIA 3TUX OTKa3oB Ana HSE.

CucTembl MHGOpMaLmMoHHOK 6e30NacHOCTY XapaKTepu3yHTCsl 3Ha4UUTENbLHO Gonee WMpoKoi NpuMeHUMocTbio, 60-
1iee LUMPOKMM HabopoM nocrnedcTBUiA U 3HAaUMTENbLHO GonblLMM HabopoM BO3MOXHbBLIX 0OCTOSTENBCTB, BEAYLLMX K BO3-
MOXHOMY cobbiTuto. MNofpasymeBaercs, YTo cucTembl MHopMaLmMoHHol GesonacHocTu criyxar Ansa sawmTel HSE, Ho
TakKe M caMoro NPOW3BOACTBEHHOIO Npolecca, NponpueTapHoi MHopMaLuMm opraHusawmn, obLLecTBEHHOIo JOBEPUS 1
rocyfapcteeHHoi 6esonacHocTu, Hapsay ¢ APYrMMM BellaMu B CUTyauusx, Koraa cry4qaiiHble oTkasbl annapatHoro obe-
cneYeHus He MOTyT BbITb OCHOBHOI NPUYNHOA. B 0fHUX CRNy4asax BUHOBHUKOM MOXET ObiTb BnaroHaMepeHHbI COTPYAHUK,
Jonyckarowuit onBKy, a B 4pyrux — 3M0yMbILLINEHHUK, CTPEMSALMIICA CNpoBOLMpOBaTH COObITUE U CKPbLITL YNUKW. Bos-
pacTaioLlas CrNoXHOCTb CUCTEM UHOPMALIMOHHOW BE30MacHOCTN 3HAYUTENBHO 3aTPYAHAET onucaHue dakTopa 3awm-
LEHHOCTM OZHWUM YNCIOM.

A.2 YpoBHU Ge30MNacHOCTH

A.2.1 OnpepgeneHue

Hanee npuseaena Bbiaepxka 3 MIK/TC 62443-1-1:2009 (cm. 5.11.1), B koTOpOit B HarnagHoW dopme 06bsAcCHAET-
CH, YTO Takoe ypoBHM SL 1 KaK MX MOXHO UCMONb30BaTh.

YpoeHu be3onacHocmu obecriedugaiom Ka4iecmeeHHbild nodxod K paccmompeHuio 6e3onacHocmu 30Hbl. Kak kaqe-
cmeeHHbIl Memod onpedeneHue ypoaHs besonacHocmu npumeHsemcs 0N CpasHeHUs u ynpasneHus 6e30nacHocmbio
30H 8HYmMpU opaaHu3ayuu. 1o mepe docmynHocmu HO8bIx OaHHbIX U paspabomku Mamemamudeckux modenell pucka,
yapo3 u uHyudeHmoes be3ornacHoCmu ama KOHYenyusa ycmynum Mecmo KonudecmeeHHoMy nodxody K ewibopy u eepu-
ukayuu SL. 3mom nodxod b6ydem yenecoobpasHo NPUMEHAMb KaK opaaHu3auyuaM KOHEYHbIX nonb3osameneli, mak
U nocmasuukam npodykmos IACS u 6esonacHocmu. 3mom nodxod 6ydem cnyxumb 0ns ebibopa ycmpotcme IACS u
KOHmMpMep, npumMeHseMbiX 8HymMpuU 30Hbi, @ maioke Ons ebiaeNeHus U cpasHeHus 6@301acHOCMU 30H & pasnuyHbIX opea-
HU3ayusx ompacneebix CeeMeHmos.

Ha cBoem nepBoMm 3aTane pa3paboTku cepusi cTakgaptoB MOK 62443 onepupyeT 6onbile kavecTBeHHbIMU SL, nc-
Nonb3ysA Takue TEPMUHbLI, KaKk «HU3KUAY, «cpefHuit» n «BbiCOKUity. OT cobecTBeHHUKa 0ObekTa noTpebyeTcs npepcra-
BWUTb cOBCTBEHHOE OMnpefeneHne Toro, YTo 3HavaT 3TW KnaccudukaLmy NPUMEHUTENBHO K ero KOHKPETHON NpUukIlagHoii
cucteme. JonrocpoyHas Uenb cepun MOK 62443 — cBecTu kak MoxHO Sonblue ypoBHel 1 TpeboBaHuii GezonacHocTU
K KOnun4ecTBeHHbIM onucaHnsaM, TpeboBaHWAM 1 cucTeMam nNokasaTtenei ANS CO3faHNs YCNOBWA NOBTOPHOW NPUMEHUMO-
CTW CTaHAapTa B NpeAenax rpynmnbl opraHn3aLmii u oTpacnei NPOMbILLNEHHOCTU. [JocTUXEeHNe 3TON Lienu 3aiMeT BpeMs,
MOCKONEKY NOTpebyeTcs npuobpeTeHne JOMONMHUTENBHOMO ONbITa MPUMEHEHNUS CTAHAAPTOB U AaHHBIX K MPOMBILLINEHHBIM
cuctemMam 6e30nNacHOCTW AMs MOTMBUPOBaHUS KONIMYECTBEHHOMO NOAX0AA.

Mpu cooTHeceHWn TpeboBaHwWii ¢ pasnuuHbiMu SL paspaboTynkam CTaHRapTOB HeOOXoAMMa HeKasi cucTema Kpu-
TepueB, ONKCbIBalOLLas 3Ha4eHe pa3nuyHblX SL U X B3auMHble oTANYNA. 3afava JaHHOro NPUIOKEHUS — NpPeAnoXnuTb
TaKyro CUCTEMY KpUTepues.
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A.2.2 Tunbl SL

SL pa3buTbl Ha TPU pasNUYHbLIX TUNA: LUeneBble, AOCTUTHYTLIE U NOTEeHUManbHbe. OTW TUnbl, 6yayym B3amuMmocBsiza-
Hbl, 3aTparMBalT pasHbie acnekThbl XXU3HEeHHOro Lukna 6esonacHocTy:

- yenesbie SL (SL-T) — 370 xenaeMble ypoBHU 6e30MacHOCTU AN OTAENBHO B3SATON CUCTEMBI. 3TN YPOBHU 06bIY-
HO OnNpeaenaTCA NOCPEACTBOM BLIMOMHEHWUSA OLIEHKU PUCKOB NSl CUCTEMbI M YCTAHOBMEHUS TOMO, YTO OHa HYXJaeTcs B
KOHKpETHOM ypoBHe 6e30nacHOCTH ANs rapaHTUpoBaHHOTo obecneveHnst CBOEro KOPPEKTHOTO PyHKLIMOHMPOBAHUS;

- pocTurHytble SL (SL-A) — ato chakTudeckune ypoBHU He3onacHOCTU AN OTAENBHO B3ATOR CUCTEMBI. DTU YPOBHU
U3MEpAOTCA NOCNe AOCTYNHOCTY NpoeKTa CUCTEMBI UK KOrfja cucTeMa yCcTaHoBIeHa U AeiicTByeT. OHU criyxarT Ans ycTa-
HOBNEHUA TOro, 4TO cucTema HesonacHOCTU OTBeYaeT LensaM, KoTopble 6binnM ¢ caMoro Havyana o6o3HayeHbl B LieneBbiX
8L,

- noTeHumnanbHbie SL (SL-C) — 3to ypoBHM Ge3onacHocTH, koTopble MOryT obecrneunBaTb KOMNOHEHTLI UK CU-
cTeMbl, Byayun KOPPEKTHO CKOHPUrYpUPOBAHHEIMU. 3T YPOBHU YKa3bIBAIOT, YTO TOT UM UHOW KOMMOHEHT UiK cucTema
u3HavasnibHO cnocobHbl cooTBETCTBOBATDL LierieBbiM SL 6e3 MomoLLn JONosIHUTENBHBIX KOMMNEHCALMOHHBIX KOHTpMep, 6y-
AY4Y KOPPEKTHO CKOHDUTYPUPOBaAHHBEIMU U UHTErPUPOBAHHLIMM.

Kaxabih n3 atux SL paccuutaH Ha UCMONb30BaHWE Ha pasHbIX 3Tanax XW3HEHHoro Lukna GesonacHocTu B COOT-
BeTCTBUU C cepuelt M3K 62443. HaunHasa ¢ hopMynmpoBKY Liefnu AN KOHKPETHOW CUCTEMBI: opraHu3alum notpebyercs
pa3paboTaTe NpoekT, KoTopblii ocselyan 6bl NOTeHLUMarnbHble BO3MOXHOCTU ANS AOCTMXKEHUS XKenaemoro pesynerara.
Opyrumu cnosamm, komanie pa3paboTyMKoB cHavana nNpeacTouT paspabortarh Lenesoii SL, HeobxoAUMbIiA ANs KOHKpET-
HOW cUCTeMbl. 3aTeM UM npeacTouT paspaboTaTb cMCTeMy, OTBEYAOLLYIO0 STUM LieNsM, Kak npaBuino — METOAOM UTe-
paymMoHHOro noagxoga, Npu KOTOPOM Mocne KaXAoi utepaummn JocTurHyTele SL BEIABUHYTOrO NpoekTa onpeaensioTcs U
cpaBHUBaloTCA € LienesbiMU SL. B KadecTBe cocTaBnsioLLeil Takoro nogxoaa paspabotku paspaboTynkam npeacTouT Bbl-
GpaTb KOMNOHEHTHI U CUCTEMBI, AJS151 KOTOPBIX HEO6X0AMMBIE NoTEHUManbHbLIe SL A0mKHEI COOTBETCTBOBaTL TpeboBaHUAM
Lenesbix SL, unu xe, B cnyvae He[OCTYAHOCTN TAKUX CUCTEM U KOMNOHEHTOB, AONOMHUTL AOCTYMNHLIE KOMNOHEHTLI U CU1-
CTeMbl KOMMNeHcaLMOHHBIMI KOHTPMepaMu. [ocne caayumn cucTemsl B 3KCNyaTaLuio NpeAcTouT onpeaenuTb hakTu4deckuii
SL, aenstowmin coboit AOCTUrHYTHIA SL, n cpaBHUTL ero ¢ LenesbiM SL.

A.2.3 MNMpumeHeHue ypoBHen SL

Mpu paspaboTke HOBOW cUCTEMbI (3eneHoe none) unu nepecMoTpe 6e30MacHOCTU CyLLECTBYIOLLER cCUCTEMBI (KO-
pU4HeBOE norne) NepBeIM LWWaroM HeobxoAMMo pasbuTb cMcTeMy Ha pasHble 30Hbl M ONpeAennTb TPaKThl, CBA3bIBAOLLME
3TU 30HbI MeXaY coBol Tam, rae aTo Heobxogmnmo. MNMogpo6HOCTM NO ocyLEeCTBNEHMIO 3Toro nNpusedeHsbl B MOK 62443-3-2.
Kak Tonbko ycraHoBneHa 30HanbHaa Mofernb CUCTEMBI, Kadkl0il 30He M TpaKTy npucsamsaetcs LeneBon SL, Ha ocHoBe
aHanu3a nocrnefcTBuiA, KOTOPLIA onuckIBaEeT XenaeMyto 6esonacHOCTb ANA COOTBETCTBYIOLLEN 30HBI UMK TpakTa. Bo Bpe-
MSi 3TOTO WCXOAHOMO aHanm3a 30H U TPAKTOB HE HYXHO 3aBepllaTb AeTanbHbIl NPOeKT cucTemsl. [JocTaTodHo onucatb
PYHKLMOHAMNBHOCTb, KOTOPYIO MO BO3MOXHOCTW JOMKHL 06ecnevnBaTb 06beKTHI B 30HE, U COSAUHEHUS MEXAY 30Hamu,
YTOGBI AOoCTUran1eh Lienu 6e3onacHocTy.

PucyHkn A1 1 A.2 unnocTpupytoT obuime NpuMepbl CUCTeM, pa3buTeiX Ha 30HbI, COeANHEHHbIE MeXAY coboi Tpak-
Tamu. Ha pucyHke A.1 npeacTaBneHo rpagudeckoe usobpaxerHne cUCTeMbl YNPaBneHUa CTaHUMed 3arpyskm LMCTEpHbI
C XJNIOpUHOM. MonHbIA cLeHapuii MCNonb3oBaHWsA, AONOSTHAOWMWIA STOT PUCYHOK, ByaeT pacecmoTpeH B MOK/TT 62443-1-4.
Ha pucyHke nokasaHo naTb 30H: BPCS, SIS, ueHTtp ynpasnenus, DMZ npousBogcrsenHoro obvekra n npegnpusitue. U
BPCS, 1 SIS ucnonbaytoT KoHTponnepel PLC AnA ynpasneHnus pasfnnyHbiMU acnekTamu CTaHLuy 3arpysky, npu stom SIS
ucrione3yet cneyunaneHbli PLC dyHkuMoHansHoi 6esonacHocTu (PLC-FS), paccunTaHHbIll Ha MCMoONb30BaHWE B cUCTe-
max cusmndeckoit 6esonacHocTn. Oba PLC coefiuHeHb! Mexay coboit 4Yepes HeMaplupyTU3MpyeMoe nocnegoBaTefibHoe
nnn NHTepHeT-coeAVHEHNe C MCNONb3oBaHMEM YCTPONCTBA 3aLluThl rpaHul. Kaxablil s PLC coefiuHeH ¢ MeCTHbIM KOM-
MYTaTOPOM, KOTOPbIi OCYLLECTBSET NepekntodeHne Mexay paboveit craHumen uHxeHepa, NpeiHa3Ha4eHHOW ANs Npo-
rpaMMupoBaHus, U yecTpoilcTeoM HMI, npegHasHaveHHbIM ANg ynpaeneHusa. 3oHel ¢ BPCS u SIS cogepxar Takke IAMS,
npeAHa3HavyeHHyo AN CHATUA NOKasaHUid ¢ KOHTPONbHO-U3MEPUTENBHLIX NPMBOPOB U MX Nosepku. LieHTp ynpasneHus,
cogepxalynit ceputo pabounx ctanyuin, u BPCS coeguneHbl ¢ DMZ npousBogctBeHHoro o6bekta. DMZ npousBogcTBeH-
Horo o6beKkTa MOXET CoAepXaTb Camble pasHOOOpa3Hbie KOMMOHEHTHI U CUCTEMEI, HaNpUMep cepBep-apxueaTop 1 pabo-
Uyl CTaHUMIo TexobcnyxmMBakus, kak nokasaHo Ha pucyHke. DMZ npousBoacTBeHHOro 06bekTa nokazaHa B COeJMHEHUM
C KopropaTuBHLIMU cUCTEeMaMu, KoTopblie copepxaT kopnopatusHyio WLAN u Beb-cepsep. Ha pucyHke nokasaHo He-
CKOIMbKO KOHTPOSNEpoB AOMEHa W YCTPOICTB 3aluTh rpaHnul Ans 0603Ha4eHNWsA HEKOTOPLIX KOHTPMEp, KOTopbie MOTyT
NPUMEHATLCSA ANS NOBbILLIEHWUS BesonacHoCTy.
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BNOKMPOBOYHBIiA
BEHTU/1b

Mepegatunk

PucyHok A.1 — O6wwnii npumep 13 obpabaTbiBaloLw,eli NPOMbILW/IEHHOCTH,
UNNIOCTPUPYIOLLUIA 30HbI M TPaKThI

Ha pucyHke A.2 npepgctaBneHo rpadmyeckoe n3obpaxeHne npou3BOACTBEHHOro o6bekTa. OH COAEpPXUT YeTbipe
0603HaY€eHHble 30Hbl: KOPNOPaTUBHYIO CETb, NMPOMbILLNEHHO-KOpNopaTuBHyt0 DMZ 1 aBe npombllufieHHble ceTu. Kopnopa-
TMBHaA MHApacTpykTypa BkaoyaeT B cebsa WLAN un coegnHeHne ¢ IHTepHeToM. MHOrne opraHmsauumn ncnonb3yiT DMZ
MeXy BaXHbIMW YaCTAMU WX CUCTEM, MpefHasHayYeHHY A8 U30MALUM ceTeBoro Tpaduka. B faHHOM KOHKpPETHOM npwu-
Mepe Kaxgas NpoMbllufieHHasa ceTb (DYHKLUMOHMPYET OTHOCUTE/IbHO HEe3aBUCUMO OT APYroi MPOMbILJIEHHOW CEeTU U npu
3TOM cogepxuTt cBoii PLC, nepudpepuiinblie yctporictea n HMI.
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PucyHok A.2 — O6LmMii NnpuMep NPOU3BOACTBA, WMIOCTPUPYIOLLUIA 30HbI U TPAKTbI

Mocne onpegeneHus uenesbix SL cuctema moxeT 6biTb paspaboTaHa (3eneHoe none) wian nepepabortaHa (Ko-
puyHeBOe Mosie) B Liensax COOTBETCTBUA 3TUM LeneBbiM SL. Mpouecc pa3paboTkn 06bIYHO ABNSET cO60i UTepaTUBHbIN
noaxon, npv KOTOPOM MPOEKT CUCTEMblI CPaBHMBAETCA C Leflbl0 HECKO/IbKO pa3 B npouecce ero paspaboTtku. Pag vactei
cepun M3K 62443 cofepXuT MeToL0/1I0rMYECKY0 OCHOBY MO Pas/iMYHbIM acnektam MnporpamMHbIX U TeXHUYECKnx Tpebo-
BaHWiA, KOTOpble NOSBASAKTCA B npouecce paspaboTkn. M3K 62443-2-1 npepocTtaBnseT MeTOA0M0MMYECKY0 OCHOBY MO
nporpaMMHbIM acnektaMm npouecca paspaboTku, B TO BpeMsi kak M3K 62443-3-3 (HacTosiwmii ctaHgapT) u M3K 62443-
4-2 [10] o603HavatloT TpeboBaHNSA TeXHMYECKol 6e30NacHOCTM YPOBHA CUCTEMbI U YPOBHS KOMMNOHEHTOB M COOTHOCAT UX
C pas/IMyHbIMK NoTeHumanbHbIMN SL.

B npouecce pa3paboTkm cucTeMbl HEOOXOANMO OLEHUTb XapakTepUCTUKM 6e30MacHOCTU pas3IMYyHbIX KOMMOHEHTOB
1 noacuctem. MNocTaBLMKM NPOAYKTOB AO/MKHbI OyAyT NpefocTaBnAaTb 3TW XapakTepuCTUKM B BUAe NOTeHUManbHbIX SL
018 UX KOMMOHEHTOB WM CUCTEM, COMOCTaBUB NPU3HAKN UM XapakTepUCTUKM C TpeboBaHuAMMU, onpefesieHHbIMU B cepun
M3K 62443 ana pasinyHbiX NOTeHUnasbHbIX SL. 3T noTeHumanbHble SL MOryT CNyXuUTb A8 OnpefesieHns Toro, MoxXxeT
N TOT MW MHO KOMMNOHEHT UM CMCTeMa COOTBeTCTBOBaTh LiesieBOMy SL cuctembl. [ocTaBLMK NPOAYKTOB UAN CUCTEM-
HbIA MHTErpaTop AO/HKEH ByaeT Takke NnpefocTaBUTb METOL0/I0MMYECKY0 OCHOBY N0 KOH(OUIYpUpOBaHMIO KOMMOHEHTA UK
CUCTEMbI ANS WX COOTBETCTBUSA 3asiBNE€HHbIM SL.

BeposiTHO, YTO B OTAENbHO B3ATOM MpoekTe 6yaeT psf KOMNOHEHTOB WAN CUCTEM, KOTOPbIe HEe MOTYT MOSIHOCTbLIO CO-
OTBETCTBOBaTH LenieBoMy SL. B cnyyae, ecnv noTeHUMasnbHblli SL KOMNOHEHTA WKW CUCTEMbI HUXE LieneBoro SL, AO/MXHbI
6bITb NPefyCcMOTPEHbl KOMMNEHCaLNOHHbIE KOHTPMeEpPbI AN obecneyeHns COOTBETCTBUA xenaemomy uenesomy SL. Kowm-
NneHcaunoHHble KOHTPMEpPbI MOTyT BK/OYaTb B ce6s M3MEHEeHWe NpoekTa KOMMOHeHTa WM CUCTEMbl ANS YAyylWeHUs mx
XapakTepucTuK, nogbop Apyroro KOMNOHEHTa UM cucTembl A8 obecneyeHns CoOOTBETCTBUSA LenesoMy SL unam gobasne-
HVe AOMOHUTE bHbLIX KOMMOHEHTOB WM CUCTEM AN 0ob6ecneyeHns COOTBETCTBUA LeneBomy SL. Mocne kaxaon utepauum
B npouecce pa3paboTkn AOCTUrHyTble SL npoekTa cucTembl cnefyeT aHanuM3upoBaTb NMOBTOPHO ANS OnpefeneHus Toro,
Kak OHVM COOTHOCHATCS C LieneBblMnU SL cucTemsl.
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Mocne yTBEPXAEHUS U peasi3aln NpoekTa CUCTEMbI OHa [0/HKHA ObiTb NpoaHaM3vpoBaHa AN npejoTspatle-
HUS UM CMSATYEHWS NOCNEeACTBUN CHUMKEHWS YPOBHA 6e30macHoCcTU cucTembl. Ee cnefyeT aHannsmposaTb BO BPeMsi Uan
nocne mogudmkaumii CUCTEMbI 1 HA CUCTEMATUYECKOI OcHoBe. M3IK 62443-2-1 npeaocTaBnsieT MeTOA0/I0MMYECKYH OC-
HOBY MO HeO6XoAMMOV nocnefoBaTeNbHOCTW AeCTBUIA ANA BeAeHWs nporpaMmbl 6€30NacHOCTY 1 OLeHke ee adhdekTmBs-
HocTw. lMocne onpefeneHus JOCTUIHYTbIX SL noTpebyeTcs OLueHUTb, COOTBETCTBYET /I CUCTEMA M3HAYa/IbHbIM LieneBbIM
SL (Hanpumep, MCNosb3ys cucTemHble TpeboBaHns 13 MOK 62443-3-3). Ecnv cuctema He COOTBETCTBYET aTuM TpeboBa-
HUSIM, Ha TO MOXET ObITb HECKO/IbKO MPUYUH, BK/IOUYAs HeQoCTaTOYHOE COMPOBOXAEHWE Nporpammbl UM He0OX0AUMOCTb
nepepaboTkn YacTeli CUCTEMBI.

B CyLLHOCTKN, XapakTepucTuky 6e30nacHOCTU CUCTEMbI YNpaBieHus OnpeaensaTcs He3aBMCUMMO OT KOHTeKCTa OT-
[eNbHO B3SATOr0 MCMOJMb30BaHNsA, HO UCMOJIb3YITCA B OTAE/IbHO B3ATOM KOHTEKCTE AN AOCTUXEHUS Lenesoro SL apxu-
TEKTYpbl, 30H U/WNWN TPAKTOB COOTBETCTBYIOLLEN CUCTEMbI (CM. PUCYHOK A.3).

MpousBoacTBEHHAs cpeaa

Tpebyemblit
OBEHb
yp OLeHKa p1ckoB
3aLMLLEHHOCTH YacTb 2-1
CUCTEMBI Cucrtema
ynpasneHus
6e30nacHOCTbI0
IACS
ApXUTEKTYPa, 30HbI 1 "
TpaKTbl CUCTEMbI
YacTtb 3-2

30HbI 1 TPaKThI

YacTb 3-3
TpeboBaHus
CBoiicTBa cucCTeMBI 6e3onacHocTu
ynpasneHus CUCTEMbI

Hesasucumo ot I'IpOVI3BO,D'CTBeHHOI7I cpenbl

PrcyHok A.3 — Cxema B3aMMOCBA3€ei NCNoMb30BaHUS PasfMyHbIX TUMOB SL

A.3 Bektop SL

A.3.1 dyHpgameHTanbHble TpeboBaHuA

YpoBHM SL ocHOBaHbl Ha cemn FR 6e3onacHocTu, onpegeneHHbix B MOK 62443-1-1:

1) ynpaBnexue naeHTudmkaumen n ayteHtngukauymnen (I1AC);

2) KOHTpONb ucnosb3osaHusa (UC);

3) uenocTHocTb cuctemsbl (Sl);

4) KOH(hmaeHUManbHOCTb gaHHbIX (DC);

5) orpaHnyeHue notoka AaHHbix (RDF);

6) CBOEBPEMEHHbI OTK/INK Ha cobbiTus (TRE) 1

7) pab0oTOCNOCOBHOCTL U JOCTYMHOCTL pecypcos (RA).

BMecTo cBefieHusi ypoBHeli SL k 06LeMy 3HaMeHaTes/lo MOXHO WCMOob30BaTb BEKTOP YpPOBHEW SL, KOTOpLIA Mc-
Nnosib3yeT cemb Bbllleyka3aHHbIX FR B NPOTMBOMOIOXHOCTb O4HOMY (DaKTOpy 3aliuLLeHHOCTU. ITOT BekTop SL gonyckaeT
3a/iaHne pasrpaHuyeHuii Mexay SL, COOTBeTCTBYHLMMU pa3nnyHbiM FR, ¢ nomowpto Habopa CMMBOMOB. 3TOT Habop
CMMBOJIOB MOXET ObITb OCHOBaH Ha AOMOJIHUTESIbHLIX CNEefCTBUAX, MPUBA3aHHbLIX K cuctemam 6e30macHocTu, Wiu pas-
JNINYHBIX NocararenbCcTBax Ha uenn 6e3onacHoCcTH, 3atparmBaemble TpeboBaHuamu FR. Flabop cumBonioB, MCNONb3yeMbli
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B onpefeneHusix SL, MoxeT packpbiBaTb NpakTudeckue o60CHOBaHUst TOro, YeM ofiHa cuctema GesonacHee apyron, 6e3
HeobXoAMMOCTM COOTHECEHUS BCEro C NocrefcTBuaMm ans HSE.

A 3.2 OnpeneneHus ypoBHei

A.3.2.1 Ob3op

CraHaapThl cepun M3OK 62443 onpegenstoT ypoBHU SL ¢ TOUKM 3peHMA NATH pasnuyHbix yposHei (0, 1,2, 3 1 4)
ro cTeneHun Bo3pacTaHus GesonacHocTu. AKTyanbHasi MOfEnb AN onpeferneHns SL cOOTHOCUTCA ¢ yrpo3oil, koTopas
HEeNpEepbLIBHO YCNOXHAETCS, U HE3HAYUTENbLHO PasHUTCA B 3aBUCMMOCTM OT TUna SL., K KOTOpoMy oHa npusasaHa. [pu-
MeHUTenbHO K SL-C 310 03HavaeT, 4To coBCTBEHHMK 0BbeKTa UM CUCTEMHBI MHTErpaTop cnocobHLI CKOHMUIypUpoBaTh
KOHKPETHEIA KOMMOHEHT Ui CUCTEMY ANsi OTpaXeHUs1 HenpepbiBHO YCNOXHALLeRcA yrposbl. [puMmernntensHo Kk SL-T
3TO 03HayaeT, YTo COBCTBEHHMK 0ObeKTa MMM CUCTEMHbI MHTErpaTop onpeAenuni nNocpeacTBOM aHanusa puckos, YTO
AOSMKHbBI 3aLLMLLATh AaHHYH0 KOHKPETHYIO 30HY, CUCTEMY UITM KOMIMOHEHT OT Yrpo3bl 3TOF0 YpoBHA. MpuMeHuTensbHo K SL-A
3TO 03HAYaEeT, YTo cOBCTBEHHUK 0ObeKTa, CUCTEMHBIN UHTErpaTop, NOCTaBLLUMK NPOAYKTOB u/unu noboe nx obbegnHexne
CKOHMrypvpoBanu 3oHy, CUCTEMY U KOMMOHEHT ATIst UX COOTBETCTBMSI KOHKPETHLIM TpeboBaHusam 6esonacHocT, onpe-
AeneHHbIM Ans atoro SL.

B dopmynupoBkax AnsA Kaxzgoro SL MCnonb3yloTcs Takue TEePMUHbLI, KaK «CryqaiiHbiii», «HENPeAyMbILLNESHHbIR,
«NPOCTON», «U3OLUPEHHLIA» U «OBLUMPHLIA». 3TU (OPMYNMPOBKU YMBILLIIEHHO abCTpaKTHbI, YToOb 0fHHM U Te Xe Ga3oBble
hOpMYIMPOBKM MOXHO ObiNo Ucnonb3oBaTh A5A Beex JoKyMeHToB cepun M3K 62443. Kaxabil oTAeNbHBIA AOKYMEHT
cepuu b6yaeT onpegenste TpeboBaHWA ANs ypoBHei SL, KOTOpble COOTHOCATCA € €ro KOHKPETHLIMU Ha3Ha4YeHUSAMMN.

XoTsi Tpe6oBaHusa Ansa kaxgoro SL OyayT pasnuuHbl Ha NpoTskeHUn Beeit cepun MOK 62443, HeobxoguMo MMeTb
obLee NpeacTaBReHne 0 TOM, OT Yero No BO3MOXHOCTU AOMKEH 3alyuiiaThb kaxablid SL. Cnegyiowme dparMeHTsl Npeso-
CTaBAT HEKOTOPYHO METOA0NOMMYECKYI0 OCHOBY K pasrpaHu4eHmnio ypoBHeid SL.

A.3.2.2 SL 0: He TpebyeTca cneynarnbHbX TpeboBaHuWii unu 3awuTtsl 6esonacHocTH

SL 0 uMeeT HeckonbKO 3HA4EHWIA, 3aBUCALLMX OT CUTYaLum, B KOTOPOIA OH NpuMeHseTea. B pamkax onpegenexus
SL-C oH 6ygeT o3HayaTb, 4TO KOMMNOHEHT UMM CUCTeMa He MOTYT YA OBNETBOPSATL HEKOTOPLIM U3 TpebosaHuit SL 1 ana
ZaHHoro koHkpeTHoro FR. C HauborbLiei BepoATHOCTBIO 3TO BYAET OTHOCUTLCS K KOMMOHEHTaM WU CUcTemam, ABnato-
LMMCS YacTbto 0BLUMPHOI 30HLI, B KOTOPOW ApYrMe KOMNOHEHTH M cucteMbl ByayT obecneynBaTb KOMNEHCAUNOHHBLIE
KoHTpMephl. MNpu onpegenenun SL-T AnA oTAenbHO B3ATON 30HLI OH O3HAYaeT, YTO COBCTBEHHUK 06BEeKTOB onpeaenun
cregyollee: pesynsTaTel aHanusa p1uckoB NOKa3biBaloT, YTO AN AaHHOro KOHKpeTHoro FR K AaHHOMY KOMNOHeHTY unu
cucTeMe HeobxoguMebl cnelnancHble TpeboBaHusi ypoBHA MeHbLUEro, YeM norHbli SL 1. 310 ByaeT ckopee OTHOCUTBCA K
OTZeNbHLIM KOMMOHEHTaM BHYTPU CUCTEMBI UIK 30HbI, HUKaK He BNUSAIOLLMM Ha KoHKpeTHbIe FR. Mpu onpepenernn SL-A
OH ByAeT o3Ha4aTk, YTO OTAENbLHO B3ATasi 30Ha He MOXET YAOBNETBOPSATL HEKOTOpLIM TpeboBaHuam SL 1 Ana gaHHoro
KoHKkpeTHoro FR.

A.3.2.3 SL 1: 3awuTa oT cry4aiiHoro usn HenpeayMbILNEHHOTo HapylueHusi 6esonacHocTu

Cny4aiiHble unu HenpegyMmblLlneHHbIe HapyLweHns 6e30nacHoCTU 06bIMHO NPOUCXOAAT BCIIEACTBUE HECTPOroii pe-
anusauum nonuTuk 6e3onacHocTu. 3T HapyLUeHWUs MOryT 6bITb CNPOBOLMPOBAaHBI XOPOLLO OCBEAOMITIEHHBIMW COTPYAHU-
KaMu € BepOSTHOCTbIO, COMOCTaBUMOW C BEPOATHOCTLIO Yrpo3 OT ayTcanfepos. MHOrne us aTux HapyLUeHUA OTHOCATCA K
nporpamme 6€30MacHOCTU 1 CMOTYT BbITb yNaXKeHbl NOCPEACTBOM YXKECTOHEHNUA NONUTUK U pernaMmeHToB.

B cooTBeTcTBUM C pUCyHKOM A.1 NpocTbiM npumepom ByaeT oneparop, CnocobHbI U3MEHUTb YCTaBKy Ha MHXeHep-
HOW cTaHUuK B 30He BPCS [0 3Ha4YeHuUs, HE COOTBETCTBYIOWErO YCNOBUSM, KOTOPbIE onpeaereHbl MHXEHepPHLIM nepcoHa-
nom. Cuctema He ycTaHoBUIA JOMKHbLIX OrpaHUYeHIA Ha ayTeHTUNKaLMIO U KOHTPOSb KCNOMNb3oBaHus, YTobbl onepaTtop
He CMOr BHECTW W3MeHeHUs. Taike B COOTBETCTBUN C PUCYHKOM A.1, ApyruMm npumepom GyAeT naporb, BbiCbinaeMblii
OTKPBLITEIM TEKCTOM MO TPaKTy Mexgy 3oHoii BPCS u 3oHoi DMZ, 4To noasonseT ceTeBoMy UHXEHepy BUAETb Naponb
B npoLjecce ycTpaHeHusi Henonajok B cucteme. CUcTeMa He ycTaHoBUNa AOMKHON KOHMUAEHUWaNbLHOCTA faHHbIX ANs
3awmThl napons. B cooTBeTCTBUMU C puCyHKOM A.2 TpeTbuM npumepomM ByaeT uHxeHep, KOTopbll cobupaeTcst Nony4nTb
foctyn K PLC B lNpombiwineHHoi ceTu #1, Ho B pesyneraTe nonydaeT goctyn K PLC 8 NpombliiineHHoit ceTn #2. Cuctema
He yCcTaHOBUNa JOSMKHOrO OrpaHnueHunsi NOToka AaHHbIX, YTO NPpeaoTBpaTno 6bl NoNyJYeHne MHXeHepoM JOCTyNa K OLLIK-
GoyHol cucteme.

A.3.2.4 SL 2: 3awuTa OT YMbILNEHHOIO HapyleHus 6e30nacHOCTU ¢ UCNONb30OBaHUEM MPOCTLIX CPefCTB MpU He-
3HaYuTEnNbHBIX pecypcax, MOCPeACTBEHHLIX HaBblkaxX U HU3KOW MOTUBaLMK

MpocTble cpeacTBa He TpebytoT OBLLUMPHBIX MO3HAHUIA CO CTOPOHbI 3N0YMbILLNEHHNKE. OT 3NOYMbILINIEHHUKA He Tpe-
ByeTcst focKOHaNbHOro 3HaHMsi 6e30MacHOCTU, JOMeHa U OTASNBHO BIATOW CUCTEMbI, Ha KOTOPYIO COBepLUaeTCst ataka.
OTH BEKTOPbI aTak1 XOPOLLO U3BECTHEI, U aBTOMaTU3NPOBAHHBIE UHCTPYMEHTB! MOTYT OKa3aTb MOMOLLb 3/T0YMbILLITTEHHUKY.
3TN MHCTPYMEHTLI paccyuTaHbl, CPEAN NPoYero, AN atakn Ha LWMPOKUA CNEKTP CUCTEM U HE OPUEHTUPOBaHbI Ha OfHY
KOHKPETHYIO CUCTEMY, MOSTOMY OT 3MOYMbILLINEHHUKA He TPebyeTcs 3HaUNTEeNbHOrO YPOBHSA MOTMBALIMKU UNU NOAPYUHLIX
pecypcos.

B cooTtBeTCTBUM C pUcyHKOM A 1 NpuMepoM BygeT BUPYC, KOTOPbIA MHULUpYyeT pabodyto cTaHLmIo Texobenyxusa-
Hus B DMZ npounsBoacTBeHHOro ob6bekTa, 0TKyfla pacnpocTpaHsaeTcsa Ha pabouyto cTaHuuto uHxeHepa BPCS, nockonbky
06e OHM UCMOMb3YHOT OAWHAKOBYIO YHUBEPCAlbHYIO ONEepaLUoHHyio cucTeMy. B cooTBeTcTBUM C PUCYHKOM A2 ApYrum
npumepom GyaeT 3noyMbILLNEHHUK, HapyLatowuil 6esonacHocTb BeG-cepBepa B KOPNOPATUBHOW CETU NMOCPEACTBOM 3KC-
rnoiiTa, 3arpyeHHoro u3a MIHTepHeTa, B criyyae o6LLen3BEeCTHON YA3BUMOCTU B YHUBEPCANbHOA onepaLyuoHHON cucteme
Beb-cepBepa. 3noyMblLLNIEHHUK UCNONb3yeT Beb-cepBep B Ka4ecTBE OTNPABHON TOYKN aTaku Ha Jpyrue CUCTEMbl KOpro-
paTUBHOW ceTH, a Takke NPOMbILLIIEHHO ceTu. Taioke B COOTBETCTBUM C PUCYHKOM A.2 TpeTbUM NpuMepoM ByaeT onepa-

52



FOCT P M3K 62443-3-3—2016

Top, npocMaTpuBatomin cant Ha HMI, pacnonoxeHHom B [pombilneHHon ceTu #1, KOTOPLIA 3arpyxaeT TPOsaH, U 3TOT
TPOSIH OTKpLIBAET B MapLUpyTU3aTopax U MeXCETEBbIX 9KpaHax naseiky B IHTepHeT.

A.3.2.5 SL 3: 3awuTa oT yMLILUNEHHOro HapyLueHUst 6e30MacHOCTU C UCTIONBL30BaHNEM U3OLLPEHHBLIX CPEACTB, NpK
YMepeHHbIX pecypcax, Hanuuum crieyuanbHbix No3HaHwii B IACS u yMepeHHo MoTuBaLun

M3olpeHHble cpeacTBa NoApa3yMeBaloT NpoABUHYTHIE 3HaHWA 6e30MacHOCTH, NPOABUHYTHIE 3HAHUA AOMEHOB,
NPoABUHYTHIE 3HaHWSA LieneBOW cucTeMbl UK mobyto ux koMObuHauuio. 3NOyMbILLNEHHUK, ©36paBLUMA Uenblo cucteMy
¢ SL 3, ckopee Bcero, 6yaeT UCNonb3oBaTh BEKTOPL! araku, KoTopbie NpucnocobneHbl K KOHKPETHOM LieneBoit cuctemMe.
[ns HapylleHns 6@30MacHOCTV CUCTEMBI 3NOYMBILLNIEHHUK MOXET UCNOMb30BaTh 3KCMIIOWTLI B ONEPaLMOHHbIX cUCTEMAX,
KOTOpble HefoCTaTOMHO pacnpoCTpaHeHbl, YA3BUMOCTM B MPOMBILLIIEHHBIX MPOTOKOMax, cneunanbHylo MHhopMauuio o
KOHKPETHOI Lienn unu gpyrue cpeicTBa, Tpebyloljue Hanuumsi MOTMBaLMK, a Talke onbiTa W 3HaHui BonbLumnx, YeM Tpe-
6ytotcs ans SL 1 unmn SL 2.

MpuMepoM U3OLLPEHHBLIX CPEACTB MOTYT ObITb MHCTPYMEHTHI ANS B3fIOMa Naponeit Ny KNYei, oCHOBaHHbIE Ha
xelW-Tabnuuax. OTM MHCTPYMEHTLI AOCTYMHEI AfS 3arpy3ku, HO MX NpUMeHeHne TpebyeT 3HaHWSA cucTembl (Hanpumep,
Xellla BaniaMbIBaeMoro napons). B cooTBeTcTBUMU € pUCYHKOM A.1 NpuMepoM ByAET 3MOoyMbILLNEHHUK, KOTOPLIA Nony4aeT
goctyn k PLC-FS yepes nocnefoBaTenbHeli TpakT nocne nonyyeHusn goctyna K ynpasnswouweMy PLC vepes ysi3BUMOCTb
B KOHTponnepe NHTepHeT. B COOTBETCTBUM C PUCYHKOM A.2 TPETbUM NPUMEPOM BYAET 3NOYMbILLNEHHUK, KOTOPLIA Momny-
YaeT JOCTYN K cepBepy-apXnBaTopy Yepes MeXCEeTEBON aKpaH NpoMbilLneHHo-KopropaTueHon AM3 nocpefctBoM arakm
nepebopom, MHULMNPOBaHHO U3 KOpnopaTMBHON BecnpoBoAHON ceTu.

A.3.2.6 SL 4: 3awmTa OT yMLILLUNEHHOrO HapyLueHUsi 6e30MacHOCTU C UCMONb30BaHNEM U30LLUPEHHBLIX CPEACTB, NpK
0BLWMpHBIX pecypcax, HanM4un creynanbHbiX No3HaHui B IACS 1 BLICOKOW MOTUBALMK

SL 3 1 SL 4 o4eHb cxoxu B ToM, 4To o6a npeanonaratT UCMOMNbL30BaHUE USOLLPEHHBIX CPEACTB ANst 0O6X0XKAeHUs
TpeboBaHwnii GesonacHocTu cucTemel. Pasnuyne faHHbIX YPOBHEH NPOMCXOAUT OT CTENEHN MOTUBALUM 3F10YMbILLFIEHHUKA
1 0BLUMPHOCTU AOCTYMHLIX eMy pecypcoB. OHU MOTYT BKAtoYaTh B ce65 BLICOKOIP(PEKTUBHBIE BBIMUCTTUTENBHLIE PECYPCHI,
GonbLUOE KOMMYECTBO KOMIMBIOTEPOB VSN 3HAYUTENBHLIE OTPE3KN BPEMEHH.

MpUMepoM M3OLLUPEHHBLIX CPEACTB Npu OBLUMPHLIX pecypcax ByaeT ucnonb3osaHue cynep-OBM unu knactepos
OBM gnis ocyllecTsrneHusi BanoMa naposieil metofom nepebopa ¢ ucnonb3oBaHWEM OGLIMPHBIX Xell-Tabnuu. Opyrum
npuMepom ByaeT GOTHET, MCMOMb3yeMblil A5 aTakum Ha CUCTEMY OJHOBPEMEHHO C MOMOLbIO HECKOMNBKUX BEKTOPOB aTak.
TpeTbuM NpumMepom ByfAeT opraHu3oBaHHasi NPecTynHas rpynnupoBka, MMetoLLas AOCTaTOMHY MOTUBALUIO U PECYPCH,
yTobbl Hefeny NojpsA NblTaTbCA aHanu3anpoBaTb CUCTEMY M paspabaTbiBaTb COOCTBEHHbLIE SKCNNONTLI «HYNEBOIO AHA».

A.3.3 dopmat BekTopa SL

Ans onucanus TpeboBaHnii 6€30MacHOCTU 30HbI, TPaKTa, KOMMOHEHTa UMK CUCTEMbI MOXET UCMONb30BaTLCA BEKTOP
Kak nyyllas ansrepHaTuBa equHUYHOMY HOMepy. [lakHbIl BEKTOP MOXET cogepxaTb nubo TpeboBarmne KoHKpeTHoro SL,
nn6o HyneBoe 3HaYeHne AMA Kaxaoro u3 pyHaameHTanbHelx TpeboBaHuii (cM. A.3.1).

®OPMAT — SL-? ([FR,] nomen) = {IAC UC SI DC RDF TRE RA},

rae SL-? = (Tpebyemblit) Tun SL (cm. A.2.2). BoaMoXHbI cnegytowmne dopmartsi:

- SL-T = Uenesow SL;

- SL-A = [JocTurnyteiit SL;

- SL-C = MNoTeHynanbHbIA SL.

[FR,] = (NMpu HeobxogumocTtn) Mone, o6o3Havalollee FR, k koTopoMy oTHOCKUTCA 3HadeHue SL. FR 3anuckiBatotcs
B hOpMe TEKCTOBOro COKpaLLeHusl, a He Yucen Ans yaobcTBa YTeHUs.

HomeH = (O6a3aTenbHo) MNMoaxoasAimnit AOMEH, Ha KOTopblit pacnpocTpaHsaeTcs SL. [loMeHbl MOryT 0THOCUTLCA K 30-
HaM, cucTemaMm ynpasneHns, nogcucremMam unmn KOMNoHeHTaM. BoT HekoTopbie NpuMepsbl pasnuyHbIX JOMEHOB, KOTophlie
npefcraBneHbl Ha pucyHke A.1: 3oHa SIS, s3oHa BPCS, 3oHa HMI BPCS, koHTponnep gomeHa DMZ npon3BoaCTBEHHOIO
obbekra, TpakT oT DMZ npousBogcTeeHHoro obbekra Kk LieHTpy ynpaBneHus u nocnegoBatenbHblid TpakT oT SIS k BPCS.
B aaHHOM KOHKPETHOM CTaHfapTe Bce TpeboBaHUs OTHOCATCA K CUCTeMe YNpaBneHusl, Mo3ToOMY TEPMUH «AOMEH» 3€Cb
He MCMonb3yeTcs B NPOTUBOMNONOXKHOCTL APYruM AoKyMeHTam cepun MOK 62443,

TMpumepbi ~

1 SL-T(30Ha BPCS)={2201313}

2 SL-C(ACB Paboyas cmanyus uHxeHepa) {332300 1}
3 SL-C(RA, PLC-FS) =4

MpumevyaHue — MNMocnegHuin NnpUMep pacKkpbIBaeT TONBKO KOMMOHEHT RA 7-3HauHoro SL-C.
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MpunoxeHne B
(cnpaBo4yHOE)

CooTHeceHne SR n RE c ypoBHamun SL 1 — 4 FR

B.1 O630p

3ajaya JaHHOTO NPUIOXEHNA — NPefoCcTaBUTb NOb30BaTEeN0 06LLY0 METOA0/I0TMYECKYI0 OCHOBY Mo AnddepeH-
umaumm ypoBHeli SL 0 — 4 Ha 6a3e FR nocpeacTBoM 0603Ha4€HHbIX SR 1M COOTBETCTBYHOLWMX UM PT.

B.2 Tabnuua cooTHeceHusa SL

Tabnuua B.1 nnnoctpmMpyeTt coOTBETCTBME TPEOOBAHUI YPOBHS cucTemMbl TpeboBaHMsAM FR Ans oTaenbHO B3ATOro
noTeHumnanbHoro SL cuctembl — SL-C(XX, cuctema ynpasneHus). na oTaensHo B3ATOro FR cooTBeTCTBME HEOOXOAMMbIX
TpeboBaHWUii YPOBHSA CUCTEMbI OTAENbHO B3ATOMY SL-C nokasaHo rasioukoi. Tak, HanpuMep, XapakTepucTukm 6e3onacHo-
ctm cuctembl SL = 1 ansa FR 5 (unm SL-C(RDF, cnctema ynpaBneHus) = 1) 6yayT BkIoYaTb B ceb6s 6a30Bble TpeboBaHNS
BCEX YeTblpex 0603HavYeHHbIX SR. Cuctema, He cnocobHas yaoBNeTBOpPUTbL BCceM yeTbipeM SR, 6yaeT nmetb SL-C(RDF,
cuctema ynpasnenus) = 0. Ana cooTtBeTcTBusA SL-C(RDF, cucTema ynpasneHus) = 2 cucTeMa JO/hKHA noaaepxusaTb
6a3oBble TpeboBaHus aTux YeTbipex SR natoc RE(1) SR 5.1 n SR 5.2. B kayecTBe gpyroro npymepa: HeobxoamMMo TO/IbKO
6a3oBoe TpeboBaHne SR 6.1 ana cootsetcTBUA SL-C(TRE, cuctema ynpasnenus) = 1, Ho o6a 0603HaueHHbIX SR He-
obxogumbl ans cootBetcTBus SL-C(TRE, cuctema ynpasneHusi) = 2. A.3.3 packpbiBaeT NopsgoK 0603Ha4YeHnss o6Lero
BekTopa SL.

Tabnunya B.1 — CooTHeceHne SR n RE c ypoBHAMKU SL 1— 4 FR (ogHVUM 13 YeTbipex)
SRnRE SL1 SL2 SL3  sL4
FR 1 — YnpaBneHue ngeHtndukaynen n ayteHtngukaymnen (IAC)

SR 1.1 — VpgeHTudmkaums 1 ayteHTUukalms nonb3osarens —

onsnyeckoro nuua 53 v v v v
SR 11 RE 1— YHukasibHaa naeHtudmkaumns n ayteHtudmkaums 5331 \% v \%
SR 10.1 RE 2 — MHoroghaktopHas ayTeHTuukaums oisi HefoBepeHHbIX 5332 vV v
ceTei

SR 1.1 RE 3 — MHorodhaktopHasa ayTeHTudmnkauns gns Beex cetei 5.3.3.3 \%
SR 1.2 - MaeHTudmkaums n ayteHTudmnkaLma nporpaMmMHbIX NpoLeccoB 54 Vv Vv v
1 YyCTPOICTB

SR 1.2 RE 1— YHukanbHas ngeHtndumkauma n ayteHtudmkaums 5431 \Y, \%
SR 1.3 — YnpaB/ieHve y4eTHbIMU 3annucamm 55 \% \% \% \%
SR 1.3 RE 1— YHMMUMPOBaAHHOE yNpaB/ieHNE YYETHbIMK 3anmcamm 55.3.1 V \%
SR 1.4 — YnpaBneHve naeHTudumkaropamu 5.6 \% \%
SR 1.5 — YnpaBeneHue ayTeHTudmkaTopamu 5.7 \% \% \% \%
SR 1.5 RE 1— AnnapartHass 6e30nacHOCTb A1 PErMcTpPaunoHHbIX AaH- 5731 Vv v
HbIX MAEHTUYHOCTY MPOrpamMMHbIX MPOLECCOB

SR 1.6 — YnpaBneHvue 6ecnpoBoAHbIM LOCTYNOM 5.8 \% Vv \Y \%
SR 1.6 RE 1— YHukanoHaa naeHtudunkauma n ayTeHTndunkaumsa 5.8.3.1

SR 1.7 — HagexHocTb ayTeHTudmkaumm no naposnto 5.9 \%

SR 1.7 RE 1— OrpaHu4YeHns Ha reHepauuio naposieil n cpokn mx 50.3.1 V vV
OencTBuA Ana nonb3oBartenein — pmanyecknx aumy,

SR 1.7 RE 2 — OrpaHunyeHusi CpokoB AeCTBUS Naponeli ana Beex 5032 Vv

nosib3oBaTenei
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MpogomkeHne Tabnuupl B. 1
SRunRE
SR 1.8 — CepTudmkatbl MHPACTPYKTYPbl OTKPbITLIX Ktouen (PKI)
SR 1.9 — HagexHocTb ayTeHTudmKaumm no oTkpbITOMY K4y

SR 1.9 RE 1 — Bbe3onacHocTb annapaTtHOro obecnevyeHus npu
ayTeHTUUKaLMM Mo OTKPLITOMY K/HoYy

SR 1.10 — O6paTHasn cBA3b Npu ayTeHTudmkaumum

SR 111 — HeypgauHble MONbITKA BXO4a B CUCTEMY

SR 1.12 — YBepgomneHne 06 UCNO/Ib30BAHUN CUCTEMBI
SR 1.13— [locTyn 4yepe3 Hef0BEepPeHHbIE CETU

SR 1.13 RE 1 — lpyHATUE SABHOTO 3anpoca Ha AOoCTyn
FR 2 — KoHTponb ncnonb3zosaHuns (UC)

SR 2.1 — KOHTpO/b BbINOIHEHMS aBTOpM3aLMii

SR 2.1 RE 1 — KOHTpO/b BbINO/IHEHWS aBTOpM3aLUiA osi BCex
nonb3oBatenei

SR 2.1 RE 2 — COOTHEeCeHMe MOSIHOMOUMIA C PONsSMU

SR 2.1 RE 3 — [l1proOpUTETHOCTb AUCNETHEPCKOro ynpaB/eHus
SR 2.1 RE 4 — [lBoiiHOe nogTBepxaeHne

SR 2.2 — KOHTposb 6eCcnpoBOLHOr0 UCMO/1b30BaHNsA

SR 2.2 RE 1— WNpaeHTudmkaums n coobuieHne o HeaBTOPM30BaHHbIX
6ecnpoBOAHbIX YCTPOCTBaX

SR 2.3 — KOHTpO/ib UCMNO/b30BaHNS NOPTATUBHBIX U NMOABMKHBIX
yCTpoOWicTB

SR 2.3 RE 1 — YxecTo4yeHue ctatyca 6e30macHOCTM NOPTaTUBHBIX
1 NOABWXHBIX YCTPOICTB

SR 2.4 — Mo6UnbHbI Kopg,

SR 2.4 RE 1— [poBepka LenocTHOCTM MOOGUIBLHOTO koga
SR 2.5 — BnoknpoBka ceaHca

SR 2.6 — [lpepbiBaHve yaasieHHbIX ceaHcoB

SR 2.7 — KoHTpob napasnesnbHbiX cCeaHcoB

SR 2.8 — Co06bITuA, nognexawime ayguty

SR 2.8 RE 1 — LleHTpasn30BaHHO ynpaBAsieMblii CUCTEMHbINA XypHan
ayguta

SR 2.9 — EMKOCTb CUCTEM XpaHEHUS AaHHbIX ayauta

SR 2.9 RE 1 — TpegynpexaeHne npu SOCTUXEHUU Mopora eMKoCTu
HocuTens 3anvceli ayauTa

SR 2.10 — Peakuusi Ha TexHonornyeckne cboun ayauta
SR 2.11 — BpemeHHble MeTKK
SR 2.11 RE 1 — BHyTpUCUCTEMHAs CUHXPOHU3AUNA BPEMEHU

SR 2.11 RE 2 — 3auwura UuenoCcTHOCTU UCTOYHUKA CUHXPOUMMY/IbCOB
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MpopomkeHne Tabnuupbl B. 1
SRunRE
SR 2.12 — 3awuta oT HENpPU3HaHNA yyacTus

SR 2.12 RE 1 — 3awuTa OT HEMpU3HaHWA y4yactusa o1 BCEX
nonb3oBartene

FR 3 — LlenocTtHocTb cuctemsl (Sl)

SR 3.1 — LienocTHocTb KOMMyHMKaLMn

SR 3.1 RE 1— 3awuTa uesocTHOCTM cpeacTBamMu KpunTorpadumm
SR 3.2 — 3awmra oT BpeAOHOCHOro Kofa

SR 3.2 RE 1— 3awura oT BpefJOHOCHOIo KoAa Ha BXofax U BbIXo4ax

SR 3.2 RE 2 — LleHTpasin3oBaHHOE yrnpas/ieHne 1 OTYETHOCTb AN14 3a-
LLMTBI OT BPEAOHOCHOTO Koja

SR 3.3 — Bepudmkauust oyHKLUNOHATbHOCTM 6€30MacHOCTU

SR 3.3 RE 1— ABTOMaTV3NpOBaHHbIE MeXaHn3Mbl Bepudmkaunm
PYHKUMOHANBLHOCTM 6€30NacHOCTU

SR 3.3 RE 2 — Bepudmkaymsa oyHKLUNOHaNILHOCTM 6€e30MacHOCTU BO
BpEMS LUTATHOWN paboTbl

SR 3.4 — LlenocTHOCTb NporpaMMHOro obecrneyeHns u nHgopmalmm

SR 3.4 RE 1— ABTOMaTM3NPOBaHHOE YBELOM/IEHNE O 3/10YMbILLNEHHbIX
HapyLLeHMAX LLeN0CTHOCTH

SR 3.5 — Bannpauusa BXOAHbIX OAaHHbIX

SR 3.6 — [leTepM1HMPOBaHHbI/i NOTOK BbIXOAHBIX CUTHa0B
SR 3.7 — O6paboTka Own60K

SR 3.8 — LlenocTtHocTb ceaHca

SR 3.8 RE 1— AHHynupoBaHue ngeHtudumkaTopos ID ceaHca nocne
3aBepLUeHns ceaHca

SR 3.8 RE 2 — lNeHepaums yHukanbHoro ID ceaHca

SR 3.8 RE 3 — CnyualiiHblii xapaktep ID ceaHcoB

SR 3.9 — 3awuTta nHhopmauun ayauta

SR 3.9 RE 1— 3anuncu ayguta Ha HerepesanucbiBaeMblX HOCUTENAX
FR 4 — KoHdunpaeHunanbHOCTb gaHHbIX (DC)

SR 4.1 — KoHdmgeHunansHoCcTb MHhopmaumum

SR 4.1 RE 1— 3awmra KoH(UaeHUasibHOCTU UHhopMaLun B Xxoae ee
XpaHeHUs1 WM nepefaun Yepes HefoBEPEHHbIE CETU

SR 4.1 RE 2 — 3awmra KOHpUAEHLMaIbHOCTU NPY NepeceyeHnn rpaHul,
30H

SR 4.2 — CoxpaHHOCTb MHhopmauum
SR 4.2 RE 1— YpaneHue pecypcoB Ha 6ase pasfensemoil namatu

SR 4.3 — Wcnonb3oBaHue kpunTtorpacgmm
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OkoH4yaHune Tabnuupl B. 1

SRunRE SL1 SL2 SL3  SL4

FR 5 — OrpaHunyeHmne notoka gaHHbix (RDF)

SR 5.1 — CermeHtauus cemm 9.3 \%

SR 5.1 RE 1— ®usnyeckas cermeHTauus cetu 9.331

5;;.3111;5'”2 — He3aBncUMOCTb OT ceTeld, He OTHOCSILLMXCS K cMcTeMam 9332 Vv v
SR 5;1 RE 3 — Jlornyeckast n comsnyeckasi U3oAsaumMst KPUTUUECKN BaKHbIX 9333 v
ceTell

SR 5.2 — 3awuTta rpaHuy, 30Hbl 9.4 \% \% \Y
SR 5.2 RE 1— OTkKa3 rno ymo/i4aHuio, paspeLleHre No UCKTHYEHUIO 9.4.31 i \%
SR 5.2 RE 2 — OCTpPOBHOW pexum 9.4.3.2 \Y \%
SR 5.2 RE 3 — 3akpbITve npu oTkase 9.4.3.3 \% \%
faR6gfeHOTrpr:6q§:;:T:a nepefady obLielenesoli nHopmalum 95 v v Y v
SR 5.3 RE 1— 3anpeT Ha N6yt nepegady obLieLenesoin nHgopmaymm

«abOHEHT — abOHEHT» 9531 v v
SR 5.4 — Pa3bueHvie npuioxeHuii 9.6 \% Y, Y \%
FR 6 — CBOeBpeMeHHbIli OTKINK Ha cobbiTuA (TRE)

SR 6.1 — [locTynHOCTb (halifioB pernctpaumm aygmurta 10.3 \% \Y,

SR 6.1 RE 1— lMporpamMMHbIii 4OCTYN K thaiinam peructpaumu ayguta 10.3.3.1

SR 6.2 — HenpepbIBHbIA MOHUTOPUHT 104 \%

FR 7 — Pab6oTocnoco6HOCTb 1 f0CTYyNHOCTb pecypcoB (RA)

SR 7.1 — 3auwmta OT oTKasa B 06CnyXmBaHn1 11.3 \% \% \Y \%
SR 7.1 RE 1— PerynupoBatb 3arpysku IMHWiA CBS3M 11.3.3.1 Vv v Vv
2;‘37'7.'1 RE 2 — OrpaHnuntb nocneactsua DoS gnsa gpyrux cuctem win 11332 v i
SR 7.2 — YnpaBneHue pecypcamu 11.4 Vv v v V
SR 7.3 — PesepBupoBaH/e B cUCTEME yNpaBieHus 115 v Vv Vv Vv
SR 7.3 RE 1— Bepuduvkaums pesepBupoBaHus 11531 Vv n v
SR 7.3 RE 2 — ABTOMaTM3auu1si pe3epBrpoBaHns 11.5.3.2 v Vv
SR 7.4 — BoccTaHoBMeHNE ¥ BOCcCO3aHne CUCTEMbI yrpaB/ieHuns 11.6 Vv Vv v Vv
SR 7.5 — ABapuiiHoe nuTaHve 11.7 Vv Vv v v
SR 7.6 — MapameTpbl KOHMrypauum cetm 1 6e3onacHocTu 11.8 Vv n V n
SR 7.6 RE 1— MalmnHouMTaemas OTYETHOCTb O TEKYLLUX napamMeTpax 11831 vV v
6e3onacHoCTU

SR 7.7 — MuHUMasnbHast yHKLMOHAIbHOCTb 11.9 Vv Vv V

SR 7.8 — MHBeHTapu3auus KOMMNOHEHTOB CUCTEMbI YNPaB/eHNs 11.10 Vv Vv Vv
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Mpunoxexnue JA
(cnpaBouHoe)

CBefeHus 0 COOTBETCTBUM CChIFIOYHbIX MEXAYHAPOAHLIX CTAHOAPTOR
CChINMOYHLIM HaLMOHaNbLHLIM cTaHaapTaMm Poccuiickoit Pegepauum

Tabnuya [OAA1

O6o3Ha4eHne cobIfoYHOro CreneHb ObosHaqeHne K HaumeHoBaHWe
MeXayHapo4Horo craHgapTta COOTBETCTBKA COOTBETCTBYHOLLEro HalUuoHanbHOro cTaHgapTta
IEC 62443-1-1:2009 IDT [OCT P M3K 62443-1-1 «CeT# NPOMbILLNEHHON KOMMYHWUKa-
uuu. BeaonacHocTb ceTel U cuctem. Yactb 1-1. TepmuHorno-
rusl, KOHUENLM 1 MOAESN»
IEC 62443-2-1 IDT MOCT P M3OK 62443-2-1 «CeTut MIPOMbILLNEHHOW KOMMYHUKa-

yun. besonacHocTb ceTel 1 cuctem. YacTb 2-1. YupexaeHue
nporpaMmbl 6e30MacHOCT CUCTEM NPOMBILLNEHHON aBToMa-
TU3aLUMK U KOHTPORSA»

BETCTBUA CTaHO4apToB!

- IDT — naeHTUYHble cTaHaapThl.

M punMmedaHhne — B HaCTOHmeﬁ Ta6n|/|ue MCnoJib30BaHO criefiykollee yCcnoBHoe 0003HauYeHne CTeneHn cooT-
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BuSnuorpadusa

Mpumevarue 1 — [aHHasa Gubnuorpadms skntodaeT B ceba CCLINKM Ha UCTOMHUKKU, UCNONb30BaHHLIE B Xofe

CO3/laHns HAaCTOALLEro CTaHAapTa, a Talke CChITKN Ha UCTOUHMKMN, KOTOPbIE NOMOTYT YNTATENto Nyllle NOHSATb, YTO Takoe
KMGepbesonacHOCTL B LIENOM U npolecc paspaboTkn cucTembl ynpasneHus knubepbesonacHocTbio. He Bce ccbinku B faH-
HOW Bubnuorpadumn NpUBOAATCA B TEKCTE HACTOsLWero cTaHgapTa. CChifkU CrpynnnpoBaHbl B pasfuyHbie KaTeropum Ha
OCHOBE MX UCTOMHMKA.

Ccbinku Ha Apyrue 4acTu — Kak CylIecTBYIouue, Tak M Ha cTaguu npoussofactea — cepun MIK 62443:

MpumevarHue 2 — He BCe CCLIKN OTPaXKaloT ONyBNUKOBaHHbLIE JOKYMEHTbI; HEKOTOPLIE [OKYMEHThI BCe eLle

Ha cTaguy paspabotkn. OHu nepevnchneHbl 3feck A4NA AONOAHEHUS NEPEYHs UMEIOLWWUX Ha faHHbIA MOMEHT cuily YacTei
cTaHgapToB cepun M3IK 62443.

(]

(2]

(3]

[4]

(5]

(6]

(7]

(8]

]

(10]

(1]
(12]
(13]

IEC/TR 62443-1-2, Industrial communication networks — Network and system security — Part 1-2: Master glossary
of terms and abbreviations?

IEC/TS 62443-1-3, Industrial communication networks — Network and system security — Part 1-3: System security
compliance metrics?

IEC/TR 62443-1-4, Industrial communication networks — Network and system security — Part 1-4: IACS security
lifecycle and use-case®

IEC/TR 62443-2-2, Industrial communication networks — Network and system security — Part 2-2: Implementation
guidance for an IACS security management system?

IEC/TR 62443-2-3, Industrial communication networks — Network and system security — Part 2-3: Patch
management in the IACS environment®

IEC 62443-2-4, Industrial communication networks — Network and system security — Part 2-4: Installation and
maintenance requirements for IACS suppliers®

IEC/TR 62443-3-1, Industrial communication networks — Network and system security — Part 3-1: Security
technologies for industrial automation and control systems

IEC 62443-3-2, Industrial communication networks — Network and system security — Part 3-2: Security levels for
zones and conduits?)

IEC 62443-4-1, Industrial communication networks — Network and system security — Part 4-1: Product development
requirements®

IEC 62443-4-2, Industrial communication networks — Network and system security — Part 4-2: Technical security
requirements for IACS components?

CcbINKM Ha gpyrue CTaHAapThbl:

ISO/IEC Directives, Part 2:2011, Rules for the structure and drafting of International Standards
ISO/IEC 19790, Information technology — Security techniques — Security requirements for cryptographic modules

ISO/IEC 27002, Information technology — Security techniques — Code of practice for information security
management

1) Ha paccmoTtpeHmn.
2) MoToBUTCA K U3A,aHNIO.
3) Ha paccmoTpeHun.
4 Ha paccMoTpeHun.
5) Ha paccmoTpeHum.
®) MoToBUTCA K M3gaHMIo.
7) Ha paccMOTpeHuH.
8) Ha paccmoTpeHunm.
9) Ha paccMoTpeHmu.
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[14]
)
[16]
(17]
(18]
[19]
(20]
[21]
[22]
(23]
[24]
[25]
(26]
[27]

(28]

[29]
(30]
[31]
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NERC CIP-002, Cyber Security — Critical Cyber Asset Identification

NERC CIP-003, Cyber Security — Security Management Controls

NERC CIP-004, Cyber Security — Personnel & Training

NERC CIP-005, Cyber Security — Electronic Security Perimeter(s)

NERC CIP-006, Cyber Security — Physical Security of Critical Cyber Assets

NERC CIP-007, Cyber Security — Systems Security Management

NERC CIP-008, Cyber Security — Incident Reporting and Response Planning

NERC CIP-009, Cyber Security — Recovery Plans for Critical Cyber Assets

NIST FIPS 199, Standards for Security Categorization of Federal Information and Information Systems
NIST SP800-52, Guidelines for the Selection and Use of Transport Layer Security (TLS) Implementations
NIST SP800-53 Rev. 3, Recommended Security Controls for Federal Information Systems and Organizations
NIST SP800-57, Recommendation for Key Management

NIST SP800-82, Guide to Industrial Control Systems (ICS) Security

NIST SP800-92, Guide to Computer Security Log Management

Opyrue ooKyMeHTbl U onyGnuKoBaHHbIe pecypchbi:

Gilsinn, J.D., Schierholz, R., Security Assurance Levels: A Vector Approach to Describing Security Requirements,
NIST Publication 906330, October 20, 2010.

IETF RFC 3647, Internet X.509 Public Key Infrastructure, Certificate Policy and Certification Practices Framework
Digital Bond Bandolier project, available at http:/mww.digitalbond.com/ftools/bandolier/
Open Web Application Security Project (OWASP), available at http://fwww.owasp.org/
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KntoueBble crnosa: 6€30MacHOCTb, CETU U CUCTEMBI, YPOBHU BE30MACHOCTH, CETU NPOMBILLNEHHOR KOMMYHUKa-
LMy, cucTema NpPOMBILLTIEHHOW aBTOMATUKM U KOHTPONS
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