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FOCT P 52448—2005

Mpeaucnosue

Llenn n npuHumnel ctaHgapTm3aumn B Poccuiickoih ®egepaunn ycTaHoBNeHbl PefepasibHbIM 3aKOHOM
0T 27 pekabps 2002 r. Ne 184-®3 «O TEXHUYECKOM perynpoBaHumny», a npasuna npyMeHeHns HaunoHanbHbIX
cTaHgapToB Poccuiickoli ®epepaunm — FOCT P 1.0—2004 «CrtaHgapTusauusa B Poccuiickoli ®eaepaumu.
OCHOBHbIE MONOXEHNA»

CBefioHVA 0 cTaHfapTe

1 PA3PABOTAH locyaapCTBEHHbIM Hay4YHO-MCCNeA0BaTe/IbCKUM UCMbITaTeNbHbIM UHCTUTYTOM NPO6-
NleM TeXHUYECKO 3aWwuTbl nHhopmauumn ®enepanbHOn Cnyx6bl MO TEXHUHECKOMY U SKCMOPTHOMY KOHTPOJIO
(THUW NT3N ®CTIK Poccun). TexHnyeckum KOMUTETOM Mo cTaHdapTulaumm TK 362 «3awmta nHpopma-
Ln»

2 BHECEH YnpaBneHnem TeXHUYECKOro perysivupoBaHus 1 ctaHgaptusaunn ®degepasbHOro areHTcTea
Mo TEXHUYECKOMY PErysimpoBaHnio 1 MeTposiormm

3 YTBEPX/[EH VI BBEJEH B IENCTBVE Mpukazom ®efepanbHOro areHTCTBa No TEXHUYECKOMY pe-
rynupoBaHuio n meTponorum ot 29 aeka6psa 2005 r. No 449-ct

4 BBEJEH BIEPBbIE

MHopmaLmsi 06 M3MEHEHUSIX K HACT 0sILLEeMY CTaHAap Ty Ny6/nkyeTCs B XerofHo n3aaBaeMoM UH-
¢hopMaLMOHHOM yKasaTenie «HaunoHabHble CTaHAapThi», & TeKCT U3MEHEHWIi U NONPaBoK — B exeme-
CSIYHO M3JaBaeMbIx MHPOPMALMOHHbIX YKasaTensx «HaumoHanbHble cTaHgapThi». B cnyyas nepecmoTpa
(3aMeHbl) MM 0TMEHbI HACTOALLEro CTaHAapTa CooTBETCTBYLLee yBefjoMeHne 6yaeT ony6MKoBaHo
B ©XXEMECSUYHO N34aBaeMoM UHOPMaLMOHHOM yYKasaTe e «HalunoHabHble CTaHgapThi». COOTBETCTBY-
loLLiast MHhopMaLWsi, yBeJOM/IEHNE N TeKCT bl pasMelLan T csl Takke B MHOPMaLMOHHOI cucTeme o6Lwero
No/b30BaHNUs — Ha ohuLManbHOM caiiTe dPefepasibHOro areHTCTBa N0 TEeXHNUYECKOMY Pery/iupoBaHuio 1
MeTpoNoruy B ceTu HTepHeT

HacTosAwwmii cTaHaapT He MOXET ObiTb NOTHOCTLIO UM YaCTUYHO BOCNPOU3BEAEH, TUPAXMNPOBaH 1 pac-
NpoCTpaHeH B Ka4yecTBe ohuLmanbHOro n3gaHus 6e3 paspelueHns defepanbHOro areHTCTBa No TeXHUYECKo-
My perysvpoBaHuio 1 MeTposIorimn

©CTAHOAAPTUH®OPM. 2006
© CTAHOAPTUH®OPM. 2008
MepensgaHve (N0 cocTOAHMIO Ha anpesib 2008 r.)
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HAUMOHANBbHbBIMN CTAHAOAPT POCCUMCKOW OSGEJLEPALUNMN

3awuTa nHopmanmm
OBECMNEYEHWE EE30MNACHOCTW CETEW 3/IEKTPOCBSA3U
O6Lme NooXeHus

Information protection.
Providing the security of networks telecommunications.
General provisions

fNarta BBegeHns — 2007—01—01

1 O6nacTb NpMMeEHeHUS

HacTosiwumii ctaHgapT npeAHasHavyeH A1 NPMMEHEeHUss PpacnonoXeHHbIMW Ha TeppuTopumn Poccuiickoii
depnepaumm opraHmzauusamMm, NpegnpuaTuamMmn u ApyruMm cyobekTaMm X03sMCTBEHHOM feATe/IbHOCTU He3aBu-
CVMO OT VX OpraHun3aLoHHO-NPaBoBol hopMbl U (POPMbl COGCTBEHHOCTU, KOTOPbLIE CBSA3aHbl C CO34aHNEM U
aKcnnyaTauneli cetTein aneKTpoCcBa3n, SBNALWNMUCS COCTABHbIMU KOMMOHEHTAMMN CETU CBSI3W O6LLETO NOJb-
30BaHWA eAnHOI ceTn 31ekTpocBs3n Poccuiickoii ®epepanmn. OCHOBHBIMU (OYHKLMAMU ceTeli 3/1eKTPOCBS3N
ABNAIOTCA NpueM, o6paboTka, XxpaHeHne, nepegava v npegoctassieHne Tpebyemoli nHdopMaLuuy nosb3oBa-
TeNnsiM 1 opraHam rocyfapCTBEHHOrO ynpasieHus 415 ee nocnegyowero npumeHeHns. Cetn aneKkTpocBa3n
npefHasHauyeHbl A5 0KasaHus ycyr cBsi3u Nt060My NOJib30BaTEN0 NYTEM NPefoCTaBEHUS OTKPbITbIX UH-
hopMauUMOHHbIX pecypcoB 1 UHGOPMaLMK, He cofepxalleil cBefeHuid, COCTaBNSAKLWMNX FOCYAapCTBEHHYHO
TaiiHy, unn nHopmMaLmmn, 4OCTyn K KOTOPOI OrpaHUYeH B COOTBETCTBMM C 3aKOHOA4ATENbLCTBOM Poccuiickoit
Pegepauumn.

HacTosilwwmii ctTaHgapT onpegensieT TEPMUHOJIOTUIO, Leun, 3aAaun, NPUHLKMbLI 1 OCHOBHbIE MOJIOXEHUS
obecneyeHns 6e30NacHOCTU ceTeld 3/1eKTPOCBA3N.

MonoXeHUsiMK HaCTOSILLEro CTaHAapTa pPekoMeHAyeTCsl PyKOBOACTBOBATLCS NpU:

- pasBMTUM ¥ COBEPLLUEHCTBOBAHMM NPaBOBOro, OPraHn3aLuoHHOro, 3KOHOMUYECKOTO U Hay4YHO-TEXHU-
yeckoro obecneyeHnss 6e30MacHOCTU ceTeld 3NEKTPOCBA3N.

- pas3paboTke MNPOEKTOB, NPOrpaMmM, HOPMaTUBHbIX JOKYMEHTOB 1 METOANYECKUX PEKOMEHAALMIA No o6ec-
neyeHno 6e30NacHOCTU ceTell 3NEKTPOCBA3N 1 KOHTPOJIHO UX COCTOSHUSA:

- hopMMpOBaHUN N peanunsaLlmmn NoaMTUKU 6e30NacHOCTX onepaTopamMu CBA3M.

2 HopmaTunBHbIE CCbINKU*

B HacTosLleM cTaH4apTe UCMONb30BaHbl HOPMATVBHBIE CChIJIKU Ha cnefyolmne cTaHaapThl:

FOCT P NCO/M3K 15408-2—2002 WHdopmaumnoHHas TexHosorus. MeTtoasl U cpeacTea obecneve-
HMA 6e3onacHocTU. Kputepum oLeHkn 6e30nacHOCTU MHAOPMALMOHHbIX TEXHOMOMMIA. YacTb 2. ®yHKLMOHANb-
Hble TpeboBaHUs 6e3onacHoOCTK

FOCT P NCOYM3K 15408-3—2002 WHdopmaunoHHasa TexHonorns. MeTtoabl 1 cpefctea obecneve-
HMA 6esonacHocTW. Kputepum oueHkn 6e30nacHOCTM MHPOPMAaLMOHHBIX TeXHOMoMiA. Yactb 3. TpeboBaHus
[oBepus k 6esonacHocTy

FOCT P 51275—99 3awuta uHcopmauun. O6beKT uHdopmaTtumsauymmn. dakrtopbl, BO3AeNCTBYOLINE
Ha nHdopmauuio. ObLmne NonoxeHus

MpumeyaHune — lMNpu NONb30BAHUM HACTOALWMM CTaHAApPTOM Lenecoo6pasHo NPoBEPUTL AEeNCTBUE CCbINOY-
HbIX CTaAHAApPTOB a MH(OPMaLMOHHON cucTteme o6 ero NoNb30BaHMA — Ha opuunanbHOM calite PegepanbHOro areHT-

N3paHue opuynanbHoe

* CM. npumeyanvne ®ryrn «CTAHAAPTUH®OPM» (c. 16).
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cTBa MO TeXHUYeCKOMY PperyiMpoBaHui0 W MeTposiorun B ceTu WIHTepHeT WM NO exerofgHo u3gaBaemMoMmy
MH(OPMaLMOHHOMY yKasaTesnto «HaluuoHabHble CTaHAapThl*, KOTOPbI ONY6/IMKOBAH MO COCTOAHMIO Ha 1 siHBaps Teky-
ujero roga, 1 No COOTBETCTBYIOL MM €XEeMeCAYHO N3aaBaeMbiM UH(DOPMaLMOHHbLIM ykasaTenam, ony6inkoBaHHbIM B TeKY-
wem rogy. Ecnnm ccblnouHbIi cTaHAapT 3aMeHeH (M3MeHeH), TO NpW NOJIb30BAHWM HACTOSILMM CTaHAAPTOM crepyeT
PYKOBO/CTBOBATHCA 3@aMEHEHHbIM (M3MEHEHHbIM) CTaHAapPTOM. ECN CCbITIOYHBI CTaHAapT OTMeHeH 6e3 3amMeHbl, TO Mo-
JIOXEeHWe. B KOTOPOM AaHa CChifIka Ha Hero, NPYMeHSAeTCA B YacTW, He 3aTparnBatLleid 3Ty CCbIKy.

3 TepmuHbI U onpegeneHus

B HacToslleM cTaHAapTe NpYMEHeHb! CefyoliMe TepMUHbI C COOTBETCTBYIOLLMMU OnpeAeeHUsaIMu:

MpMMeyaHNe —B3aumMoCBA3b OCHOBHbIX MOHATUIA M NpoLeccos o6ecnedyeHns 6e30MacHOCTU ceTell anek-
TpPOCBA3M nokasaHa Ha npuMmepe «Mogenb 6e30MacHOCTM CETW 3/1IeKTPOCBA3N» (NpuUnoxeHue A).

3.1 6e30nmacHOCTb CeTu 31eKTpocBsA3n: CnocobHOCTb CeTU 3NEKTPOCBA3M NPOTUBOAENCTBOBATL
onpefeneHHoOMY MHOXECTBY Yrpo3, npefiHaMepeHHbIX WIN HernpegHaMepeHHbIX AecTabuim3npyowmx Bos-
[eCcTBUI Ha BXOAsLLMe B COCTaB CETU CPeACTBa, /IMHUN CBA3N U TEXHOMO0rMYeckme npouecchl (MPOTOKObI),
4YTO MOXeT NPMBECTU K YXyALUeHUD KavyecTBa yCcnyr, npenocrtaB/iA€MbiX CETbHO 3/IEKTPOCBA3N.

3.2 pectabunusupylouee BosgeiicTeue: [elicTBue, UCTOYHUKOM KOTOPOro SABNSieTCA husnmuyeckuii
WM TEXHOMOTMYeCKNii NPOLEeCcC BHYTPEHHErO WU BHELLHEro N0 OTHOLLEHUIO K CETY 3/1eKTPOCBA3UN XapakTepa,
NpuBOJALLEE K BbIXOAY U3 CTPOS 3/IEMEHTOB CETU.

3.3 MHPOKOMMYHMKALUOHHAA CTPYKTypa ceTn 3neKTpocBA3n: COBOKYMHOCTb UH(OPMALUOHHBIX
pecypcoB 1 MHPPACTPYKTYpbl CETU 3NEKTPOCBA3N.

3.4 nHpacTpykTypa cetn anekTpocBa3n: COBOKYNHOCTb CPeACTB CBA3U, JIMHUIA CBA3M, COOPYXKEHUI
CBA3M, TEXHOIOTMYECKNX CUCTEM CBA3W, TEXHOMOTUI N OPraHn3aLMOHHbIX CTPYKTYP, 06ecneumnsatoLmnx nHgop-
MaLVOHHOEe Bsammo,qei/'lcmme KOMMOHEHTOB CETU 3/1EKTPOCBA3N.

3.5 nHdopmaLnoHHble pecypcbl ceTu 3nekTpocBA3n: COBOKYMHOCTb XpPaHWMbIX (MCMOb3YeMbIX
ANns obecneyeHns NpoLeccoB (PYHKLNMOHNMPOBAHUA CETU 3/1EKTPOCBA3M), obpabdaTbiBaeMbIX U NepegaBaemMblx
JaHHbIX, cofepxalinx nHpopmauuio nonb3osareneit WM cucTeMbl ynpasneHns CeTbio 3/1eKTPOCBA3MN.

3.6 yCcTOMUYMBOCTb PYHKLMOHUPOBAHUSA CETU 3/1€KTPOCBA3U: CNOCOGHOCTbL CETU 3N1EKTPOCBA3N Bbl-
NOJTHATb CBOU (DYHKL MM MPY BbIXOAE U3 CTPOS YacTU 3/IEMEHTOB CeTU B pe3yfibTate fecTabunmnsmpyoLmnx sos-
OencTBuid.

3.7 mepbl obecneyeHna 6esonacHocTv: Habop hyHKUMIA, onpeaensoLwmnx BO3MOXHOCTN MeXaHn3-
MOB 06ecneyeHns 6€30MacHOCTU CETU 3NEKTPOCBA3N N0 HENOCPEACTBEHHOMN UM KOCBEHHOW peanu3aummn Tpe-
60BaHWii K 6€30NacHOCTH.

3.8 mexaHn3M obecneyeHns 6€30MacHOCTU CeTU 3NeKTPOCBA3N: B3anmoyBsazaHHaA COBOKYMHOCTb
opraHu3aLMoHHbIX, annapaTtHbIX, NPOrpaMMHbIX U NporpaMmmHo-annapaTHbIX CpefAcTB, CnocoboB, MeTOAOB,
npaswa 1 npoueayp, UCNoib3yeMbIX 415 peann3auun Tpe6oBaHnii kK 6€30MacHOCTH CeTy 3/1eKTPOCBA3M.

3.9 HapywuTenb 6e30nacHoOCTN (HapylwunTenb) CeTU 3/1EKTPOCBA3N: PU3NYECKOe UK lpuanyeckoe
NMuUo, NpecTynHasa rpynna, Npouecc Wan cobbiTve, NPoM3BoAsALLMe NpefHamMepeHHble Uan HenpeaHaMepeH-
Hble BO3AeNCTBUA Ha MH(DOKOMMYHUKALMOHHYIO CTPYKTYPY CETU 3NEKTPOCBA3M, NPUBOASLLME K HeXenartesib-
HbIM MOCNeACTBUAM A1 MHTepecoB Mofib3oBaTeneil ycnyramu CBsi3W, ONepaTtopoB CBSA3U W/WAW OpraHoB
rocyjapCTBEHHOrO yrnpas/ieHus.

3.10 puck HapyweHna 6e30NacHOCTN CeTU 3/1eKTPOCBA3N: BeposaTHOCTb NPUYMHEHNA yulepba ceTn
3M1EKTPOCBA3N NN ee KOMNOHEHTaM BCeACTBYE TOro, YTO onpejesieHHas yrposa peanvsyeTcs B pesynbraTe
Hanuuna onpefeneHHon ya3BMMOCTN B CETV 3N1EKTPOCBA3MN.

3.11 cuctema obecneveHuns 6esonacHocTn CCOMM: CoBOKyNMHOCTb CNyX6 6e30nacHOCTM onepaTtopos
ceTeil anekTpoceA3n CCOl 1 Mcnosb3yeMblX UMW MexaHW3MOB obGecrnedeHus 6e3onacHocTv, B3aMmopge-
McTBylOLWAA C opraHamu ynpas/fieHUs CeTSMMW 3/1eKTPOCBA3UN, opraHu3aums U yHKLMOHMPOBaHWE KOTOPOM
OCYLL,eCTB/SI€TCA MO HopMaMm, Npasuiam 1 obasaTesibHbIM TPe60BaHUSAM, YCTAaHOB/IEHHbIM B 06/1aCTW CBA3MW.

3.12 cnyxba 6e3onacHOCTV CeTn 31eKTpPocBA3N: OpraHM3alMoHHO-TEXHMYECKas CTPYKTypa onepa-
TOopa CeTu 3/1eKTPOCBA3N, peanusylolas nonntuky 6es3onacHoOCTU onepatopa CBA3M U obecneumsatoLas
PyHKLMOHUPOBaHMe cuctembl obecneyeHnss 6esonacHoct CCOIl.

3.13 yrposa 6e30nacHOCTM ceTu 3neKTpocBA3n: COBOKYNHOCTb YCN0BUI 1 (hakTOPOB, CO34aloLLNX
NOTEHLUMaNbHYIO WM peasibHO CyLLeCTBYIOLLYI0 ONacHOCTb HaHeceHus ylepba cetTn 3NeKTPoCBA3N unu ee
KOMMOHEHTaM.

2
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3.14 yA3BUMMOCTb CETU 3N1€KTPOCBSA3M: HepoctaTok unm cnaboe MecTo B CPeACTBE CBSA3W, TEXHOMNOIU-
YyeckoM npouecce (NpoTokone) o6paboTku/nepegaum nHopmMaLnm, MeponpuaTUaX U MexaHn3max obecneve-
HMA 6e30MNacHOCTW CeTM 3MEKTPOCBA3M, NO3BOMSAOLWME HAPYLIUTEN0 coBepLllaTh AeACTBUS, NPUBOAALLNE K
ycneluHol peanunsauum yrpossl 6e30MacHOCTY.

3.15 nonuTuka 6e3onacHocTn onepaTopa cBs3n: COBOKYNHOCTb JOKYMEHTVPOBAHHbIX NMPaBus, Npo-
Leayp. NpakTUuYecknx NpUeMOB UM PyKOBOAALLMX NPUHLMNOB B 06/1acT obecneyeHns 6e30nacHOCTH, KOTO-
pbIMU [OMIXEH PYKOBOACTBOBATLCA ONEpaTop CBS3U.

3.16 ceTb cBA3U: TexHoNOrMyYeckas cucTema, BkIYawLasa B cebs cpeicTBa U IMHUW CBA3U U Npea-
HasHauyeHHasa AN 3MeKTPOCBA3N MW NOYTOBON CBA3M.

MpumeuyaHue — OnpeaeneHne NPUBEAEHO B COOTBETCTBUN C defepasibHbiM 3aKoHOM «O cBAau» (1).

3.17 3nekTpocBsa3b: Jllo6ble U3lyYeHus, nepegada Ui npuemM 3HakoB, CUTHa/I0B, FO/I0COBOI MHAYOP-
MaLumn. MMCbMEHHOTO TEKCTA, N306paXeHWit, 3BYKOB 111 COO6LLEHNIA Nto6oro posa no pagmocucteme, NnpoBoa-
HOI, ONTUYECKOW 1 APYTMM 3M1EKTPOMArHUTHBLIM CUCTEMaM.

MpumMmeyaHne —OnpeaeneHne NpuBeAeHO B COOTBETCTBUN C PegepanbHbiM 3aKOHOM «O cBsizu» (1).

4 CokpaweHus

B HacTosLEeM cTaHAapTe UCMOMb3YITCA CleyloLe COKpPaLLEeHNs:

WT  — wnHcopmaLMoHHaa TeXHONOMUS,

BH — BO3JelicTBME HapyLIUTEeNs;

COB — cuctema obecneyeHuns 6e30nNacHOCTY;

CCOIN — ceTb cBA3M 06LLEro NosbL30BaHNS:

HC/[I — HecaHKLMOHMPOBAaHHbIA JOCTYN;

OTB — opraHu3auunoHHble TpeboBaHus 6e30NacHOCTY;
TTB — TexHuyeckme TpeboBaHMA 6€30MacHOCTY;

®TB — dyHKUMOHabHble TpeboBaHNs H6e3onacHoCTH;
TAB — TpeboBaHus foBepus Kk 6e30MacHOCTH;

HCB — HeCaHKLUMOHNPOBaHHbIE BO3AECTBUS.

5 OCHOBHble NONOXEHNA MO obecnevyeHnto 6e30NacHOCTM CeTel A/1EKTPOCBA3N

5.1 CeTun 371eKTPOCBA3N ABNAIOTCA CpeAoli nepeHoca coobLieHunii Nio6oro poaa B BUAE 31EKTPUYECKMX
curHanos. CoobLeHns cogepxaT nHopmaLuio NonbL3oBaTens, Kotopas MOXeT 6biTb OTKPLITONR, 3aKOANPO-
BaHHON. 3aWnPOBAHHON AN CKPEMOGIMPOBAHHONM (4TO ANA CEeTV 3NEKTPOCBA3N ABNSETCA Heonpeaenso-
LWMM). 1 cnyxebHyto nHdopmaumio (Hanpumep, agpec nonyyatens). CeTb 3/1€KTPOCBA3UN A0/MHKHA 06ecneuntb
LLe/IOCTHOCTb NepefaBaemMbiX COOOLLEHNI 1 CBOEBPEMEHHOCTb WX [lOCTaBKN ajgpecaTy.

OTKpLITOCTb CeTell 3N1eKTPOCBA3N He A0/KHA 03HayaTb MOJHYI0 JOCTYNHOCTb KO BCEM ee MHopma-
LIMOHHbIM pecypcam 1 0TCYTCTBME KOHTPO/SA UX UCNO/b30BaHUsA. B ceTn anekTpocBa3n fomkHa 6bITb ob6ecne-
YyeHa 3almTa cCO6CTBEHHOM, cnyebHol nHopMauum, npeAHasHa4yeHHol ANS ynpasneHust paboToli ceTu nam
cnyx6 ceTtn.

K HhopMaLMoHHbIM pecypcam ceTell 3N1eKTPOoCBA3M, TPEBYIOLWUM 3aLUnThbl CO CTOPOHbLI oneparTopa CcBs-
31. MOTYT 6bITb OTHECEHDI;

- cBefeHusi 06 aboHeHTax, 6asbl JaHHbIX;

- MHdOopMaLMs ynpaBieHus;

- [aHHble, cofepxalyme nHcopmaumio nonb3oBaTeneii (obecneyeHne AOCTYNHOCTY W LENOCTHOCTH);

- nporpammHoe obecneyeHne CUCTEM ynpaBeHUss CeTAMN 3/1IEKTPOCBA3N.

- CBefeHMsl 0 NPOXOXAEHUN, NapaMeTpax, 3arpyske (MCNosib30BaHUN) IMHWI CBSAI3U MarncTpasibHbIX ce-
Teli;

- 0606LLeHHble CBEAEHNA O MecTax AUCoKaummn y3noB CBA3W U YCTaHOB/IEHHOM ceTeBOM 060pyAoBa-
HUWY;

- CBefeHus, packpbiBaloLine CTPYKTYpY NCNOJb3yeMbIX MEXaHN3MOB obecneyeHns 6e3onacHocTn cetu
3/1eKTPOCBA3N.

5.2 HeobxoauMMocTb paccMOTpeHuss npobaem obecneyeHns 6e30NacHOCTM CeTell 3NeKTPoCcBA3n 06yc-
N0B/eHa,
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- AUHaMUKON pasBUTUA CeTel 3/1eKTPOCBA3M U UX MHTerpauuein ¢ rnobasbHbIMK CETAMU CBSA3N, B TOM
yucne ¢ NHTepHeT;

- COBepLUeHCTBOBaHWEM npumeHaemMbix UT;

- pocTOM uucna nofb3oBaTenei ycnyramy CBSi3W M pacluMpeHuem crnekTpa npeaocTaBfeHus ycnyr
CBA3U;

- yBesiMyeHnem o06beMOB XpaHUMOW 1 nepegasaemoil MHdopMauum;

- TeppuTopuanbHO  paccpefoTOYEHHOCTbI0  CMNOXHbIX  MHOPMALMOHHO-TeNEKOMMYHUKALNOHHbIX
CTPYKTYP;

- HEAOCTaTOYHOCTbIO B CETSX 3/1IEKTPOCBA3N HEOGXOANMbIX MEXAHU3MOB 06ecrnevyeHns 6e30nacHoCTy.

3T Npob6neMbl CyLLLEeCTBEHHO NOBLILLAKT YS3BUMOCTbL CETEl, CNOCOOCTBYIOT NOABAEHUIO HOBbIX Yrpo3
6e30MacHOCTV 1 onpeaenaiT HeobXoAMMOCTb KOMMNIEKCHOTO peLleHns 3adad no obecneyeHnto 6esonacHoc-
TW ceTell 3/1eKTPOCBA3N NMyTeMm;

- opraHusauun ahhekTUBHOTO, 6e30NacCHOro ynpaB/eHns 1 B3auMoelicTBUA ceTeil;

- noafepxXaHua rapaHTVPOBaHHbIX KA4YECTBEHHbIX XapakTepMUCTUK NMPoLEeccoB 06paboTku NHhopMaLum
B CETAX 3NeKTPOCBA3N (KayecTBa 06CNYXMUBaHNA) B YCNOBUSAX BO3MOXHbIX BH Ha MHOKOMMYHUKALMOHHYIO
CTPYKTYPY CeTei 3NeKTpoCBA3N;

- CO3[4aHNA B CeTSAX INEKTPOCBA3N HALEXHbIX U 3alULLEHHbIX KaHAI0B NO NPOMYCKy ONpeAeeHHbIX Ka-
Teropuii Tpaguka, 3 COBOKYNHOCTU KOTOPOro MOTYT BbITb M3BMI€YEHbI CBEAEHNS, CNOCOBHbIE HAHECTW yuep6
6e3onacHocTn Poccuiickoil depepauuu;

- NPOTUBOAENCTBNA NPOAB/EHNIO TEPPOPM3Ma Ha CETAX 3/IeKTPOCBA3M, B TOM YMCIe 3KCTPEMUCTCKUM
OEeNCTBUAM.

PewweHune gaHHbIX Npobnem siBnsetcs yHkumeih COB ceTteit anektpocessn CCOIM n cnyx6 6e3onac-
HOCTV ONepaTopoB CBA3WN B pamkax 061X MON0XEHN N0 6€30MacHOCTH ceTeli 31eKTPOCBA3N, NpeaaraemMbix
HacToAWMUM CTaH4apTOM.

5.3 OCHOBHbIMU LenaMu obecnedeHns 6e30MacHOCTY ceTell 31eKTPOCBA3N SBATCS:

- [BOCTVXEHMe YCTOMYMBOro PyHKLMOHNPOBAHNSA 1 YCNELIHOTO BbIMOMIHEHWS 3afaHHbIX (DYHKLUIA CeTbio
3/1eKTPOCBA3M, B YC/IOBUSAX BO3MOXHOro BH, CNOCO6GHOro NpMBECTW K HapyLLUEeHNI0 KOHUAEHUNANBHOCTH, Lie-
NIOCTHOCTMW, AOCTYNHOCTU MM NOAOTYETHOCTK;

- obecrneyeHne JOCTYNHOCTH yCNyr CBA3W, OCOOEHHO YCYT 3KCTPEHHOro 06CAyXMBaHNA B Ype3Bblyaii-
HbIX CUTyaLMsiX, B TOM YUC/ie U B C/llyyae TEPPOPUCTUYECKUX aKTOB.

5.4 OcHOBHbIMK 3aa4aMun obecneyeHns 6€30MacHOCTN CeTell 3N1eKTPOCBA3N ABMAIOTCS;

- CBOEBPEMEHHOE BbISIB/IEHNE, OLEeHKa 1 NPOrHO3MPOBaHNe NCTOYHUKOB Yrpo3 6€30MacHOCTW, NPUYNH U
YC/I0BUIA, CNOCOGCTBYIOLLMX HAHECEHWIO ylep6a, HapyLeHN0 HOPMasIbHOTO (DYHKLMOHWPOBAHNA 1 Pa3BUTUSA
ceTeli 3aNeKTPOCBA3M Ha BCEX YPOBHAX Mepapxumn eAVHOl CeTu 3/1eKTPOCBA3N Poccun (MexayHapogHOM, Mex-
Z[yropoiHeM. 30HOBOM, MECTHOM, Ha YPOBHE NO/Ib30BaHMUS ycyramu CBsiau U T. 4.);

- BbISIB/IEHWE U YCTPaHeHWe yA3BUMMOCTE B CpeACcTBax CBA3N U CETAX 3NEKTPOCBA3N;

- npegoTBpalleHve, o6HapyxeHne yrpo3 6e30nacHoOCTH, NpeceyeHne nx peaansaunm n CBOeBpeMeH-
Hasl NIMKBMAALMA NOCeACTBUI BO3MOXHbIX BH. B TOM uucne n TeppopucTuyeckux AeicTuid;

- opraHu3aumsa cucTembl NpPonycka NPMOPMTETHOrO Tpadiuka No ceTu 3NEeKTPOCBA3N B Cyyae YpesBbl-
YaliHbIX cUTyaLmii, opraHm3aumsa 6ecnepeboiiHoli paboTbl MeXAyHapoAHO aBapuUnHON CryXobl;

- COBEpLUEHCTBOBaHUE ¥ CTaHAapTM3aLms NpuMeHsemMbix Mep obecneyeHunst 6e30nacHoCTU ceTel anek-
TPOCBA3N.

MpumeuaHue — OnepaTtopamu CBsI3U MOTYT 6bITb ONpefeneHbl LONOMHUTENbHbIE Lenn 1 3agaun obecneve-
HVst 6€30MacHOCTU CeTell 3NEKTPOCBA3N e 3aBUCHMOCTU OT BbIMOTHSEMbIX OpraHn3aunei cBasu pyHKLUA n ee 6U3Hec-Le-
neit, HO popMynMpoBKa Lenei 1 3agad Ao/MkHa 6biTb HE3aBUCKHMA OT CNOCO60B UX peanusauum.

5.5 Onepatop CBA3U Npu OCYyLLECTBEHNUM NpoLecca ynpasneHnsa YHKLNOHUPOBaAHNEM CETU 3NEKTPO-
CBS131 AO/DKEH MUHUMU3NPOBATbL BO3MOXHbIE HeraTvBHble BH ana o6ecneyeHunst BbINO/THEHWS OCHOBHBIX Lie-
neii opraHvMsaumMm cBsis3u, B TOM uucne n 6M3Hec-npoLeccoB. JTO AOCTUraeTcs NyTeM WHTErpUpoOBaHUS B
CcUCTEMY ynpaB/ieHUs (DYHKLMOHMPOBaHNEM CETU 3/1IEKTPOCBSA3M NpoLecca ynpaBieHnUs pUckamu.

Ha kax[oi ctagnm XU3HEHHOTO LKNa ceTell 3/1eKTpoCcBA3M (NpoeKTMpoBaHne, CTPOUTENbCTBO, PEKOH-
CTPYKLMSA, pa3BuTue 1 aKcnayaTaums) 40/KHA OCYLLeCTBNATLCA AeATe/IbHOCTb N0 NOAAEPXaHWI0 ynpaBieHus
prvckamu, OCHOBOI KOTOPOWA ABMAIOTCS NPOLECChl NAEHTU(UKALUN N OLEHKN PUCKOB.

OueHka pucka npu obecneyeHnn 6€30nacHOCTM ceTeli 3/1IeKTPOCBA3M A0/HKHA NMPON3BOAUTLCA Ha OCHO-
BE aHa/M3a ysa3BUMOCTeli ceTeli 3/1eKTPOCBA3M U Yrpo3, CNOCOGHbIX peann3oBaTb 3TW YSI3BUMOCTU.

5.6 ¥Yrpo3bl MoryT crnoco6cTBoBaTh NPUYMHEHUIO yuwepba nosb3oBatesiaM ycsyramu CBS3W, oneparto-
pam u/unu opraHam rocyfapcTBeHHOro ynpasieHus.
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3a 0CcHOBY knaccudmkaLmm yrpo3 6e3onacHoOCTy ceTeli 91eKTPOCBA3N peKOMeHayeTcs knaccudukaumio,
ycTaHoBneHHyto TOCT P 51275. B COOTBETCTBMU C KOTOPOW Yrpo3bl MOTYT 6bITb KnaccugumuympoBaHbl:

- M0 NpMpoje BO3HVKHOBEHUS: OO bEKTUBHbIE (ECTECTBEHHbIE) MW CYObEKTUBHBIE (MCKYCCTBEHHbBIE);

- MO UCTOYHUKY BO3HWKHOBEHUA: BHELLHWE UWN BHYTPEHHMWE.

NcTouyHuKkOM yrpo3 6e30macHOCTV CeTeil 3/1eKTPOCBA3N MOTYT ObiTb: CyObeKT, MarepuasbHblii 06BbEKT
nnun pusmyeckoe sABAEHUE.

B npouecce obecneyeHns 6e30NacHOCTN CeTU 31eKTPOCBA3N HEOOXOAMMO BbISIB/IEHNE BCEX BO3MOXHbIX
Yrpo3 VMH(POKOMMYHMKALIMOHHOW CTPYKTYpe ceTu.

MonHoe MHOXeCTBO Yrpo3 6e3onacHoOCTV He noggaeTtcs doopmanmsauun. ITo CBA3AHO C TEM. YTO apxu-
TEeKTypa COBPEMEHHbIX CeTeli aNeKTPOCBA3N, NCMONb3yeMble TEXHOIOTMN 06paboTkun, XpaHeHUs 1 nepeaayn
NHhopmaLmm Nogsepx)eHbl 60/1bLLIOMY KO/IMYeCTBY 06 bEKTUBHBIX U CYObEKTUBHbIX AeCTabnIN3NpyoLLMX BO3-
aelicteuii. Ho yem 6onblue 6yAeT BbISIBEHO BO3MOXHbIX Yrpo3 6e30MacHOCTU, TEM TOYHee GyAeT OLEeHEHO
COCTOSIHNE 6e30MacHOCTY CeTU 3/1eKTPOCBA3MN.

K OCHOBHbIM BO3MOXHbIM yrpo3am 6e30nacHOCTU ceTeli 3/1eKTPOCBA3N MOryT ObiTb OTHECEHbI C/ieayto-
LMe yrposbl:

- YHUYTOXeHMWe vHchopmaLum n/vnm gpyrnx pecypcos;

NCKaXkeHne nam MoaudvKauma nHpopmaumm;

- MOLUEHHUYECTBO;

- Kpaxa, yTeuka, noteps uHcopmauum uunm gpyrux pecypcos;
HeCaHKLMOHNPOBAaHHBIA AOCTYM;

0TKa3 B 06CNyXUBaHNW.

Kaxpaasn BblsiBNeHHas yrpo3a B COOTBETCTBUW C BbIGPAHHON METOAMKON OLEHKM PUCKOB A0/HKHA paHXu-
poBaTbCA N0 BEPOATHOCTU CBOEr0 BO3HUKHOBEHWA A1 MOCNEAYIOLWEro aHann3a pUCckoB 1 OLEHKN BeINYWHBI
BO3MOXHOrO ylepba ceTu 3N1eKTPoCBA3M 0T peanusauun yrpos. Mpumep TpexypoBHEBOW rpagauuy BeposT-
HOCTV BO3HWKHOBEHWSA Yrpo3 npuBefeH B Tabnuue 1.

Ta6nuya 1— OnucaHue nokasaTteneii BEPOATHOCTU BO3HUKHOBEHUSA yrpos3

Moka3atesib BEpOATHOCTU

OnvcaHune feiicTBril HapywnTens
BO3HWKHOBEHWS Yrpo3bl

ManoBepoAaTHO HapywuTtenb o6nafaeT o4eHb HE3HAUYNTENbHLIMU TEXHUYECKUMWU BO3MOXHOCTAMU ANA
peanun3aunn yrposbl nAn MmotTuBauusa ANns Hapywmntensa oO4eHb HU3Kasa

BeposiTHO TexHU4Yeckne BO3MOXHOCTH, HEOBXOANMbIE 415 peann3ayuu yrpossl, He CUWKOM Bbl-
COKM 1 paspeltnMbl 63 60M1bLWOro yCUIns; KpOMe TOro, O/KHO 6blTb pasyMHoe nobyxae-
HWe AN HapylWuTens, 4yTo6bl peasnn3oBaTtb yrposy

Bo3moxHo Hacetu 3/IEKTPOCBA3N OTCYTCTBYHOT MeXaHN3Mbl obecneyeHnsa 6e30nacHOCTU, NCNONb-
3yemMmble Ansa ﬂpOTMBOAeVICTBMﬂ aToit yrpose, u r|o6y>K,u,eH|/|e ANA Hapywuntensa secbmMma Bbl-
COKO
5.7 B uensax yyeta Bcex BO3MOXHbIX C(pep NPOSIBNEHNS YTPO3 AN KaXKA0 KOHKPETHO ceTn anekTpo-

CBA3M Heo6x0AMMO pa3pabaTbiBaTb MOAE/b YIPO3 6e30MacHOCTHU.

Mogenb yrpo3 6e30nacHOCTM CETU 3/IEKTPOCBS3N NpeAcTaBAseT co60i HOPMATUBHBbIN AOKYMEHT, KOTO-
pbIM [O/MKEH PYKOBOACTBOBATLCA 3aKa3uuK Npu 3ajaHun Tpe6oBaHuii K 6e30MacHOCTV CeTU, U paspaboTumK,
co3aalolLmii 3Ty ceTb 1 Cyx6bl 06ecneyeHnss MHOPMaLMOHHOK 6€30NacHOCTV CEeTU NpY ee 3KCMayaTaLun.

Mogesnb yrpo3 Ao/Ha BKIOYaTh:

- onucaHue PecypcoB MHOKOMMYHUKALMOHHON CTPYKTYpbl (06bEKTOB 6€30MNacHOCTM) CeTH 3/1eKTPOo-
CBA3U. TPEBYILMX 3aLUTbI;

- onucaHue UCTOYHMKOB DOPMUPOBaHNS AeCTaBUIN3NPYIOLMX BO3AENCTBUIA 1 1X NOTEHLMAbHBIX BO3-
MOXHOCTEW;

- CTafiiM XN3HEHHOTO LMK/Ia CeTW 3NEKTPOCBA3M, B TOM uuc/ie onpegensioline ee TeXHONOMMUYeckuii u
3KCMyaTalMoHHbIl aTansbl;

- onucaHue npouecca BO3HUKHOBEHUS Yrpo3 1 nyTeli Ux NpakTU4Yeckol peanusayuu.

B kauecTBe NpPUIOXeHUss Mofieslb Yrpo3 6e30MacHOCTM A0o/MKHA COoepXaThb MOJHbIA nepedyeHb yrpos u

6a3y AaHHbIX O BbISIB/IEHHbIX HAPYLIEHUsIX 6e30MacHOCT CeTW 3/IEKTPOCBS3N C ONUCAHNEM OBCTOATENLCTB,
CBSI3aHHbIX C 0GHAPYXeHNEeM HapyLLEeHWiA.
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B cooTBeTCTBUM C pa3paboTaHHON MOAENbI0 YrPo3 OLEeHMBAETCA ONaCHOCTb Yrpo3 A5 KaxkAOoN rpynnbl
NAEHTUULNPOBAHHBIX PECYPCOB UH(OKOMMYHUKALIMOHHOW CTPYKTYPbl CETU 3/1€KTPOCBA3N U YCYT CBA3N U
onpeaensoTcs BO3MOXHble Mepbl o6ecneyeHnsi 6€30nacHOCT AN NPOTUBOAENCTBUA KaXA0N KOHKPEeTHOW
yrpose.

5.8 Yrpo3bl 6€30MacHOCTU CeTV 3/1EKTPOCBA3N peasin3yoTcsa HapywuTenamy 6e30nacHoCT Yepes Bbl-
AB/IEHHbIE YSI3BUMOCTU MHIOKOMMYHWKALUOHHON CTPYKTYpPbl CETU, B KOTOPYK OHU MOTYT GblTb BHECEHbI Ha
TEXHO/IOTMYeckoM MY aKcnyaTauMoHHOM 3Tanax ee XW3HEHHOro Lykia. Yrpo3bl 6€30nacHOCTU MOTyT 13-
MEHATLCA. YSA3BUMOCTb MOXET CyLLeCTBOBaTb Ha NPOTSXXEHNN BCEro Cpoka aKcnyataunm CeT 3/1eKTpoCcBA3N
WM KOHKPETHOro MpOTOKOMa, €C/ OHa CBOEBPEMEHHO He ycTpaHseTcs pa3paboTyuMkomM WauM no ero
npeacTaBfeHunio cnyx6amy akcnayaTauumy onepaTopa cBasu.

5.9 HapywuTenamu 6e30nacHOCTN ceTell 31eKTPOCBA3N MOTyT ObiThb:

- TeppopuCTbl U TEPPOPUCTUYECKNE OpraHn3aLuu;

- KOHKYpUpyloLLiMe opraHvsauum n cTpykTypbl;

- cneucnyx6bl MHOCTPaHHbIX rocyAapcTB 1 6/10KOB rocyaapcTs;

- KPMMUHaNbHble CTPYKTYpbI;

- B3/IOMLLVKN MPOrpaMMHbIX NPOAYKTOB UT. NCNONb3YIOLWNXCS B CUCTEMAX CBA3M;

- ObIBLUIME COTPYAHMKM OpraHusaLuii cBasw;

- Hef06pPOCOBECTHbIE COTPYAHWKN U NapTHEpPHI;

- nonb3oBaTesnn ycnyramv CBA3u v ap.

OCHOBHbIMW MOTMBaMW HapyLlleHuii 6e30nMacHOCTH ceTeli 3N1eKTPOCBA3N MOryT ObiTb:

- MecCTb;

- [OCTWXEHWe [eHEeXHOW BbIrofbl, B TOM YMC/le 3a CHET NPOAAXMU NONYyYEeHHOW MHopMmaL K,

- XYnWraHcTBO U N06ONbITCTBO:

- npodyeccroHanbHOe caMmoyTBepXeHne.

5.10 [ns yyeTa Bcex BO3MOXHbIX BH 1 onpegenexuns ero kateropmm paspabatbiBaeTcs MOfenb Hapy-
WwnTens 6e30nacHOCTV CETU 31EeKTPOCBA3N, NOJ KOTOPO NoHMMaeTcs abeTpakTHoe (hopmanmzosaHHoe Um
Hedopmanim3oBaHHOE) onMcaHne HapyLmTens NoanTUK1N 6e30nacHoOCTy.

3aiaya nocTpoeHna mogeny HapylumTens 6e30nacHOCTV CeTW 3/1IeKTPOCBA3N COCTOUT B ONpeaenieHnu:

- WTaTHbIX OOGBLEKTOB U 3/IEMEHTOB CETU, K KOTOPbIM BO3MOXEH A0CTYM;

- cybbekToB, AONYLLEHHbIX K paboTe ¢ 060pyAOBaHMEM CETU B NEPUOS, ee NPoeKTMpOoBaHWs, pa3paboT-
KW. pa3BepTbiBaHNA W aKcnayaTauuu;

- NepeyHsi COOTBETCTBUS 0O6BEKTOB AOCTYyNa CybbekTam, KOTopble MOryT ObITb NOTEHLMA/IBHBIMU HapY-
LWNTENAMM.

Mpu onpegeneHny NoTeHUMabHOro HapyLwUTeNsa 1 CoCTaBeHNN ero Mogenu Heo6xoanMo NCXOAUTL K3
TOr0, YTO HapyLWTesb MOXEeT ObITb Kak 3aKOHHbIM abOHEHTOM ceTn (MpuHagnexaTb K nepcoHany, Henocpe-
[ACTBEHHO paboTaoLwemy ¢ abOHEHTCKUMY TEPMUHANaMm), Tak U MOCTOPOHHUM NINLLOM, MbITAlLWMNMCSA Henoc-
PeACcCTBEHHO UIN C MOMOLLBI0 UMEILLMXCS Y HEr0 TEXHUYECKUX U NPOrpamMMHbIX CPeACTB NOAy4uTb JOCTYN K
MHhOPMaLMOHHBIM pecypcam 1 MHPaCTPYKType ceTu.

BH. B OCHOBHOM, HanpaBs/ieHbl Ha YXYy/LIEHNe Ka4ECTBEHHbIX XapakTepucTUK (hyHKLMOHNPOBaHUS ceTell
3/1eKTPOCBA3U N MOTYT OCYLLECTBAATLCSA, Kak NPaBuIo, NyTeM Novcka 1 NCNOMb30BaHUSA 3KCNAyaTaLnoHHbIX 1
TEXHONOTMYECKNX yAa3BMMocTein. BH MoryT ocyLecTBnATLCA:

- MO KaHasaM aboHEeHTCKOro AocTyna, B TOM Ync/e n 6ecnpoBOAHbIM,;

- N0 BHYTPEHHUM INHUAM CBA3K;

- € paboynx MecT CMCTEM YNpaB/eHUSA 1 TEXHUYECKOro 06CnyXunBaHus,

- MO HejAekNapupoBaHHbIM KaHanam goctyna.

Mpun 3TOM MOTYT NCNO/Ib30BaTLCSA Kak LTATHbIE, TaK U cneynasnbHble CpeAcTBa CBA3M.

5.11 BH MOryT HOCWTb Kak HenpeAHamMmepeHHbI (CnyyaliHblii), Tak 1 NpefHaMepeHHbI xapakTep.

HenpeaHamepeHHble (CnyyaiiHblie) BO34eicTBUS MOTYT ObiTb CMPOBOLMPOBaHbl HEOCTAaTOYHOW HadexX-
HOCTbIO CPefCTB CBA3W, OLIMOKamy 06CNYXMBAOLWEro nepcoHana, NPUPOAHLIMW ABNEHUAMU WU OPYTUMA
06BbEKTVBHBIMM AeCTabuNU3npyLLNMN BO3A4ERCTBUAMMN.

MpefHaMepeHHble BO3AEACTBUSA MOTYT ObiTb aKTUBHLIMW, MACCUBHLIMW 1 HEe NpecneyLmmMn Lenei.

5.11.1 AKTVBHblE [elicTBUA HapyLIMTeNs npeAycMaTprBatloT BMELATENbCTBO B paboTy CeTU 3MeKTpo-

CBSI3Y, HApYLLEHNE PEeXMMOB ee UYHKLVOHMPOBAHUS 1 CHUXEHNE KauecTBa 06C/Ty)XMBAHUSA BM/IOTb 40 MOJTHO-
ro npekpaileHnsi NpeAoCcTaBNEeHUA YCAYr CBA3W MoJb3oBaTe1iM. OCHOBHbIE LI/ aKTUBHbIX AeACTBUIA:
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- MoApbIB penyTaLmu oneparopa-KoHKypenTa nytem HapyLleHus JOCTYNHOCTU YCAyr CBA3N W/Wnn yxya-
LLIEHNA UX XapaKTepPUCTUK;

- HeCaHKUMOHNPOBaHHOE UCNoJb30BaHue YCyr.

5.11.2 MaccuBHble AeCTBMS HapyLwnTeNns npeanonaratT HaHeceHe Bpeaa aboHeHTy (Nofb3oBaTesnio
ycnyramy CBsisn) MyTeM MCMNO/Mb30BaHUS BbISBMIEHHbLIX YA3BUMOCTEN CETU 3N1EeKTPOCBA3MN, HO He HaHocsLme
NpAMOro Bpeja ceTu 3/1eKTPOCBA3N. Llenbio Taknx feicTBuii MoryT ABNSTLCA:

- nepexsarT MepcoHasbHbIX AaHHbIX NONb3oBaTenei (Hanpumep, naponei ANs perncTpauum TepMmHa-
noB.):

- nepexsart faHHblX 0 OUHAHCOBLIX CAesKax C LUefblo HaHeceHus yuiepba 6usHecy;

- HabnoAeHne 3a BbINONHAEMbIM NPOLLECCOM (MOAroTOBKa A5 HOBbIX aTak — aKTUBHbIX AEACTBUNA);

- MOUCK UEO0NOTMYECKNX, NOSIMTNYECKNX BbITOA;

- LaHTax, BbIMOraTenbCTBo.

5.11.3 [elicTBusa, He npecnegywline Lenein (XynuraHcTBo) — AeEWCTBUS, HE cTaBsilWwme nepepq coboit
Lienn HaHeceHnsl Bpega KOHKPeTHOMY hn3nyeckomy 06 beKTy Uim auLy.

5.12 be30nacHOCTb CETU 3/1EKTPOCBA3N XapaKTepnu3yeTcss OCHOBHbLIMU ee KpUTEepUsAMHn:

- KOHMAEHLMANbHOCTbI0 MHOKOMMYHUKALNOHHOW CTPYKTYPbl CETW 3N1EKTPOCBA3N;

- LeNI0CTHOCTbIO UHGIOPMaLn 1 ycnyr CBA3W;

- AOCTYNHOCTbIO MHGOPMaLUK 1 yCnyr CBA3W;

- MOAOTYETHOCTLIO AECTBUIA B CETU.

5.12.1 TMopA KOHPMAEHLNATBHOCTbIO MHDOKOMMYHUKALVOHHOV CTPYKTYPbl CETU 3/1IEKTPOCBA3N NOHMMA-
0T CBOICTBO, MO3BOAIOLLEE OTPAHNUYNTL HECAHKLMOHNPOBAHHbIV JOCTYN K MH(DOKOMMYHUKALVOHHOW CTPYKTY-
pe ceTu 3MeKTPOCBA3NM W/MAW  He packpbiBaTb coAepxaHus WHMOPMALMOHHBIX PEecypcoB CeTu
HeynosIHOMOYeHHbIM iMLaM, 06bekTam Uan npoueccam.

HapylieHne KOHUAEHUNANbHOCTM — HECaHKLUMOHNPOBaHHOE pacKpbiTUe WHopMauun ynpasBneHus,
nepcoHasibHbIX AaHHbIX NONb30BaTeNein nap.

5.12.2 MopA LeNnoCTHOCTbLIO MHhopMaLK 1 YCAYT CBA3W NOHUMAIOT COCTOSHUE CEeTU 3NEKTPOCBA3MN, Npu
KOTOpOM 06ecneynBaeTCcsi HEM3MEHHOCTb MHADOPMALIMU U [OCTYNHOCTL YCYT CBA3M ANS Nonb3oBartenel, He-
3aBMUCMMO OT NpeAHamMepeHHoro Uan Cay4yanHoro HecaHKUMOHNPOBaAHHOrO BH Ha MHMOKOMMYHUKALMOHHYIO
CTPYKTYPY CeTW, B TOM YKC/e B Ype3BblHalHbIX CUTYaLMAX.

HapyLieHve LenocTHOCTM — HeCaHKUMOHWPOBaHHasA Moaudurkauma unn paspyLlieHne MHopMaLMoH-
HbIX PECYPCOB U MH(PPACTPYKTYPbI CETU 3/1IEKTPOCBA3N.

5.12.3 MoAA0CTYNHOCTLIO MHPOPMALMK 1 YCTYT MOHUMAETCA CNOCOOHOCTL CeTW 3/1eKTPOCBA3N obecne-
YNTb NONb30BaTENSAM COrlacoBaHHbIe YCNO0BMUA AOCTYNa K npefocTaBnseMbIM yCayram CBA3N U UX NONyveHue,
B TOM YUC/ie B YCNOBUAX BO3MOXHbIX BH Ha MHOKOMMYHUKALMOHHYIO CTPYKTYPY CETU 3/1EeKTPOCBA3MN.

HapyLlueHve JOCTYNMHOCTM — HapyLlueHne JOCTyna K UCNOoJIb30BaHWI0 MHpopMaLuy amn ycnyr CBasu.

5.12.4 Top NofOTHETHOCTLIO MOHMMAIOT CBOCTBO, KOTOPOe o6ecneynmBaeT 04HO3HAYHOE OTC/IeXUBa-
HVe AeiicTBUi B ceTn Nboro obbekTa.

HapylieHve nofgoTY4eTHOCTN — OTpULAHNe AeliCTBUI B ceTu (HanpumMep, yyacTve B COBEPLUEHHOM CeaH-
ce cBSI3W) WK nogaenka (Hanpumep, co3gaHne MHopMaLmm n NPeTeH3nn, KoTopble AKO6bI OGbIN NOYYEHbI
OT ApYyroro o6bekTa Win nocnaHbl 4pyromy o6bLekTy).

B Tabnuue 2 nokasaHa B3anMOCBA3b OCHOBHbIX YrpO3 U KpUTepnes 6€30NacHOCTN CeTU 3N1EKTPOCBA3N.

Ta6nuya 2 — OTo6paxeHWe B3aUMOCBSA3M OCHOBHbIX YIpO3 U KpUTepnes 6€30nacHoCTU

Kputepuu 6esonacHocTu

Buga yrpossl
KoHpnaeH- MopotueT-
cbua LlenoctHocTb JocTynHocTb A
LmManbHOCTb HOCTb
YHNUYTOXEeHne nHdpopmauyum n/mam gpyrux pecypcos — + ¢ *
NckaxeHue nnu moaudvkaLma nHopmayum - . - .
MoweHHnYecTBo A4 - ¢ A4
Kpaxa, yTeuka, noteps UHpoOpMauuum u/mnm apyrux . . . R

pecypcos
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OKOoHYaHue Tabnuubl 2

Kputepuu 6esonacHoctun

Bup yrpossl

Konduaen- LlenocTtHoCTb focTynHoCTb Moaotuer-
unanbHOCTb HOCTb

HecaHKLMOMUPOBBMHbLI fOCTYyn + + .

OTKka3 B o6GCNyXUBaHUK — — —

MpumeyaHune — 3Hak (+) 03HayaeT BO3MOXHOE BO3fAENCTBME Yrpo3bl HA KpUTepuil 6e30NacHOCTU, 3HaK <—)

O03Ha4aeT OTCYTCTBME Yrpo3bl KpUTEPUIO 6e30MacHoOCTH.
5.13 HapylueHve KoH(UaeHUNansHOCTH, LeNoCTHOCTH, AOCTYMHOCTA AN NOAOTYETHOCTM NPU NOTEH-

LyanbHOM BO3[eCTBUM HapyLIMTeNns MOXeT UMeTb Cneaytolme nocneAcTeusa Ans AeAaTeNbHOCTM oneparopa
CBSA3U 1 COCTOSIHNE NHDOKOMMYHUKALMOHHOW CTPYKTYPbl CETU 3N1EKTPOCBA3N:

- «HU3KOEe» MOTeHUWanbHoe BO3AeiCTBME MOXET NPUBECTU K OrpaHUYeHHOMY He6aronpuaTHoOMY adh-
hekTy;

- «yMepeHHOe» NoTeHUUasibHoe BO3/eliCTBME MOXET NPVUBECTU K CEPbe3HOMY Hebn1aronpuaTHoOMy ad-
thexTy;

- «BbICOKOE» MOTEeHLMaNbHOE BO3AECTBME MOXET NPMBECTUN K TAXENIOMY WM KaTacTpouyeckomy He-
6naronpuaTHoOMy 3dhdpekTy.

B cooTBETCTBMM C NCNOJIb3YyEeMOli ONepaTopoM CBA3N METOAMUKOW OLLEHKN PUCKOB Y C YH4ETOM BEPOATHOC-
TU BO3HWKHOBEHUS Yrpo3bl U NOTEHLMANbHOTO BO3AENCTBUA HApYLIMTE s No peannsaunm JaHHOR yrpo3sbl 4o-
XEH onpefensaTbCs PUCK BO3MOXHOIO HaHeceHus yuepba ceT 3N1eKTPoCBA3N.

BenununHa prcka MoxeT knaccuuumpoBaTtbCa Tpems nokasarensiMu, npusefeHHbIMy B Tabnuue 3.

Ta6nuuya 33— OnucaHne nokasaTeneil BeMUNHbI BO3MOXHOIO pucka

YpoBeHb 3HaYeHus

nokasarensi «Be/mumHa OnucaHve pucka
pucka»
He3HaunTenbHbIii He3HaunTenbHble PUCKM BO3HUKAIOT, EC/IN aTaku HapywuTens Ha KpuTuyeckne pecyp-

Cbl AB/ISIIOTCA Ma/IOBEPOSATHLIMU. YTPO3bl, MPUUYUHSAKOLME HE3HAYNTEIbHbIE PUCKU, HE Tpe-
6yl0T NnpoTuBoAeiicTBuUA.
Puck cuutaetcs onycTuMbiM

CyLecTBEeHHbI CylecTBeHHbIE PUCKM /1 COOTBETCTBYIOLLMX PECYpPCOB NpeAcTaBAeHbl yrpo3amu, Ko-
TOpble. BEPOSATHO, MPOU30NAYT, AaXe eC/N NX BO3AEWCTBUE ABNAETCA MeHee (paTtalibHbiM.
CylecTBEHHbIE PUCKU AO/IKHbI 6GbITb MUHVMUWU3UPOBAHBI

KpuTtuueckmii KpuTnyeckne pucku BO3HUKAIOT, KOrga NosiBAsieTcs yrposa yuep6a nHrepecam onepa-
Topa ceTu 1 Korga He TpeGyeTcs 60/blUNX YCUINA NOTEHLMANTBHOMY HAPYLWUTENIO, YTO6bI
HaBpeauTb 3TUM UHTEepecam.
KpnTuyeckune pucku 4OKHbI 6bITb MUHUMKU3MPOBAHbI C CAMbIM BbICOKMM NMPUOPUTETOM

5.14 O6ecneyeHne 6e30nNacHOCTY CETEl 3N1EKTPOCBA3M B YC10BUSIX BH 40/MKHO OCYyLLeCcTBAATLCSA € yye-
TOM C/ieyIOLUX OCHOBHbIX MPUHLMMNOB:

5.14.1 KomnieKCHOCTU MCMO/Ib30BaHUS BCEi COBOKYNMHOCTY HOPMATUBHbIX NPABOBbLIX akTOB, OpraHunsa-
LIMOHHbIX 1 PEXUMHBIX Mep. annapartHbIX, MPOorpaMMHbIX U NporpamMmmHo-annapaTHbIX MeTOA0B 3aLlnTbl, o6ec-
neymsarLWwmnx 6esonacHoe PyHKLNOHNPOBaHWE CeTell 3/1eKTPOCBA3N.

5.14.2 3awmuieHHoCcTH cbanaHCMpoBaHHbIX MHTEPECOB No/b30BaTe e, onepaTopos CBA3N U OPraHoB
rocylapCTBEHHOrO yrnpaB/eHus.

8
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WHTepecbl nonb3oBaTteneli COCTOAT B AOBEPUMN K CETU W NMpefnaraeMbiM yCyram cBA3n, B TOM 4ucne
[OCTYMHOCTM ycnyr (0CO6EHHO aKCTPEHHOro 06CNYXMBaHWA) B Clyyae katacTpod, Bkitoyas Teppopuctmyec-
KMe aKTbl.

WHTepecbl onepaTopoB CBA3M 3aK/104AOTCH B BbIMO/IHEHUN UMU CBOUX 0653aTeNbCTB Nepej nosb3oBa-
TeNAMU ycriyraMu CBSA3M 1 3aliuTe OT NocArate/IbCTB Ha CBOW (PUHAHCOBbIE U [1€/10Bble UHTEPECHI.

WHTepecbl opraHoB rocyapCTBEHHOrO ynpas/ieHus onpeAensioTca HeobXxo4MMOCTblo NpeabaBieHns
TpeboBaHuii kK 6e30NacHOCTN ceTell 31IeKTPOCBA3KN, obecneyeHns cobl0AeHNa onepaTtopamu CBA3N Npeabss-
NnAembIX UM TpeboBaHuii K 6€30MacHOCTH, LOGPOCOBECTHON KOHKYPEHLN 1 3alMTbl NEPCOHasbHbIX AAHHbIX
nonb3oBaTenei.

5.14.3 YnpaBnsemMocTn meToAamu, AeliCTBMAMK 1 NpoueaypaMu no obecneyeHunto 6e3onacHoOCT ce-
Tel aN1eKTPoCBA3N M KOHTPOJIIO KayecTBa NPoLeccoB nepegayn MHhopmaummn B yCI0BUSAX BO3MOXHbIX BH Ha
VNH(OKOMMYHUKALMOHHYIO CTPYKTYPY CeTell B COOTBETCTBUM C DYHKLMAMU CUCTEMbI YNPaBIEHUS CETbIO.

5.14.4 HenpepbIBHOCTV COBEPLUEHCTBOBaHWNA MeTOAO0B, AeiiCTBUI 1 NpoLeayp no obecneyveHuno 6e30-
NacHOCTU ceTell INeKTPOCBA3M C YYeTOM AOCTUTHYTOro OTeYECTBEHHOrO U 3apy6exHOoro onbiTa B YC/0BUAX
BO3MOXHbIX BH 1 n3mMeHeHns MeTof0B 1 CPefCTB 3TUX BO3AENCTBUIA.

5.14.5 COBMeCTMMOCTH annapaTHo-NporpamMmmHbIX CPeACTB 1 TEXHOMNOINIA, NpuMeHsieMbix B COB.

6 O6wumne TpeboBaHMA K 6e30MacHOCTN CETEel 3/1eKTPOCBA3Y

6.1 Ha Bcex aTanax NMpOEKTUPOBaHWSA, CTPOUTENLCTBA, PEKOHCTPYKLMK, PasBUTUS U IKChyaTauum ce-
Tel 3NeKTPoCBA3N U COOPYXEHUI CBA3M K HUM A0/MKHbI NpeAbABNATLCA TpeboBaHNna no obecneyeHunto 6e3o-
nacHoro nx PyHKLMOHNPOBAHUS, CONOCTaBMble C BO3MOXHbIMW BH Ha MHAOKOMMYHUKALMOHHYIO CTPYKTYPY
ceTeil 3N1eKTPOCBA3N 1 OXMAAEMbIM YLLEPOOM OT JaHHbIX BO3AEWCTBUA.

6.2 Tpe6oBaHusi kK 6e30MNacHOCTN ceTell 31eKTPOCBA3N ycTaHaBNNBAIOT pefepasibHble opraHbl Mcnon-
HWTENbHOW BnacTy B 061acTu CBA3M Ha OCHOBaHWM 3aKOHOAATeNbCTBA B 06/1aCTH CBA3W U 3aWMTbl MHOpMa-
LMK, C y4eTOM peKkoMeHAauuin MexayHapoAHbIX OpraHusaunii no craHgapTu3auymun, a takke npeaoxeHu
O0TEYEeCTBEHHbIX CaMOpery/impyeMbiX oOpraHvM3auuii B 06/1acTV  3NEKTPOCBA3M U Nyylleil  NpakTuku
0TeYeCTBEHHbIX ONEepPaTopoB CBA3N.

Tpeb6oBaHus No ob6ecneyeHno 6e30NacHOCTM KOHKPETHOW CeTn 3NeKTPOCBA3MN [0/MKHbI hOPMMPOBATLCA
C yyeToMm uenei, yHKUMIA 1 3a4a4 peluaeMbiX ONepaTopoM CBS3W, YC/I0BUIA NCMNOMb30BaHNA CeTW 3/1IeKTpo-
CBS131 B 06LLEl ccTeme CBA3M rocyAapcTBa, cneumdgmkm Ncnonb3yemMoin TeXHoNory nepegayv nHigopmawum,
noTeHLUManbHbIX Yrpo3 6€30NacHOCTN M BO3MOXHbIX BH, peanbHbIX MPOEKTHbIX U 3KCMnyaTaLnoHHbIX pecyp-
COB W CYLUECTBYIOLMNX OrpaHUYeHnin Ha (DYHKLMOHMPOBaHWE CeTW 3/1IeKTPOCBA3N, a Takke TpeboBaHuii u
YCNOBUI B3aMMOAEWCTBUSA C APYTUMU CETAMMW 3/1EKTPOCBA3N.

MpefocTaBfieHre 1 UCNoJib30BaHNe YCNyr U MexaHn3MoB obecneveHnss 6€30MacHOCTU MOXET 6bITb [10-
BOJIbHO OPOrMM OTHOCUTENIbHO NOTEPb NPW HapyLueHWn 6e30macHOCTY ceTeli anekTpocssA3n. MoaTomy [0n-
XHO aHa/M3npoBaTbCA COOTHOLUEHME MeXAy CTOMMOCTbIO Mep Mo obecneveHutio 6e3onacHoOCTM K
BO3MOXHbIMW (PUHAHCOBBLIMU NOCNEACTBUSAMMN HapyLLIEeHNs 6€30NacHOCTY, NPV 3TOM BaXKHO OnpeaesimTb KOH-
KpeTHble TpeboBaHMA K 6€30MacHOCTU B COOTBETCTBMU C yCyramu, Nognexawmmy satuTe.

Tpe6oBaHusi No ob6ecneyeHnto 6e30NacHOCTM ceTell 31eKTPOCBA3N BKIHOYAIOT:

- opraHv3aLlnoHHble TpeboBaHnsA 6e30nacHOCTy:

- TexHuyeckme TpeboBaHnss 6e30MacHOCTHU:

- hyHKUMOHanbHble TpeboBaHUs 6e3onacHocTy;

- TpeboBaHua foBepus K 6€30NacHOCTY.

OTB cogepxat 06Lme opraHu3aLMoHHble, aAMUHUCTPATVBHbIE MONOXEHUSA U NpoLeAypbl N0 OCYyLecTB-
NeHNo MeponpusaTiA NONMTYKK 6e30NacHOCTN onepaTopoM CBA3M.

TTB onpegensaioT TpeboOBaHNA K 31EKTPONUTaHWIO, 3a3eMJIEHNI0, K KOHCTPYKLMKN CPefCTB CBA3W, K /N-
HelMHO-KabeNbHbIM COOPYXXEHUSAM CBA3W, K NPOKNafKe IMHUIA CBA3M U Ap.. BAVAKOLWNE Ha obecneyeHne 6e30-
NacHOCTU 1 YCTOWUYNBOCTU (DYHKLMOHNPOBAHUS CeTell 3N1eKTPOCBA3N.

®TB wn TAOB copepxaT Tpeb6oBaHusa, onpegeneHHole [OCT P WNCO/M3K 15408-2 u
FOCT P MNCO/M3K 15408-3 cOOTBETCTBEHHO, KOTOPbIE A/19 CETEN 1 CPeACTB CBA3W M3naranTcsa B Npodnasx
3aLWunThbl 1 3a4aHUSAX N0 6€30MacHOCTUN 1 A0/MKHBI Peasi30BbIBATLCA Ha BCEX aTanax XU3HEeHHOro Lykna cetei
3/1eKTPOCBA3N.
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7 OCHOBHble MeponpuaTusa No obecneyveHnto 6e3onacHOCTU ceTei
3NeKTpOoCBA3M

7.1 Ob6ecneyeHne 6€30MaCHOCTU CETU 3/IEKTPOCBA3N BNAETCA 0683aHHOCTLIO ee Bnagensua. OTBeT-
CTBEHHOCTb Bflafie/ibLa CeTn 3/1eKTPOCBA3M 3a 0becneyeHne ee 6e30NacHOCTM He NpekpaLlaeTca npu generun-
poBaHWM WM CBOWX MOJIHOMOYMIA MO faHHbIM (YHKUUAM OTAEeNIbHbIM fnuam  (NocTaBLuMKaM YCyr,
afMVHUCTpaTopam, TPeTbM fnMuam U T. 4.).

Meponpusatna no obecneyeHnio 6€30NaCHOCTU CeTV 3NEKTPOCBA3N, NPOBOAUMbIE OMepaToOpPoOM CBA3M,
He [O/KHbI YXyALaTh KAYECTBEHHbIX XapakTePUCTUK CETU U CHNXaTb ONepaTuBHOCTL 06paboTkn MHopma-
L.

Peanusauus obasaTenbHbIXx Tpe6oBaHW K 6€30MacHOCTH, YyCTaHOB/IEHHbIX hegepasibHbIMU OpraHaMm
NCMOMIHNTE NbHOV BNacTn B 06/1aCTW CBA3W, OCYLLECTBASETCSA cunammn u cpeactsamu Bnagesnbla cetn anek-
TPOCBA3M C NPUBMIEYEHNEM NPU HEOOXOAMMOCTU CNELMaNN3UPOBaHHbIX OpraHn3aLunii, UMeLUX NMLEH3NN Ha
[JaHHbIV BUA AeATeNbHOCTU.

[ononHutenbHble (NOBbIWEHHbIE) TpEHOBaHMA K 6e3omacHoCTH (HanpymMep, WwWrdpoBaHne Tpadumka no-
Nb30BaTessi) MOryT OCYLLEeCTBIATLCS ONepaTopoM CBA3M Ha 4OrOBOPHOW OCHOBE C NOJIb30BaTE/NEM.

Bonpocbl HenocpeacTBEHHOrO o6ecneyeHnss 6e30NacHOCTM NpU NPUCOeANHEHNN OAHOW CeTV 3NeKTPo-
CBA3W K APYroii 1 yCnoBUA BbINO/THEHUS 06513aTeNbHbIX TpeboBaHWil kK 6e30nacHOCTW, YCTaHOB/eHHbIe defe-
panbHbIMW OpraHamMy WCMOJIHUTENbHOW BfacTM B 06/1acTM CBA3W, NPU B3aMMOAEWCTBUM 3TUX ceTelt
0roBaprBaloTCA B 3aK/l04aEMbIX ONepaTropamu CBA3M [0roBopax 0 NPUCOeAVHEHUN CeTell 31eKTPOCBA3N.

Mpu NpucoeanHEHNN K CeTAM 3/1EKTPOCBA3M MHOCTPAHHbIX rOCyAapCTB 1 B3aMMOAENCTBUN C r106asbHbI-
MW MH(POPMALMOHHO-TENIEKOMMYHUKALMOHHBIMU CETSIMU, B TOM uncne n IHTepHeT, obecneyeHne 6esonac-
HOCTW [AO0/DKHO OCHOBbIBATLCA Ha COGMIOAEHVWM MEeXAYHapOAHbIX MPaBOBbIX aKTOB, PernameHTUPYLLIUX
6e30nacHbIii TPoNycK TpaHcrpaHuyHoro Tpadvka. Mpu aTom Ao/mxHa 6bITb 06ecneyeHa 3awuta MHPOKOMMY-
HUKaLMOHHOW CTPYKTYpbI ceTeil anekTpocssasn oT HC/L co CTOPOHbI B3aMMOAERCTBYOLWMX ceTeli U rapaHTMpo-
BaHHOE KayeCTBO 06CMYXMBaHWA B YC/IOBUSAX BO3MOXHbIX BH TpaHcrpaHmyHoro xapakrepa.

7.2 ObecneyeHne 6e30MacHOCTW CeTell 3/1IeKTPOCBA3N AOCTUraeTCs:

a) 3awwuToli ceTeli anekTpocBAsm oT HC/ K HUM 1 nepegaBaemoli NOCPeCTBOM UX UHAOpMaLmK:

6) NpoOTMBOAECTBMEM TEXHUYECKUM pas3Bejkam;

B) NPOTMBOAENCTBMEM CETEBLIM aTakam 1 Bupycam;

r) 3awWuToN CpefcTB CBA3N 1 COOPYXeHWii cBsA3n oT HCB. Bkoyasa hnsnyeckyio 3aLuTy COOpyXeHnii n
NINHWIA CBA3N,

[) pasrpaHuyeHvMem JoCTyna nonb3oBartenieil n cybbekToB MHHOKOMMYHVKALMOHHOM CTPYKTYpbI ceTel
3/1eKTPOCBA3M K MH(DOPMaLMOHHbIM pecypcam B COOTBETCTBMU C NPUHATON NONAMTUKON 6e3onacHOCT onepa-
Topa cBs3w;

€) MCnonb3oBaHMEM MexaHW3MOB obecneyeHus 6e30nacHoCTU:

X) (PU3NYECKON 1N NHXEHEPHO-TEXHUYECKOW 3alyMToi 06BbEKTOB MHAIOKOMMYHVKALVNOHHON CTPYKTYpbI
ceTeil 31eKTPOCBA3N:

1) WCNONb30BaHUMEM OPraHU3auUMOHHbIX METOA0B, BK/IOUYAOLLMNX:

1) paspaboTky 1 peanusaumio NOAUTUKN 6€30NacHOCTV ONepaTopoM CBA3W;

2) opraHu3auuio KOHTPO/IA COCTOSIHNA 6€30MacHOCTU CeTH 31EKTPOCBA3MN;

3) onpegeneHve nopsigka aencteuli B UpesBblyaliHbIX CUTYaLMsAX U B YC/TOBUSIX Ype3BblyaiiHoro no-
NOXeHns:

4) onpefeneHuns nopsigka pearnpoBaHus Ha MHUMAEHTbI 6e30MacHoCTy;

5) pa3paboTky nporpaMm MoBbILEHWUA UHCHOPMUPOBAHHOCTU NEpPCOHasna CeTu 3/1eKTPOCBA3N B BOM-
pocax NoHVMaHWsa UM npobaem 6e30nacHoCTy;

6) onpegeneHne cucteMbl NOATOTOBKM M NOBbILLEHUSA KBa/Mpukaumm cneynanmcTos B obnactu be-
30MacHOCTU.

7.3 Monb3oBaTtenu ycayramu CBA3v MMEKT NPaBo NPUMEHSATL CreLyanbHble MexaHW3Mbl obecneyeHuns
6€e30MacHOCTV 1 cpeacTBa 3awmnTbl MHOPMaLWK, paspeLleHHble K NPUMEHEHNI0 HA CeTAX 3/1eKTPOCBA3N U
cepTudunLMpoBaHHble B COOTBETCTBUM C AENCTBYHIOLLMM 3aKOHO4aTeIbCTBOM Poccuiickoin degepaumm.

B3auMoOTHOLLIEeHNsA Nonb3oBaTesneil ¢ onepaTopamu cBa3mn B chepe obecneyeHns 6e3onacHocTyn ceTeit
9/1eKTPOCBA3N JO/MKHbI CTPOUTBLCA Ha OCHOBE C/efyHOLWMX MONOXEHNIA:

- TOJ/IbKO aBTOPU30BaHHbIE NO/b30BaTENV [O/MKHLI UMETb AOCTYM K CETAM 3/1eKTPOCBA3MN U UCNO/1b30Ba-
HUI0 NPefoCTaBNSAEMbIX UM YCAYT:

0
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- aBTOPU30BaHHbIE NO/Ib30BaTENN AO/KHbI UMETb JOCTYN U ONEPUPOBaThb TO/ILKO TEMU pecypcami, K Ko-
TOPbIM OHU AONYLLEHbI;

- BCe nosib3oBatesin A0/DKHbI ObITb OTBETCTBEHHbIMU 3a UX CO6CTBeHHbIe, N TONTbKO UX CO6CTBEHHbIe,
[leiiCTBUA B CETU 3/1EKTPOCBA3N.

7.4 Onepartop CBS3W AO/HKEH NPUHUMATL MepbI, 06ecnednBaioLLne;

- [OCTYN NPaBoOOXPaHNTE/IbHbLIX OPraHoB, B NPeAyCMOTPEHHbIX 3aKOHOAATENbLCTBOM Poccuiickoli depe-
pauumn cnyyasix, K MHgopmaLl i KOHKPETHbIX Mofib3oBaTeneii:

- MpaBo Ha 4OCTyn nofib3oBaTeneil yc/yramu cBsau K MHpopMaLMOHHBIM pecypcamM B CTPOrOM COOTBET-
CTBUM C YCTAHOB/IEHHbLIMU NpPaBUiamMy pasrpaHnyeHnst focTyna;

- UCK/IOYEHME HeCaHKLMOHMPOBaHHOIO A0CTyna nosib3oBaTenell ycayramMmu cBsisu K pecypcam ceTtu u
ycnyram cBsiau;

- npefocTaB/ieHWe Nosb30BaTe/IIM YC/IyraMu CBSA3V AOMOMHUTENbHBIX YCYT MO 3awuTe UHopmauum u
npouecca 6e3onacHoli nepegayn coo6LLEHWNIA Ha LOTOBOPHOW OCHOBE;

- MHGOPMUpOBaHMeE Nosib3oBaTeneil 0 COCTOSIHUM 6e30MacHOCTU A0CTyNa K ycnyram CBA3sW.

8 OCHOBHble NMOMOXEHNS O CTPYKTYype cuctembl obecneyeHns 6esonacHocTu
ceTell 3N1eKTPOCBA3N

8.1 Cuctema obecneveHuss 6esonacHocTn (COB) ceTteil anekTpocBsAsn CCOIll sBnseTca 3aNeMeHTOM
cucTeMbl MHChOpPMaLMOHHON 6e3onacHocT Poccuiickoin ®efepaumn 1 MOXeT BbiTb OTHECEeHa K kaTeropuu
TEXHONOTNYECKUX CUCTEM CBA3N.

Apxutektypa COB ceTeli 31eKTpoCBA3M UMEET MHOrOYPOBHEBYIO MepapXn4yeckyto CTPYKTYpY, OXBaTbiBa-
IOLLYI0 MarncTpasibHble TPaH3UTHbIE, MeXAYropoAH/NE U 30HOBble (MECTHbIE U BHYTPU3OHOBbIE) CETU 3N1EKTPO-
CBA3W, W COCTOWUT U3 B3aMMOAENCTBYIOWMX MexAay coboi cnyx6 obecneyeHns 6e30MacHOCTU PasINYHbIX
onepaTopoB CBA3MW, KOOPAMHMPYEMbIX LeHTpasibHbiM opraHoM COB, KOTopbIi MOXeT 6biTb 06pa3oBaH hepe-
panbHbIM OPraHoM WCMOMIHUTE/TbHOW BacTU B 06/1aCTU CBA3N.

8.2 ApxutekTypa COB ceTu 31eKTPOCBSi3N MOXET COCTOAThL U3 HECKO/IbKUX YPOBHel 6e3onacHocTu, xa-
pakTepucTuKa KOTOPbIX AO/MKHA OblTb OTPaXKeHa B NONMTVKe 6e30nacHOCTM opraHm3auuy cBsasn. B obuwem cny-
yae apxutektypa COB MOXeT cofepxaTb creaytolie ypoBHM 6€30MacHOCTY;

a) ypoBeHb ynpassieHnss 6e30nacHOCTbI0. Ha flaHHOM YpOBHE OCYLLECTBNAETCA yrnpas/ieHne 6e3onac-
HOCTbIO CeTeli 3/1eKTPOCBA3M, KOOPANHMPYEeMOe LeHTpabHbiM opraHom COB;

6) opraHn3aLoHHO-aAMUHNCTPAaTVBHbIM YpOBEHb. BktouaeT cnyxo6bl (0TAeNbl, NogpasaeneHns, agmm-
HUcTpaTopos) 6e30MnacHOCTH, B 3aBUCMMOCTI OT CTPYKTYpbI OopraHusaLlmun cesasu. Ha gaHHOM ypoBHe ocylue-
CTBNAIOTCS;

1) B3aumofeiicTBMe C CUCTEMOI ynNpaBneHns ceTMU 3/1eKTPOCBA3N;

2) ynpasneHue, KoopAnHaLWa U KOHTPOb MPOBOAUMbIX OPraHU3aLNOHHbIX Y TEXHUYECKUX Meponpu-
ATWIA Ha BCEX HMKEeNexallunx ypoBHAX:

3) yyeT npakTU4Yeckoro NpYMeHeHUs HOPMaTUBHOW NPaBoBON 6a3bl (3aKOHOB, CTaH4apPTOB, NOMOXe-
HWIA. AOMKHOCTHBIX MHCTPYKLMIA, NNaHOB nNo 6e3onacHocTu);

B) YpOBEeHb 6€30NacHOCTM NMH(POKOMMYHMKALMOHHONM CTPYKTYpbl. CoAepXnT MexaHn3mbl obecneveHuns
6e3onacHoCTW 1 Apyrve cpefcTea, obecneyvsatoLme 3aluTy npolecca o6paboTkm 1 nepegayv nHgopmauum
B CeTW. Ha flaHHOM YpOBHE OCYLLeCTBNAAIOTCS:

1) pasrpaHuyeHue goctyna K MHMOPMaLMOHHBIM pecypcaM, CETEBbIM 06BbEKTaM U CUCTEME yrnpaBs-
NIEHUSA CETbI0 3N1EKTPOCBA3N,

2) 3awmTa ot HCJA. ayTeHTUdMKaLMA 1 nAeHTUUKaLMA YYacTHUKOB CETEBOrO B3auMOAECTBUS,
BK/tOYAA yAasieHHble 06beKTbl U aMUHUCTPATOPOB (CeTeBbIX M 6e30MacHoCTH),

3) KOHTpOsb Tpaduka (MexceTeBble 3KpaHbl), CpefcTBa 06HapYXeHNa aTak, CpefcTsa perncrpaumm
1 yyeTa cobbITUN 1 pecypcoB (ayAnUT ¥ MOHUTOPUHI 6e30MacHOCTK);

r) ypoBeHb 6e30nacHoCTV ycnyr. Ha JaHHOM YpOBHE OCYLLECTB/SIETCA KOHTPO/Ib KayecTsa 06CcnyxuBa-
HWA (MpefocTaBNsSeMbIX YCYT CBA3M) B YC/TOBUSAX BO3MOXHbIX BH 1 B Upe3BblyaliHbix CUTyauusx, B TOM uncne
LLeNIOCTHOCTY LMPKYVPYIOLWMX B CETWM COOOLLEeHWI, codepXaliMx AaHHble nonb3oBatens u nHdopmauuo
ynpas/fieHus;

[l) ypoBeHb ceTeBOI 6e30MacHOCTU. [laHHbI ypOBEHb NOAAepXnBaeT 6€30MacHOCTb CETEBbLIX MPOTOKO-
N10B, KOTOPble 06ecneynBaloT:

1) nepepauun Tpaduka U3 KOHLA B KOHeL,
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2) TpaHcnopTupoBaHue aiinos,
3) nopaepxky hyHAameHTasIbHbIX MPUIOXKEHWI, NepeAady roaoca B CETU 1 3/1EKTPOHHYHO NOYTY;
4) KoHMAEHUMaNLHOCTL NepesaBaeMoii No kaHanam CBS3V MHhopMaLum ynpaBneHus;
e) ypoBeHb chusnyeckoli 6esonacHocT. Ha faHHOM ypoBHe obecneynBaloTcs:
1) dhmnsunuyeckas oxpaHa NomeLLeHuii, B KOTOpPbIX 06pabaTbiBaeTCs M XpaHUTCA MHdopmaums,
2) opraHusauusa KOHTPO/s AOCTyna COTPYAHUKOB M NoceTuTeneli Ha TeppMTOPUI0 OpraHn3aummn cBs-
311, B NOMeELLeHNs Co CpefCcTBamMu CBA3W, OCYLLLECTBAAIOWUMY 06paboTKy MHDopMaLMK, K TeXHON0ru-
Yeckum cuctemam ynpasfieHus, kabenbHbIM COeANHEHNAM,
3) opraHuzaums oXpaHHOW cUurHanmsauum.
4) KOHTPONb BCKPbITUS annaparypbl.
5) 3neKTpo- 1 Noxapo6e3onacHOCTb OpraHn3aLnn CBA3N B LieIoM.

Onepatop CBS3W B Liensx obecneyeHunst CBOel e/10BOI AeATeNbHOCTW U JOCTUXEHNUA GU3Hec-Leneli mo-
XeT onpefennTb AONOMHUTE NbHbIE apXUTEKTYPHbIe KOMNOHeHTbl COB.

8.3 MMpouepypa cosgaHna COB ceTn aneKTPOCBA3W A0/HKHA NpegycMaTpuBaTb DOPMUPOBaHNE OpraHu-
3aLMOHHO-LUTATHOW CTPYKTYpbl (OTAen, nogpasfeneHue, agMmuHucTpatop 6e3omacHocTu) Ans Hernocpep-
CTBEHHOrO NPOBeAEeHNs MeponpuATniA 6e30NacHOCTW CeTW 3/1EKTPOCBA3N.

8.4 [leatenbHocTb opraHoB COB ceTn a1eKTPOCBA3N NogpasymMmeBaeT BbINMOMIHEHWE CneayoLX Mepon-
puaTUiA:

- noATBepxXAeHne COOTBETCTBMA CPEACTB CBA3M, NMacnopTu3auuio opraHusauuini cBA3M U atTectauuio
06bEKTOB U CeTel a1eKTpocBA3mn no TpeboBaHMAM 6e30nacHoCTy;

- OLEHKY COCTOSIHUSI 6e30MNacHOCTN CeTH 3/1eKTPOCBA3N, MPOrHO3UPOBaHWE Y 06HAPYXEHNE BHYTPEHHUX
1 BHELLHWX Yrpo3 6e30nacHoCTH:

- aHanu3 NHopPMaLMOHHbIX PUCKOB, CO3JaHNe CUCTEMbI YNPaBIEHNS PUCKaMn 1 CTpaxoBaHusa NHop-
MaLMOHHbIX PUCKOB;

- BblIBIEHNE YA3BMMOCTEN B CETAX 3/1EKTPOCBA3N U OCYyLLeCTBEHNE KOMMIEKCa afeKkBaTHbIX 1 9KOHO-
MUYECK/ 060CHOBAHHbIX MEP MO WX CHYKEHWIO;

- npepoTBpaleHue Nnbo o6HapyxeHne BH, npeceyeHne nx peanusauuy, nokanmsauuio n AMKBMgaLuno
nocneacTBUin 3TUX AeCTabUNN3NPYIOLLMX BO3AEACTBUIA HA MH(hOKOMMYHMKALMOHHYIO CTPYKTYPY CeTW 3N1eKTPOo-
CBA3N:

- OMoBELLEeHNE O HapyLLeHNAX 6e30nNacHOCTW, peakumio Ha MHUMAEHTbI 6e30NacHOCTM 1 BOCCTaHOBe-
HVe HapyLleHHOro npouecca yHKLMOHNPOBAHUS CETU 3/1IeKTPOCBA3N;

- agantaunio COB K U3MeHSIIoWMUMCS YCNOBUAM PYHKLMOHUPOBAHNA CETU 3/1EKTPOCBA3N:

- KOHTPO/b KayecTBa 06CNyXunBaHua B ycnosusx BH;

- MOHUTOpUHr COB 1 ayauT cobbITUA 6Ge3onacHOCTU:

- npegynpexaeHve, BbiBMIEHNE N NPeceyeHne B CeTAX CBA3WN HenpaBOMOYHbIX AeliCTBMIA Nob3oBaTe-
nei ycnyramu ceasu (HapywmTenei);

- NpOTUBOAENCTBUE pacnpoCTpaHeH 0 BPeAOHOCHbIX NporpamMm (BUPYCOB);

- opraHusauuio 1 nposegeHvie paboT B 061acTn cTaHgapTu3aumm 6e3onacHoOCT ceTeil 31eKTPOCBA3N C
y4eToOM pekoMeHAaLumii U CTaHAaPTOB MeXAYHapOAHbIX OpraHu3aLuuii No ctaHaapTu3anuu;

- peanu3aumio mep obecneyeHns 6e30NacHOCTU CeTe 3/1eKTPOCBA3M, OCHOBOI KOTOPbIX ABNSETCA NpU-
MEHEeHWe COOTBETCTBYIOLMX MEXaHN3MOB obecneyeHns 6e30nacHoOCTy.
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