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Mpepucnosue

Lienn v npuHumnel cTaHgapTm3auum B Poccuiickoin @efepauym ycTaHoBneHbl ®efepanbHbiM 3aKOHOM OT
27 neka6bps 2002 r. N» 184-d3 «O TeXHUYECKOM perynvpoBaHuu», a npasuia NpUMEHEeHNs HauuoHabHbIX
cTaHfapToB Poccuiickoii ®epepaunn — FOCT P 1.0—2004 «CtaHgapTtusauua B Poccuiickoii ®egepavuu.
OCHOBHbIE NOIOXEHUSA»

CeefeHus o cTaHgapTe

1 PA3PABOTAH 3akpbITbiM akLMOHepPHbIM 06w ecTBOM «KoMnaHusa TpaHcTeneKom» (BAO «Komnanus

TTK»), OTKpbITbIM aKLMOHEPHbIM 06LecTBOM «MexpernoHansHblii TpaH3uTTenekom» (OAO «MTT»), dene-
panbHbIM roCyapCTBEHHbIM YHUTAPHbIM NpegnpuaTnem «LleHTpasnbHbIl Hay4HO-Uccnef0BaTeNbCknii UHCTU-
TYyT cBs3u» (Pryn «LUHUNC»), depepanbHbiM rocyfapCTBEHHbIM YyupexaeHneMm «ocyAapCTBEHHbI
Hay4YHO-UccnefoBaTenbCkunii UCMbITaTe bHbIA MHCTUTYT NPO6/1IeM TEXHUYECKON 3alnTbl MHhopMaunm dege-
panbHOW CNyX6bl NO TEXHUYECKOMY U 3KCNOPTHOMY KOHTpoto Poccumn» (PryY «FTHUNKU NT3N ®CTIK Poc-
cun»)

2 BHECEH YnpaBneHnem TeXHUYECKOro perynvposaHna uctaHgaptunsaunm ®egepanbHoro areHTcTea
N0 TEXHUYECKOMY peryimpoBaHunio 1 MeTponornm

3 YTBEPXJEH W BBEAEH B AENCTBUE [Mpukasom ®egepansHOro areHTcTsa No TeXHUYECKOMY
perynupoBaHuio n Metposorum ot 18 aekabps 2008 r. No 528-ct

4 BBEJEH BMNEPBbIE

MHdopmauua 06 M3MEHEHNAX K HACTOsILLEMY CTaHAapTy Ny6/nkyeTCs B eXerofHo u3jaBaemMom
MHOPMaLMOHHOMYKa3aTe e «HauuoHanbHble cTaHAapThi», a TEKCT U3MEHeHU i nMonpaBok — B eXeMe-
CSAYHO U3AaBaeMbIX UH(POPMALMOHHBIX yKasaTensax «HaumoHabHble cCTaHgapThi». B ciyyas nepecMoTpa
(3aMeHbI) MM 0T MeHbl HACT OSILLEr0 CTaHAApTa CooTBe TCTBYIOLLee yBeJoMeHue 6yaeT ony6/IMKoBaHoO
B ©XXEMECSYHO N3aBaekioM MHDOPMaLVOHHOM ykasaTene «HaunoHanbHble cTaHaapThi». COOTBETCTBY-
loLLasn MHpopmaums, yBeoMeHne U TeKCTbl pa3MeLan T e Takke B UH(OPMaLMOHHO cucTemMe o6LLero
nonb30BaHWsl — Ha ouLManbLHOM caiiTe ®efepasbHOro areHTCTBa N0 TeXHNYECKOMY peryvpoBaHuio 1
MeTposiorun B ceTu HTepHeT

© CraHgapTuHdgopm. 2009

HacToswuii cTaHAapT He MOXEeT 6bITb NO/IHOCTLIO UM YACTUYHO BOCMPOU3BEAEH, TUPAXKMPOBAH 1 pac-
MPOCTPaHEH B kayecTBe ohuLManbHOro nsganus 6e3 paspelleHus ®efepasibHOro areHTCTBa No TEXHUYECKO-
MY perysiupoBaHuio 1 MeTposiorum
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HAUVWOHANBbHBIN CTAHAOAPT POCCUNCKOMWN PELEPALNMN

CUCTEMA OBECTEYEHNA NH®OPMALIMOHHOW BE3OMACHOCTU CETV CBA3N
OBLWENO NO/Ib30OBAHNA

O6WN© NONOXEHUSA

Information security of the public communications network providing system.
General principles

fNaTtaBBegeHna — 2009— 10—01

1 O6nactb NnpUMeHeHns

HacToswuii ctaHgapT onpegensieT npaBoBble, OpraHn3aLoHHbIE U TEXHUYECKNE HanpasieHns obecne-
YeHns1 HhopMaLMOHHOM 6e30NacHOCTY CeTel 3/IEeKTPOCBA3N, BXOAALLNX B COCTAB CETU CBA3M 06LLLEr0 NO/b30-
BaHUs.

HacTosiLwuii ctaHfapT pacnpocTpaHseT NOM0XEHWS N0 o6ecneyeHnto 6e30NacHOCTM ceTel 31EeKTPOCBS-
31. ycTaHoBfeHHble TOCT P 52448. Ha cuctemy obecnevyeHns MHQOPMaLMOHHO 6e30MacHOCTM ceTn CBA3MN
06LLero nNosib3oBaHUs, onpeaensis ee Kak KOMNAEKC B3aMMOAENCTBYOLUX CUCTEM 06eCNeUeHNsa MHpopMaLu-
OHHOIi 6e30MacHOCTM ceTell 3NeKTPOCBA3N, BXOAALLUX B COCTaB CETU CBA3M 06LLEro N0/Ib30BaHUS.

MoNoXeHMs HaCcTOALLEro CTaHAapTa NoasiexaTt NPUMEHEHMIO PacnofIoXKEHHbIMY HA TeppuTopun Poccuii-
cKkoil ®epepauun opraHusauusiMu, NpeanpuaATUSMUA U APYrMMU Cy6bekTaMn X03ANCTBEHHON AeATeNbHOCTU
HE3aBUCUMO OT WX OpraHM3auVoHHO-NPaBOBOi POpMbl U POPMbI COGCTBEHHOCTU, UMEKLUMU NNLEH3NN
hegepasnbHOro opraHa UCNOJIHUTENIbHOW BNACcTW, YNOSIHOMOYEHHOr0 B 061acTy CBA3U, Ha NpefocTaB/ieHne
YCAYT CBA3N.

MonoXeHns HaCTOSILLErO CTaHAapTa TakkKe pacrnpoCTPaHAKTCSA Ha BblAENIEHHbIE U TEXHOOTNYEcKne
CeTu CBA3M NpU UX NPUCOeAUHEHNIN K CETH CBA3M 06LL,Eero nonb3oBaHus.

HacToswuii cTaHAapT ycTaHaB/AMBaeT 06LWuiA noaxoa K:

- hopMupoBaHVO U NPOBEAEHMIO B OpraHu3auumn cBsi3m eauHOL NONUTKKN MHAOpMaLMoHHO 6e3onac-
HOCTW ceTeli 3/IeKTPOCBA3Y;

- MPUHATUIO YpaB/IEHYECKUX PELLEHUI N0 BHEAPEHNIO NPAKTUYECKUX MEP. peasin3yoLLInX opraHu3aum-
OHHbIe 1 PYHKUMOHa/IbHbIe TpeboBaHUsA 6e30NacHoOCTU:

- KoopAMHauuU AEeSITENbHOCTU CTPYKTYPHbIX NoApasfeneHuii opraHusauum cBsi3u Npu NpoBeAeHUM
paboT No NPOEKTUPOBAHUIO, MOCTPOEHUIO, PEKOHCTPYKLMW 1 3KCMTyaTalumn CeTH 3/1EKTPOCBA3N C COBNI0AEHN-
em TpeboBaHuii 6esonacHocTy, onpeaensemMbixesepasibHbIMy OpraHamMmu UCNOIHUTENbHO B1acTH, YNoJsTHO-
MOYEHHbIMY B 06/1aCTSAX CBA3U, 06ecneyeHns 6e30NacHOCTM U TEXHNYECKOW 3aluUTbl MHAhOpMaLun.

HacToswuii cTaHAapT HE KOHKPETU3MPYET:

- HOMEHKNaTypy MCnosib3yeMbIX MEXaHU3MOB ob6ecneyeHns 6e30MacHOCTM U CPeACTB 3alluThl;
TpeboBaHMsA Mo OpraHu3aL M 0XpaHbl COOPYXEHWUA U INHWIA CBA3Y;

o6ecneyeHne COXPaHHOCTU 1 (hU3NYECKOI LLe/TIOCTHOCTU CpeacTB CBA3N,

3alUNTYy OT CTUXMIHBIX 6eACTBUI U CO0EB B CUCTEME SHEPrOCHAGXEHNS;

Mepbl No o6ecneyeHnto NMYHol 6e30NacHOCTM COTPYAHUKOB OpraHmM3auuy CBA3n 1 nonb3oBatenei
ycnyramu cBsi3u.

HacTtosAwuin ctaHfapT He UcknioyaeT BO3MOXHOCTU 06beANHEHUS NMPOLECCOB OCYLLECTBNEeHUS husu-
Yyeckoli 6e30nacHoOCTU U PYHKLMOHUPOBAHWSA CUCTEMbI 06ecrneyeHns HHOPMaLMOHHOK 6e30NacHOCTL opra-
HM3auun CBSI3N B eANHYIO CTPYKTYpPY.

N3paHne opuymnansHoe
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2 HopmMaTuBHbIE CCbINIKK

B HacTosweM cTaHgapTe UCnosib30BaHbl HOPMaTUBHbIE CCbISIKW Ha CriefyloLmne cTaHaapThbl:

FOCT P NCO/M3K 17799—2006 VHpopmaunoHHas TexHonorus. MNpaktuyeckue npasuia ynpasne-
HVS MHOPMAaLMOHHOM 6€30MacHOCTbIO

FOCT P NCO/M3K 27001—2006 WHpopmaunoHHas TexHonorusa. MeTtoAbl U cpefcTea obecneyeHms
6e3onacHoCTU. CUCTEMbI MEHeXMeHTa MHhopMaLMOHHOW 6e3onacHocT. TpeboBaHus

FOCT P 52448—2005 3awwuta uHpopmauun. ObecrnedyeHne 6e30NacHOCTU CETeil 3NEeKTPOCBA3N.
06w me NonoxeHus

FOCT P 53109—2008 Cuctema obecneyeHust MHPOPMaLMOHHON 6€30NacHOCTM CeTU CBS3U 06LLEero
nonb3oBaHuWsA. MacnopT opraHn3auny cBs3n No MHOPMaLMOHHON 6e30nNacHOCTU

MpumeyaHune — Mpu NONb30BAHNN HACTOALWMM CTAHAaPTOM Lief1ecoo6pa3Ho NPpoBepPUTh JeliCTBME CChITOY-
HblX CTaHA4apToB B MH(MOPMAaLMOHHON cucTeme o6Wero nonb3oBaHUA — Ha oduumanbHom calite depgepanbHOro
areHTCTBa N0 TEXHUYECKOMY Pery/iupoBaHui0 U MeTPONorun B ceTu VIHTEepHeT UK No eXerogHo nsjasaeMomMmy nHiopma-
LMOHHOMY yKa3aTenio «HaluoHanbHble CTaH4apTbl», KOTOPbI 0NYy6/IMKOBAH N0 COCTOAHUIO Ha 1AHBAPSA Tekylero roaa, u
No COOTBETCTBYWLW MM €XEMECAYHO U3jaBaeMbiM WH(POPMAaLUOHHBLIM yKa3zaTenam, ony6/1nKoBaHHbIM B TeKylleM rogy.
Ecnn ccbiNoYHbIi cTaH[apT 3aMeHeH (M3MeHeH), TO Npu No/Ib30BaHWN HACTOSAWMUM CTaHfapToOM cieAyeT PYyKOBOACTBO-
BaTbCA 3aMEHAWNM (M3MEHEHHbLIM) CTaHAapTOM. ECnu ccbiNoYHbIi cTaHJapT oOTMeHeH 6e3 3aMeHbl, TO MON0XeHNe, B
KOTOPOM [laHa CCbl/IKa Ha HEro, NpUMeHsieTcA 8 YacTu, He 3aTparnBatLieii 3Ty CCbIKy.

3 TepMuHbl 1 onpeaeneHns

B HacToseM cTaHAapTe NpMMEHEeHbI cneayloLime TEpMUHbI C COOTBETCTBYIOLLMMU OnpeeneHnamu:

3.1 nHopmaLmoHHasa 6e30MNacHOCTb CeTU 3N1eKTPOCBA3M: CNoCOBHOCTLCETN 3/1eKTPOCBA3N NPOTU-
BOCTOATb NpeAHamMepeHHbIM U HenpegHamMmepeHHbIM AecTabuam3npyowmm Bo3aeictenam (yrposam 6esonac-
HOCTU) Ha BXOASLLME B COCTAB CETU CPeACcTBa M /IMHUK CBSA3U B NpoLecce npuema v nepegayun, o6paboTkm un
XpaHeHuUs HhopmaLum, 4TO MOXEeT MPUBECTYU K YXYLLIEHWNIO KayecTBa ycnyr, NpeAocTaBnsAeMbIX CETb0 aNnek-
TPOCBA3N.

3.2 06bEKT NHPOPMALIMOHHON 6€30NacHOCTU CeTU 3/IEKTPOCBA3N: DNEeMEHT NH(POKOMMYHMKaL M-
OHHOIi CTPYKTYpbl CEeTV 3/1eKTPOCBA3M (annapaTHble, NMporpaMmMHble, NporpaMMHo-annapaTHble cpeacTsa,
NHOPMAaLMOHHbIE Pecypcehbl, YCNYru, MPOLLECChl), Haf, KOTOPbIM BbINOTHAOTCA AECTBUS.

3.3 cy6beKT MHOPMaLMOHHOW 6e30MacHOCTN CeTU 3NeKTPOCBA3N: JINL0 UK NHULMUpYeMblie OT
€ro MMEeHV MpoLecChl N0 BbINOJHEHNIO AEACTBMI Hafd 06bekTamMy MHGOpPMAaLMOHHON 6e30macHoCTU ceTn
3NEKTPOCBA3MN.

3.4 MOHUTOPUHI COObITUI MHAOPMALMOHHOW 6€30NacHOCTU COTK 3/1IeKTPOCBA3M: MOCTOAHHbIN
KOHTPO/b 1 AeiCTBMA NO HABAIOAEHNIO, NONYYEHWIO, XPAHEHWIO, Pacno3HaHUo 1 aHanm3y nHopmaLun, cBs-
3aHHOI € COBbLITUAMU MHOPMALMOHHOV 6€30MacHOCTU, BbIAB/IEHUIO (hakToB, NPU3HAKOB 1 NMPUYNH HAPYLLIEHNS
YCTaHOB/IEHHbIX TPEGOBAHW N 06BEKTOB/CYOHEKTOB. C KOTOPLIMU CBA3aHbI 3TU HApYLLEHWS.

3.5 agMunHucTpaTop cucteMbl o6ecnevyeHnss UHHOPMaLMOHHOW 6e30MacHOCTUN CeTN 3NEeKTPOCBS-
31: Cy6beKkT MHPOKOMMYHUKALMOHHOW CTPYKTYPbl CETU 3N1EKTPOCBA3W, OTBETCTBEHHbIV 3a BbIMO/IHEHWE NPO-
LileccoB obecnevyeHnss MHpopMaLMoHHON 6e30MacHOCTU CETU INEKTPOCBA3N.

3.6 cuctema obecnedyeHns nHpopmMaLoHHON 6e3onacHOCTY ceTu (ceTell) anekTpocBA3n: Coso-
KYMHOCTb OpraHn3aLMOHHO-TEXHUYECKOM CTPYKTYPbl N(MK) UCNONHUTENE, 3a,e/iCTBOBAHHbIX BOGecneveHun
NHOpMaLMoHHOI 6e30nacHOCTM ceTun (ceTell) 3aNeKTPOCBA3M U NCNO/Ib3yEMbIX UMW MEXaHU3MOB obecneye-
Hus 6e3onacHOCTH (CpefCcTB 3alMThbl), B3aMMOAECTBYIOLLan C opraHamMm ynpas/ieHus CeTbio (CeTaMM) CBA3MN,
hyHKLMOHMPOBaHWE KOTOPOIA OCYLLEeCTBASETCA N0 HOPMaM, nNpasuiam n 06s3aTesibHbIM TpeboBaHUAM, ycTa-
HOBMEHHbIM hefepasibHbIMW OpraHamy WUCNOSTHUTENbHOW BNAacTW, YNONHOMOYEHHbIMU B 06/1acTSIX CBA3M,
ob6ecneyeHns 6e30NacHOCTN U TEXHNYECKON 3aLuTbl MHGOPMaLUK.

3.7 cnyxb6a nHopmaunoHHON 6e30MacHOCTU opraHusaumn cBasu: OpraHnm3ayMoHHO-TeXHUYecC-
Kas CTPyKTypa opraHusauum CBsidu, peasnmaytoLias noanTruky MHQoOpMaLnoHHoi 6e30nacHOCT opraHusaLmm
CBA3M W ocyllecTBAsOWaa QPyHKLMOHMPOBaHNE CUCTEMbl obecneyveHns MHopmaLoHHol 6e3onacHoCTh
ceTun(ceTeli)aNIeKTpoCBA3MN.
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4 CokKkpauieHuns

B HacTosLLeM cTaHAapTe NPUMEHEHbI c/ieflyloLine CoKpaLleHus:

BH — BO3/eiCcTBME HapyLumTens;

b — MHpopmaunoHHas 6e3onacHoCTb:

nT — WHopMaLMOHHasA TEXHONOTUS:

HIMA — HOPMAaTVBHO NPaBOBOli akT;

HC[ — HeCcaHKLUMOHNPOBaHHbI AOCTYN:

HA — HOpMAaTMBHbIE JOKYMEHTbI;

OoP/A — opraHu3aumnoHHo-pacnopaamTesibHble JOKYMEHThI;

oC — onepauvoHHas cuctema;

NAKno B — nocTosiHHO felcTBytowas komucens no Ve:

PO — PYKOBOASALLNIA fOKYMEHT;

CBT — CPeACTBO BbIYNCUTENBHOWN TEXHUKY;

CK3M1 — cpefcTBa KpunTorpagmyeckoin 3aluTbl MHopmaLuu;
CMWB — cucTemMa MeHeKMeHTa MH(POPMAaLMOHHON 6e30macHoCTY;
COounb — cuctema obecneveHuss HhopmaLloHHON 6e3onacHOCTL:
ccon — CeTb CBA3M 06LLEero nosb30BaHns;

d0onB — hefepasnbHblil opraH UCNOMHUTENbHON BracTy;

yc — ypesBblyaliHas cuTyaums:

OM BOC — 3TanoHHas Mmofenb B3auMOCBA3N OTKPbITLIX CUCTEM.

5 Uenn n 3agaun obecneyeHmsa mHpopMaunoHHOK 6e30NacHOCTM

5.1 Uenwn, 3agauv n npuHumnel obecneveHuns Vb ceTn (ceTeil) aNeKTPOCBA3N opraHn3aLmmn CBA3n L0/K-
Hbl COOTBETCTBOBATH LeNsAM, 3aga4yam M OCHOBHbIM NpUHLMNam obecnevyeHnsi 6e30NacHOCTM CeTei 3/1eKTpo-
cBa3n no FOCT P 52448.

5.2 [lononHutensHo K 3agadyam no FOCT P 52448 B opraHu3auumn cBA3N AO/IXKHO NpejycMarpmsaTbCs
BbINOJIHEHWE CNeAyIOLWNX 3aay:

- cosfaHue, peanunsauus, nogaepxka @yHKLMOHNPOBaHMWS, OCYLLLECTB/IEHNE MOHUTOPUHTA 1 COBEPLLEH-
cTBoBaHne COWB Ha OCHOBe 1CNOb30BaHMA NMPOLLECCHOro noaxoaa K ynpasneHuio Ub;

- aHanms puckoB Ub. onpegeneHne cnocob60B 06paboTKN PUCKOB U MEPONPUSATUI MO UX CHUXEHWIO;

- obecneuyeHve N30MPOBAHHOCTU CPEACTB CBA3N, YHaCTBYHOLMX B yPaBIeHUN CETAMN 3N1EKTPOCBA3MN,
OT BHELUHMX ceTell 1 paboumnx cTaHuuii, 06CNyXMBAIOLLErO CETb NepcoHana;

- obecneyeHne KOHTPOIMPYEMOTro AOCTyNa 06CNyXUBalOLLLEr0 MepcoHasa K cucTeme ynpas/ieHus ceTs-
MW 3/1eKTPOCBA3N:

- obecneyeHue LLeHTPaIM30BaHHOW ayTeHTU(IUKaL MM 06CNYXMBAIOLLEro ceT NepcoHana npu nx 4ocTy-
ne K cpegcTeam CBA3W;

- nacnopTtu3auus opraHvsauuii cBs3u no Tpe6oaHnamM kK Ub.

NMpumeyaHne — OnepaTopom CBSI3N MOTyT 6biTb YTOUHEHbI LEN U 3a4adn obecneyenus UB ceTeil anekTpo-
CBSI3M B 3aBUCKMMOCTU OT BbINOMIHAEMbIX OpraHu3ayumneii cBaA3n QyHKLUUI 1 ee 4enoBbiX Lenei, Ho PopMynnpoBKa Leneii n
3afay 4o/KHA 6bITb HE3aBMCKUMA OT CNOCOGOB UX peanusayuu.

5.3 COWB fgomkHa co3fiaBatbCs onepaTopamu CBA3N B KaXAO0N opraHunsaunm ceasmn 418 ocylecTsrie-
HWA MeponpuUATUI NAENCTBUIA NO CHUKXEHWIO NOTEHLMANBLHOTO ylep6a 0T peanu3auunm yrpo3 6e30nacHoCcTy 0
npMemMsIeMoro ypoBHs 3a CYeT yCTpaHeHUs YA3BUMMOCTEN B CeTAX W CpefAcTBax CBSA3WN WM CyLeCTBEHHOro
3aTpyAHEeHNS NCNO/b30BaHNA 3TUX YA3BUMOCTEN HapyLIMTenamm 6e30nacHoOCTy.

O6nacTblo feiictusas CONB aBnawTca cpeAcTBa, COOPYXEHNA UNNHUM CBA3N, a Takke 06CTy)XXNBatoLLLni
nx nepcoHan opranusauuun csasu. COUB ceTun (ceTeil) aN1eKTPOCBA3N JO/HKHA OCYLLECTBAATb peanm3aLmio
nonutuku NB onepatopa cBA3N.

6 B3aumMoOCBSA3b CUCTeMbl ob6ecnevyeHuss MHOPMaLUOHHOW 6Ge3onacHoCTy
U CUCTEeMbl MeHeaXMeHTa MH(OopMaLoHHOW 6e3onacHoCTH

6.1 Ob6ecneyeHune Vb sBnsieTca HenpepbIBHbIM NpoLeccoM, ocyliecTensembiM COVB n B3anMoyBs3bl-
BaloLLMM NPaBoOBY0, OPraHN3aLMOHHYI0 U TEXHUYECKYIO eATe/IbHOCTb, NPOBOAVMYIO N0J, HENocpeACTBEHHbIM
ynpaBnsoLWmMmM BO3AeNCTBMEM PYKOBOAALLEro cocTaBa oOpraHv3aL My CBA3W, HanpasieHHYo Ha noafepxaHue
hyHKUMOHNPOBaHNA ceTell 3/1eKTPOCBA3M B YCNOBUSIX BO3AENCTBNSA Yrpo3 6830MacHOCTY.
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Meponpuatusa n geinctena no obecnevyeHnto b omKHbI OCYLLECTBAATLCA B pamMkax NpYMeHeHus npo-
LleccHoii mogenwu, onpeaeneHHoin B TOCT P MCO/M3K 27001. nyTem peanv3aluu NpoLLeccoB yrnpaBieHus.
dyHKUMeR, obbeauHAOWed npouecchl, obecneyeHns, ynpaBneHns W MeHe[XMeHTa, SBNSeTCS PYyKoBOA-
cTBO VB.

6.1.1 PykoBoacTBO VIB — 3TO AeATENbLHOCTbL NO YCTAHOB/IEHUIO U NOAAEPXKAHUIO CTPYKTYpPbI ynpasne-
HUS 1 NpoLeccos, o6ecneynBaroLL X rapaHTUIo TOro, YTo NonnTuka Vb B opraHnsanunv CBA3W Hanpas/ieHa Ha
[OCTUXEHNE AeNO0BbIX Lieneli opraHnsauny u coBMecTuma ¢ AeicTByoLWMMN dhesepanbHbiMy 3akoHaMn PO un
HOpPMaTUBHbIMU NPaBoBbIMK akTamMn ®OUB, ynosTHOMOYEHHbIMKU B 061aCTAX CBA3N, o6ecneyeHns 6esonac-
HOCTW 1 TEXHWYECKOI 3aLnTbl MH(hopMaLuK.

PykoBogcTBo VB onpegenseT KOHKpeTHble ponu, 0653aHHOCTM W OTBETCTBEHHOCTb PYKOBOASALLErO
cocTaBa opraHusauumn cBs3u B o6nactn obecnevennsa VB n npepoctasnsaet cnyx6e Wb. Bosrnasnsawoeli
COWB. nonHomouus no ynpasneHuto npoueccamm CMUB. Tak Kak B COOTBETCTBUM € [1] — npouecc «obecne-
YeHve» npepnonaraeT onpefesieHne «CUI» U «CPefAcTB», BbINOMHALWNX PyHKUMM 6e3onacHoCcTh (Cnyx6
6€30MacHOCTK), Ha KOTOPbIE B OPraHn3aLLm CBA3M BO31araeTcs BbINO/IHEHE MEPONPUSTUIA Y OCYLLLEeCTBNIEHNE
f[eATenbHOCTU Mo ynpasneHuio 1 obecneyvernto Mb. BzanmocBsasb npoLeccoB pykoBOACTBa, obecneyeHus,
ynpaBe/fieHnst U MeHeJ)KMeHTa nokasaHa Ha pucyHke 1.

6.1.2 YnpaBneHne — 3TO COBOKYMNHOCTb LiefileHanpaBfeHHbIX AeACTBUiA, BKNOYAOLWMX B ce6S OLLeHKY
cUTyauun 1 COCTOSIHNS 06 bEKTOB yrpasieHns (Hanpumep, OLeHKy 1 ynpasieHne puckamu), Bbi6op ynpasnsio-
LLMX BO3AENCTBUIA M MX peanun3almio (nn1aHMpoBaHue v BHegpeHne Mep obecneyeHns 6e3onacHocTu).

MeponpuaTua n geincTena, peanunsylolime nNpoLecc ynpasneHusi, fOMKHbl ObiTb KOPPENMPOBaHHbI C
AeNCTBMAMM, BbINOTHAEMbIMY NpU MeHeaxMeHTe UB. 1 He Ao/KHbI NOBTOPATL APYT Apyra.

6.1.3 MeHemKMeHT B — 3T0 yacTb 06LLEel CMCTEMbI MEHEIXXMEHTA OpraHn3aLmmn cBs3u, OCHOBaHHas

Ha ynpas/ieHUn pUuckamMu opraHusaLnuv cBasun Npu co3ganun, peanusauymm, pyHKLMOHMPOBAHUW, MOHUTOPUHIE
ncoBepLleHcTsoBaHun COVB.

COWB gna CMUB siBnsieTcst opraHn3auoHHON CTPYKTYPOIA M MHCTPYMEHTapMeM No BHEAPEHWUIO U NOj-
AepxaHuto npoueccoB CMUB B cTaAnsix XXM3HEHHOTO LKA ceTeli CBA3N.

6.2 OcHoBHbIMY Npoueccamy CMUB. nokazaHHbIMU Ha pUCyHKe 1 v onpefenstowmmMmy yHKLNOHUpoBa-

Hne COWB. aBnatTcA:
- ynpas/ieHue puckamu;
- BHYTPEHHWII ayguT;
- ynpaB/ieHMe NHUMAEeHTamu;
- ynpaB/ieHNe N3MEHEHUAMMU.
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6.2.1 YnpasneHwe puckamu

B pesynbTaTte BbINOMHEHMA NpoLlecca «ynpasfeHne puckamu» onpegensetcs cTpyktrypa COUB nyTou-
HAeTCA cocTaB ee NoACUCTEM.

«YnpaBneHune pyckammn» No3BoNSET YCTAHOBUTb 6anaHc Mexay aKcnayaTaunoHHbIMU pacXxofamm v 3Ko-
HOMMYECKMMU 3aTpaTaMmn Ha Mepbl o6ecneveHns 6e30nacHOCTU U 4OCTUTHYTb 60n1ee acpPeKTUBHOIO BbINOS-
HeHWA Aen10BbIX Lieeil opraHn3almmn CBA3W, 3aLlUTbl CeTel 31eKTPOCBA3N 1 NepejaBaemMoli NocpeCTBOM HUX
MHopmMaLuuu.

O6LwWuit noaxo4 KNpoLeccy «ynpas/ieHns puckamm» npueeeH Bnogpasgenax 5.5—5.13 FOCT P52448.

Mop ynpaBneHnem prckaMu NOHMMaeTCs OLeHKa U yMEeHbLUEHNe pUCKOB, KOTOPblE MOTyT BO34eNCTBO-
BaTb Ha CETW 3/1eKTPOCBA3MN.

Mpouecc OLeHKM PUCKOB, ABNAIOWMNIACA ONpeAenaioWwmnm B «ynpasieHnn puckamm» 1 UCXOAHbIMU Npes-
NoCbl/IKAMW B KOTOPOM BbICTYNatOT flaHHble, NOSTyYeHHble Npyu pa3paboTke NepeyHs yrpo3 1 ys3BumocTen ans
KOHKPETHOI CeTu 3/1eKTPOCBA3M, NMOoKa3aH Ha PUCYHKe 2.

©

JOuymanndoamm
P*UP 1bl »rpH

PucyHok 2 — [lpouecc oueHKkn pucka

Mpouecc OLEeHKMN PUCKOB COCTOUT U3 CIeAYIOLLMNX 3TArN0B:
a) WHBEHTapu3aLuus 1 KaTeropypoBaHne pecypcoB CETU CBA3M:
1) wHBeHTapu3auusa npegnonaraeT cocTaB/eHNe NepeyHsi BCeX PecypcoB (aKkTUBOB), TPebyoLwnx
3awWmTbl (MHOpMaLMOHHbIE, NPOrpamMMHble, annapaTHble U CEPBUCHbIE);
2) KkaTeropumpoBaHue 3ak/lyaeTcs B MPUCBOEHUN KaXA0MY Pecypcy kauyecTBEHHOro Uau Konmnyec-
TBEHHOrOo NapameTpa ero 3HauMoCTV CTOUKM 3pPEeHNS ero BIMAHUS HaobLee yHKLMOHNPOBaHNeCeTH CBA3MN,
6) naeHTumrKauns OCHOBHbIX Yrpos;
B) MAEHTUdMKaLUS yA3BUMOCTENA.

NMpumeuyaHune — Mpoyecchl UAEHTUDNKALUN YA3BUMOCTEN 1 YTpo3 06bIYHO OCYLLECTBASIIOTCS O4HOBPEMEHHO
1 CNYyXaT OCHOBOM /1 YTOUHEHWUS NepeyHs yrpo3 n ysi3BUMocTeil;

r) aHann3 BO3MOXHbIX BO3EACTBUIA Yyrpo3 Nnpy peanv3auum yasBumMocTeld B pecypcax cCeTu, BblYUCIEHNE
BEPOSATHOCTU 3TNX BO3AENCTBUI 1 pucka NpUUYNHEHUS yulepba ceTu, aHanm3 cyLlecTByloWwmx Mep obecneye-
HUs1 6e30MacHOCTY;

0) onpegeneHne AOMNOAHUTENbHbLIX (peKkoMeHAyeMblxX) Mep obecnevyeHns 6e30nacHOCTH, CMOCOBHbIX
npoTMBOAEiCTBOBATb BO3MOXHbIM BO3AENCTBUSIM;

€) [OKYMEHTMpPOBaHMeE MOJTyYEHHbIX Pe3y/ibTaToB.

MpefnaraeTcs NCMOMNb30BaTb KAYECTBEHHbI NOAX0L K aHaNIn3y pUCKOB, OCHOBAHHbI Ha OLLeHKe BNSA-
HWSA Yrpo3 ¥ YysA3BMMOCTE Ha OCHOBHble kputepun UMb ceTn anekTpocBa3n (KOHMAeHUnanbHoOCTb, Lenoc-
THOCTb. [AOCTYNHOCTb W MNOAOTYETHOCTb). AHann3 Mep obecneyeHuss 6e30MacHOCTM U BblYUC/IEHME
KO/INYECTBEHHOIO 3Ha4YeHUs pucka OTHOCATCA K OCHOBHOMY MPOLECCYy OLEHKM pUcKa 1 paccMaTpuBaloTcs B
0TAeNbHOW MeToAvKe.
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6.2.2 BHyTpeHHWiT ayguT

«BHYTpeHHWI ayauT» npegHasHayeH AN MONy4YeHUss OObEeKTVBHbIX CBUAETENbCTB COOTBETCTBUSA
[ecTBMI yyacTHMKOB npolecca obecneveHns Vb TpebosaHnam CMUB. B pesynbTarte «BHYTPEHHEro ayan-
Ta» MOryT 6bITb BbisiBNeHbl HegocTatku COVB. cBA3aHHble C HECOOTBETCTBUAMY peanmnsaunm npebasieHHbIX
k COUB TpeboBaHuii, owmbkamm npn akcnayataumun COUB. oTCyTCTBMEM HEOOXOANMBIX PECYPCOB U T. 4.

CBefleHnsa O BbISIB/IEHHbIX HefocTaTkax [AOJ/DKHbl YUYUTbIBATLCA B MpOLECcCe «yrnpasfieHUs U3MeHe-
HNAMW».

6.2.3 YnpaBneHue nHumgeHtamu

«YnpaBfieHne nHuMgeHTamMmu» npefHasHa4yeHo A1 CBOEBPEMEHHOIO U BCECTOPOHHETO pearnpoBaHus
Ha nHuMaeHTbl Nb. Peanusaumna npouecca «ynpasfieHne MHUMAEeHTaMu» A0/KHA rapaHTupoBaTh, YTO UHLMU-
AeHTbl VB 6yayT KoppekTHO ob6pabatbiBaTbCs, a MHpopMauns o cobbITuax b 1 ya3BUMOCTSX, CBA3AHHBIX C
pecypcamu ceTu 3/1eKTPOCBA3N. — [A0BOAMUTLCA A0 CBEAEHUS YNOSHOMOYEHHbIX /UL, B NOPsAAKe, NMO3BOAI0-
LeM BOBpEMSA NpeAnprHUMaTh KOppeKTupyloLwme AelicTBUS.

CBefleHns 0 BbISIBIEHHbIX HeA0CTaTKax, Cnoco6CTBYOLMX NOSBAEHUIO MHUMAEHTOB B. AOMKHbI yunTbl-
BaTbCA B NpoLecce «ynpaseHns USMEeHEHUAMN>.

6.2.4 YnpaBneHUsa U3MeHeEHNAMN

«YnpaBfieHNa N3MEHeHNAMW» NpegHasHauYeHo AN BbIpabOTKN KOPPEKTUPYIOLWNX AeicTBUiA, Hanpas-
NIEHHbIX Ha YCTPaHEeHWe NPUYNH BbISIB/IEHHbIX HECOOTBETCTBUI ANA NPefoTBPaLLEHUS UX MOBTOPHOMO BO3HUK-
HOBEHUS UM KOPPEKTUPYIOLWUX AENCTBUI, CBA3AHHbLIX C NPEAOXEHUsIMY N0 CoBepLlleHcTBOBaHMiO COWIB.
MonyyeHHble cBefeHNA O BbIIB/IEHHbIX HEJOCTaTKax B Npouecce «ynpaBfeHns MHUUAEHTaMU» U «BHYTPEH-
HeM ayauTe» 1 MHopMalmsa, NonyyeHHas B pesysibTare peanusaluun npouecca «yrnpassieHUs puUckamm»,
ABNAIOTCA UCXOHBIMU AA@HHBIMM A5 BbIPA60TKM 0606LLEHHbIX NPeAN0XeHN N0 COBEPLUEHCTBOBAHNIO IYHK-
uuoHunposaHua CONB.

7 XWU3HeHHbI UUKA cucTeMbl o6ecneyeHnss UHPOPMALMOHHON 6e30nacHOCTH
M ero B3aMMOCBSI3b C XW3HEHHbIM LUK/IOM CETW CBS3MU

7.1 >KW3HEHHbI LUK CeTH CBA3W ABNSETCA MOJSHBIM NPOLECCOM pa3BUTUS, peann3aunm n BbiBoda 13
aKcnayaTaumm ceTeli CBA3M Yepes NpoLecchl UX NPOEKTUPOBaHUSA, NOCTPOEHNS, PEKOHCTPYKLMU 1 aKcnya-
Tauum.

OnepaTopom CBA3WN MOTYT 6bITb NPUMEHEHBI pa3NNyHblie METOAVKN AN ONpefeneHns MeponpuaTuii n
AelicTBuiA no o6ecneyveHnto VB B NpoLecce XM3HEHHOTO LKA CeTU CBA3M, HO KaxAas COCTOMT U3 psaa onpe-
AeNeHHbIX LMKI0B UK has. BbINMO/IHEHNE KOTOPbIX peKOMeHAyeTCs.

7.2 [lna ocyuiecTBneHns MOCTOAHHOIO U KOPPEKTHOro yrnpas/ieHus npoueccamn meHegxmeHTa Wb,
COWB gonxHa B3aMmMoelicTBOBaTb C CUCTEMOW yNpaB/ieHNA CeTbio CBA3N NXXU3HEHHbIV Lkn COUB fonmkeH
6bITb KOPPENNPOBAH C XXU3HEHHbLIM LIMK/TOM CETU CBA3M 1 3TanaMm npoueccHoin mogenu CMUB. onpefeneHHbl-
mu B FOCT P NICO/M3IK 27001.

7.3 HacToAwwuii ctaHaapT ycTaHaBMBaeT 415 XU3HeHHoro uukna COWB cnegytowme cragum:

- co3gaHue COVB:

- peanusauuna COUB;

- pbyHKumoHnpoBaHne COUB;

- MOHUTOpUHT cooTBeTCcTBUA COUB;

- coBepuweHcTBoBaHne COVB.

B3anMoCBA3b CTafuii XN3HEHHOTo uukna cetn cesasm n COUMB ¢ atanamu npoueccHoin mogenn CMUB
npvBefieHa Ha pucyHke 3.

7.3.1 Crtagus «co3faHne cUCTeMbl 06ecneyeHns UHPOPMaLMOHHOW 6e30NacHOCTU»

Mpu npoekTMpoBaHNK ceTn cBA3M B pa3pabaTbiBaeMOM CUCTEMHOM NpoekTe [2] B oTAeNbHOM pasfene
JO/MKHbI 6bITb ONUcaHbl NoTpebHocTn Vb, B YacTHOCTU:

- ocyluecTB/fieHa npefBapuTenbHas knaccudmkauus npegnonaraemMbiX K MCNONb30BaHMIO CETEBbIX 3/1e-
MEHTOB U X KATEropMpoBaHmne C TOUKM 3PEHUS UX 3HAYMMOCTU B Bonpocax obecneyeHuns Ub;
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* onpegjesneH npeaBapuTeNbHbI NepeyeHbyrpos nya3BruMocTell CTPYKTYPHbIX 3/1IEMEHTOB CeTy CBA3Y;

- MpoBejeHa npeaBapuTenibHas OLEeHKa PUCKOB 1 Ha ee OCHOBE onpefesieHbl TpeboBaHus k Vb v paspa-
60TaH nepeyeHb Mep obecneveHuns Nb. peanusaumsa KOTOPbIX 4O/KHA ONpeaensTb NCNO/Ib30BaHNe KOHKpeT-
HbIX MEXaH13MOB 06ecneyeHuns 6e3onacHoCTU (CPeaAcTB 3aluTbl);

- onpepgeneHa npeasapuTensHas cTpyktypa COVB. cocTaB NogcuUCTEM 1 OCYLLECTBSIEMbIE NPOLECCHI
ee PYHKUMOHMPOBAHNS, NX B3aMMOCBA3b C MpoLeccamn ynpasfieHns CeTbio U APYTMMU peluaemMbiMy CeTbio
3ajayamMu.

7.3.2 Ctagusa «peanusaumns cucteMbl obecneyeHs nHPoOpMaLMoOHHOM 6e30macHOCTM»

Mpu NOCTPOEHUN CeTn CBA3N AO/KHbI ObIThb:

- peann3oBaHbl pe3ynbTaTbl NpeABapuUTENbHON OLEHKN PUCKOB, BbIPAXEHHbIE B KOHCTPYMPOBaHNM, pas-
paboTke. 3aKyrnke 1 BHeApPeHUN HEOBX0AMMbIX CpeacTB obecneyueHns Vb v cpeacTs 3awwmThl;

- chopmumpoBaHa hyHKUMOHaNbHasa cTpykTypa nogcmuctem COUB;

- MoAroToBneHbl HeobxoAumble Ans akcnnyatauum CONB foKyMeHThI;

- MpU BO3MOXHOCTW [0/MKHA ObiTb MpeaBapuTenibHO onpefeneHa 3EKTUBHOCTb BblGpaHHbIX Mep
obecneuyeHuss 6e3onacHoCcTU.

7.3.3 Ctagus «(QyHKLNOHUPOBaHME CUCTEMbI 06ecneyeHmns UHPOpMaLMOHHOW 6e30MacHOCTU»

B npouecce akcnnyaTtauuy cetu cBsA3u obecneveHne VB AOMKHO GbITb MHTETPUPOBAHO B MPOLLECCHI
ynpas/ieHNA CeTbI0 CBA3N. [1py aKCnyaTaLmm CeTu CBA3N 4,0/KHbI BbINO/HATLCA NPOLECChl YpaB/eHUA NHLUK-
OeHTaMWu. BHYTPEHHEero ayauTa, ynpaBieHus U3MeHeHusIMu 1 apyrue npoieccsl, onpegeneHHosie 8 CMUB.
Peanusauus pgaHHbIX MNpOLECCOB MO3BOUT CBOEBPEMEHHO MPOBECTM HeobxoAnMoe U 060CHOBaHHOE
cosepuleHcTeoBaHune COWB.
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7.3.4 Ctagns «MOHUTOPUHI COOTBETCTBUSA cucTeMbl obecnevyeHus nHpopmaLnoHHon 6e3onac-
HOCTU»

Mpu akcnnyataunm ceTu CBA3N U ee PEKOHCTPYKL MU (MOA4epHU3aLumnmn) 40/HKHbI NPOBOANTLCA cnegytoLine
npoveccel:

- TecTupoBaHMEe KOMMNOHEHTOB, CBOWCTB U hyHKLMM VB ceTun cBA3w;

- BHYTPEHHWIi ayaunT;

- ynpasfieHvne puckamu (B NosIHOM ob6beme);

- 06paboTka UHUNAEHTOB U yrpaBfieHne U3MeHeHUsAMU.

HoBble 1M n3mMeHeHHble KOMNOHEeHTbI V1B f0/KHbI TECTMPOBATLCSA OTAE/IbHOE TEM. YTOObI NOATBEPANUTD,
4YTO OHY (PYHKLMOHMPYIOT AO/KHBIM 06pa3oM, a fasee B onepauoHHOM OKpYXeHUM ANA NOATBEPXKAEHUS, YTO
UX UHTErpauusi B ceTb CBA3M HE HAPYLLUT Ka4eCTBO YC/yr CBA3M M/unn oyHKLmMii 6e3onacHocTu. Mo pesynbTa-
Tam npouecca MOHUTOPUHIa AO/KHbI OblTb BHECEHbLI 060CHOBaHHbIE U3MeHeHus B COVB.

7.3.5 CTragus «coBeplleHCTBOBaHNE CUCTEMbI 06ecneyeHns nHhopmaLMoHHOK 6e3onacHOCTM»

Craans «coBeplieHcTBoBaHne CONB» (npouecc ynpasieHne usMeHeHNnAMK) npegycMmartpmBaeT npoBe-
[eHVe KOppekTUpyLWwmx 1 npegynpexaanLwmx AeicTBUi, HanpaBneHHbIX Ha yCTpaHeHe NPUYnH BbiSIB/IEH-
HbIX HECOOTBETCTBUIA NPW OCYLLECTBMIEHUM NPOLLECCOB YNpaB/ieHUs pUCKamMu, UHLUAEHTAMMN 1 BHYTPEHHErO
ayaura.

MprMeHeHVe KOPPEKTUPYIOLLMX U NPeaynpeXAatoLLnX LeACTBUIA, Ha OCHOBE OLLEeHKM PUCKOB, 06ycnaBnn-
BaeTCs BO3MOXHOCTbI0O BHECEHUSI B annapaTHble U NporpaMMHble CPefcTBa HOBbIX YSA3BMMOCTEN Mpu ux
mMogepHu3auum (Mogudmkaumm).

MpumeuaHune — Mpu npekpaweHnn PYHKLNOHNPOBAHNS ceTu cBA3MN (pas3a CHATUSA C IKcnayaTauun), nepes
yTunusauuei, nepegadyeil annapaTtHbiX CPeCTB UAN CAAYN B PEMOHT BCe MH(POPMALMOHHbIE U BEIYNCUTENbHbIE pECYP-
Cbl. 0cO6eHHO 6a3sbl AaHHbIX, TaﬁJ'IMLI,bI MapuwpyTtmsauun (VI T. ,q), AO0JDKHBbI 6bITb npoBepeHbl HAa OTCYTCTBME B HUX OCTATOY-
HOW MHhopmMaymu.

8 HanpaBneHus o6ecnevyeHust NHOPMaLUOHHOK 6e30nacHoCTH

8.1 MpaBoBoe Hanpas/ieHne obecnevyeHnss NHPOPMaLMOHHOW 6e30NacHOCTMN

8.1.1 lpaBoBoe HanpaBneHve obecneveHns Vb npegycmaTpmsaeT co3faHne v nogaepxaHve QyHKU-
oHuposaHua COWB B opraHusaLMm CBS3n Ha OCHOBE peanu3auuy o6uieobs3aTesibHbIX NPaBoBbIX HOPM Mo UB,
OCYLLEeCTB/IIEMbIX B COOTBETCTBUM C MOJSIOXKEHNAMU:

- hefiepasibHbIX 3aKOHOB P®;

- yKa3oB 1 pacnopsixeHuin MpesngeHTa Po;

- NMOCTaHOBMEHWUI 1 pacnopshxeHuiit MpasutenscTea Po.

- HOpMaTMBHbIX NPaBOBbIX aKTOB (MPUKa3oB, pacnopsxeHuii) POVB. ynonHOMOYEHHbIX BO61ACTAX CBSA-
31. obecneyeHns 6€30NacHOCTM U TEXHUYECKOW 3aLnTbl MHDOpMaLK.

8.1.2 TlpaBoBoe HanpasfeHne obecneyveHns VIb 0OCHOBbIBAETCA Ha KOHLLENTYaslbHbIX NPaBOBbIX OCHO-
Bax Vb. onpeaensemsbix:

- OCHOBHbIMV HanpaBfeHNAMU roCy[apCTBEHHON NOAUTMKM B o6nacTtu UB;

- OCHOBHbIMMW MpaBamMu U 06s3aHHOCTAMK rocygapctea. POVIB. cy6bekToB Poccuiickoit depepaumu,
opraHv3aLmii cBs3un 1 rpaxaaH B o6nactu Vb;

- OCHOBHbIMMW Mpaswunamun n npouegypamun o6a3aTenbHON cepTudUKaLm CpeacTs 3alnTbl MHGOpPMa-
Lun 1 npaBunamu attrectaunm o6bekToB nHhopmaTmsauny no TpeboBaHNAaM TEXHUYECKON 3auUTbl KOHUAEH-
LuanbHoli nHdopmauum;

- OCHOBHbIMW MpasBuaamu 1 npoueaypaMn AMLeH3MpoBaHnsa AeATeNbHOCTU B 06/1aCTAX COXpaHeHus
rocyiapCcTBEHHOW TaliHbl N TEXHUYECKO 3aluUThbl KOHMAEHLMaNbHON MHopMaLun:

- BMAamu n hoopMamu 0TBETCTBEHHOCTM OpraHn3aL il CBA3W U rpaxaH 3a HapyLueHve NpaBoBbIX Y HOp-
MaTVBHbIX TpeboBaHwuii no UB6.

8.1.3 lpaBoBoe Hanpas/feHne obecnevyeHns Vb B opraHusauum CBsA3N peannsyeTcs yepes cuctemy
BHYTPEHHUX JOKYMEHTOB OpraHusauny cBasu, knaccudukauma KoTopbix npusejeHa B pasgene 12.

8.2 OpraHu3auMOHHOe HanpaB/eHe obecneyeHns nHPopMaLMoOHHOM 6e3onacHOCTN

OpraHu3aunoHHoe HanpasneHne obecneyveHus Vb BkntovaeT B cebs:

- pernameHTaLmio B3aMMOOTHOLLEHNSA Cy6bekToB VIB Ha HOpMaTVBHO-NPaBOBOI OCHOBE;

- pa3paboTKy v BbINOSHEHNE NPOrpaMM 06yUYeHUS U NOBbILLEHNS KOMNETEHTHOCTN COTPYAHUKOB OpraHu-
3auumn ceasun B sonpocax Mb;

- peanusauuio meponpuaTuii no obecneveruio Vb,

- BbIMO/IHEHNE OpraHM3aLMOHHbIX Tpeb6oBaHMi 6e30nacHoOCTU.
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8.2.1 PernameHTauus B3anMOOTHOLLEHNIA cybbekToB VB npegnonaraet:

a) onpegfeneHne B LOMKHOCTHLIX MHCTPYKLUMAX 06513aHHOCTEN 1 ponieit CoTpyAHNKOB opraHn3alum cBs-
31 o BOMpOCaM BbINOMHEHNA TpeboBaHuii VIB. Ponb B opraHn3auuy cBA3u nNpeAcTaBfseT 3apaHee onpege-
NIEHHYI0 COBOKYMHOCTb MpaBw/, ycTaHaB/MBaKLWMX AONYCTUMOE B3auUMOAEWCTBME MeXay Cy6bekTamu un
o6beKkTamu B opraHmMsaLmmn cBasu.

MpunmevaHune — K CyﬁbeKTaM OTHOCATCA Nuua n3 4Yncna pykosoacTtea opraHusaunv cBa3n, ee COTpyaHUKKU, NO-
Nb3oBaTenn ycnyramm CBA3n AW UHULUUPYEMbIe OT UX MMEHUN NPOoLEecChl NO BbINOMIHEHWUIO fAeicTBUI Haj 06bekTamu:

6) ycTaHoB/EHMEe Mep OTBETCTBEHHOCTW COTPYAHUKOB opraHunsaLlmmn ceasu 3a Hapylexve Vb;

B) onpejesieHne orpaHnyeHnin B 4eSTeNbHOCTN COTPYAHNKOB OpraHn3aLmmn CBA3N 1 KOHEYHbIX N0/b30-
Barteneii. onpegensemMbix haktopammu obecneveHus b n gpyrumm ycnosmsmu.

8.2.2 lMporpamma 06yyeHUs COTPYAHUKOB OpraHusauum cBasu Bonpocam VB npegHasHavyaeTca Ans
nepcoHana, MMetLLLero B CBONX hyHKLMOHAIbHbBIX 06A3aHHOCTAX MOIOXEHUS, KacaloLmecs BbINO/IHEHUS Tpe-
6oBaHuii B. 1 npegnonaraeT HEO6X0ANMOCTb CneLManbHOro 0byyeHust AN 3Tol KaTeropum COTPYAHUKOB.
FnybvHa aToro oby4yeHuss 3aBUCUT OT CTeneHun BaxHocTu Wb ansa opraHusauuy v fo/XHa BapbupoBaTbCs
cornacHo TpeboBaHnAM 6e30NacHOCTY K BbiNoHAEMOl paboTe. MNporpamma obyyeHus cotpygHukos UNb fgon-
XHa 6bITb paspaboTaHa Tak. YTo6bl 0XBATUTL BCe NOTPEOHOCTU B Mepax 6€30MnacHOCTU, OTHOCALLMXCSA K CETAM
3/71eKTpocBA3nN. B cnyyae Heo6xogMmMoCTN MOXeT OblTb MCMO/b30BAHO O0OyYeHWe Ha YpOBHE cheunasibHbIX
KYpCOB.

B opraHu3aumm cBsi3n AO/KEH ObiTb COCTaB/IEH CMUCOK COTPYAHUKOB, A18 KOTOPbIX HEO6XOANMO cneLm-
anbHoe o6yyeHue Vb 1 cnucok omKHOCTEN, Ha KOTOPbIX A0/KHbI UCMNOb30BaTbCA COTPYAHUKN, NOMyYnBLINE
crneymann3nposaHHoe obyyeHne Ha Kypcax uan nMmetowme Bbicliee o6pasosanue B obnactu Mb.

HeobxoaumocTb crieymanbHoroobyyeHnalb gomxkHa 6biTh onpegenerHa 419 TEKYLUXK 3aniaHnpoBaH-
HbIX 3a4a4, NPOeKTOB 1 T. . Kaxiblii HOBbI MPOEKT CO cneunasnbHbiMy TpeboBaHuamMmu k B gomkeH conpoBoX-
[aTbCA COOTBETCTBYIOLLEV NPOrpaMMoi 06yueHus, pa3paboTaHHOl [0 HaYana NpoekTa.

8.2.3 Tporpamma nosbILLIEHUA KOMNETEHTHOCTN COTPYAHUKOB OpraHunsauum cesasun B sonpocax b oTHo-
CUTCS K KaXXA0MY COTPYZHUKY OpraHm3aLmmn U 0/xXHa rapaHTpoBaTh, YTO NepcoHas UMeeT [,0CTaTouHbI ypo-
BeHb 3HaHWii 06 ocHoBax obecneyexnuns UBb.

8.2.4 Peanusauua meponpusatuii no obecneyenuto b fomkHa npegycmarpmsaTth.

a) perynupoBaHune hyHKLMoHMpoBaHua cnyx6bl B (cm. pasgen 13);

6) m3gaHne NpMKasoB ¥ pacnopshkeHuii no obecneveHnto b, OCHOBHbLIMY U3 KOTOPbIX ABAITCS:

1) ocosganuu NAKno UE;

2) 0 HasHa4yeHVM KOMUCCUU NO KATEropupoBaHUo, knaccudmkaLmn 1 aTTectauny o6beKToB CBA3N U
MHpOopMaLMOHHBIX cMCTeM Mo TpeboBaHusAM K V6.

3) oponycke COTPYyAHWKOB K paboTe Co cpeAcTBamu CBA3W;

4) o HasHauyeHUn agMmuHuctpatopa Vb nnuu. oTBeTCTBEHHBIX 32 06ecnedeHne Vb B nogpasgeneHu-
X OpraHusauumn cBasu;

B) OrpaHuyeHne Aoctyna K TeXHUYeckomy, NporpaMMHOMY M annapaTtHo-nporpaMMHoOMy o6opyfoBa-
HUI0. KpoccaM, pacnpefenimTenibHbIM WuTam, He3alMLeHHbIM IMHUAM U KaHanam CBA3W ANS npegynpexge-
HVA HeCaHKLUVMOHUPOBAHHOTIO AOCTYNa K HUM;

r) ocylwecTBneHne PU3nyeckoi N NHXEHePHO-TEXHNYECKO 3aLMTbl 06BEKTOB OpraHu3aLmn ceasu;

) nnaHMpoBaHue feiicTBuiA Mo ynpaBneHnto nHumaeHtamm Ub:

€) nnaHupoBaHue geicTtseuii B UC;

X) BK/IIOYEHWE B [JO/HKHOCTHbIE MHCTPYKLUM COTPYAHNKOB OpraHm3aLmmn cBA3n ob6s3atenbCcTea 0 Hepas-
rnaleHnmn N cCoOXpaHHOCTU CBEAEHMNIA OrpaHNYeHHOro 4ocTyna:

n) 060pyaoBaHne CryxebHbIX NoMeLLeHni ceiipamu, LwKadamm ans XpaHeHUss 6YyMaxHbIX, MarHUTHbIX
HocuTenen nidopmauuy n ap.

8.2.5 BbINOSIHEHUE OpraHM3aLOHHbIX Tpe6oBaHuii 6e3onacHocTH, Nnpeanonaraet:

- onpefeneHve N BHepeHne opraHn3aLnoHHbIX mep obecneyeHns 6e30nacHoOCTH:

- BbIMOJIHEHVE OpraHn3aLMoHHbIX Mep, OCYLLLEeCTB/IAEMOE Yepes npoLeaypbl, onpeaenstole Meponpu-
ATUSA Y NOPSL0K AECTBUIA MO NX OCYLLECTBIEHNIO, ONUCaHNE KOTOPbIX He IBNSAETCA OAHO3HAYHbLIM U B HACTOSA-
LieM cTaHfapTe He paccMmaTpuBaeTcs;

- KOHTPO/Ib BbINOIHEHWNS OpraHn3aLoHHbIX Mep 6€30NacHoCTK.

8.3 TexHMYeckoe Hanpas/ieHHO o6ecrneyeHns NHPOPMaLOHHOK 6e30nacHoOCTH

TexHuyeckoe HanpasfeHne obecneyenuns Vb BknoyaeT B ce651 MeponpuaTUS U 4eincTBus no:

a) BbIMO/IHEHNIO PYHKLUMOHANbHBIX TpeboBaHuii 6e30nacHoCTH, NyTeM:

1) onpegeneHns MYyHKUMOHANbHbIX Mep 6€30NacHOCTHU.
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2) BHeApeHuWs, OCYLLeCTB/IEHNA IKCMyaTalunmn 1 KOHTPO/IA 3a TEXHUYECKNM 06CTyXMBaHNEM Mexa-
HM3MOB obecneyeHunss 6e30NacHOCTN U CPeACTB 3aLUTbI, PeanunsytoLnx Mepbl obecneyeHuns 6e3o0nacHoCTy;

6) peanmsauun paspelunTesnibHON CUCTeMbl Aonycka 06CnyXuBatoLlero nepcoHana k paéoram, AoOKy-
MeHTaMm 1 nHdopMaL M ynpasieHns cpeacTsamMm CBA3su;

B) pasrpaHuuyeHuto gocTyna ob6cnyxuBatoLLero nepcoHana k MHMoOpMaLuoHHbLIM pecypcam, nporpam-
MHbIM cpeficTBaM 06paboTkv (nepegaun) v 3awuTbl MHOPMaLUM B NOACUCTEMAX Pa3/IMYHOTO YPOBHSA ©
HasHayeHus;

r) y4eTy akTMBOB, pernctpauuv AelicTBMil Nnonb3oBaTesneil n 06CnyxXnBatoLLero nepcoHana, KOHTPOoo
3a HecaHKLVMOHMPOBaHHbLIM JOCTYNOM 1 AelCTBUAMM Nosib30BaTe e, 06CnyXnBaloLero nepcoHana n nocTo-
POHHWX NN,

) npefoTBpalleHVo aTak ¥ BHeApPeHUs B CPeAcTBa CBA3W W aBTOMAaTU3MPOBaHHbIE CUCTEMbI NPO-
rpamm-BUpPYCcOB 1 NPOrpaMMHbIX 3aK1a0kK;

e) npumeHeHunto CK3W (npu Heob6xoanMocTH) AN5 3auTbl 06padaTsiBaeMoli MHopMauun.

MpumeyaHune — BHacTosiwem cTaHAapTe He paccMaTpuBaeTcsa NOpsAoK ncnonb3oBaHna CK3W. koTopslii per-
nameHTupyetca ®OVB, yNno/THOMOYEHHbIM ao06a1acT o6ecneyeHns 6e30NacHOCTH;

X) HaZleXXHOMY XpaHeHWe HocuTeneli MHhopMaLuu, Kntodeii (knoyeBoii 4OKyMeHTauum) n ux oépalye-
HUIO. NCK/IOYAIOLLEMY XULLEHWE, MOAMEHY N YHUUTOXEHME;

1) pe3epBUMPOBAHMIO TEXHUUYECKUX CPEACTB, 6a3 faHHbIX U HocuTeneli MHhopMauum;

K) 060pyf0BaHWi0 MHPOPMALIMOHHBIX CUCTEM, CPEACTB CBsian 1 CBT ycTpoiicTBamu 3aluTbl OT c60eB
3/1EKTPONUTAHNS 1 NOMEX B IMHUAX CBA3Y;

/1) NOCTOSIHHOMY O6HOB/IEHUIO TEXHUYECKMX Y MTPOTPAMMHbIX CPELCTB 3aLLMThI OT HECAHKLMOHUPOBaHHO-
ro JOCTYyNa K CpeCTBaM CBS3M M aHTUBMPYCHbIX CPeACTB B COOTBETCTBUM C MEHSIOLLENCS OKpYXatoLLeii o6cTa-
HOBKOIA.

9 MopTBepXeHne COOTBETCTBUSA CeTell 3N1eKTPOCBA3N TpeboBaHUAM
MHOpMaLMOHHON 6e30MacHOCTH

9.1 lMoAaTBepXAeHNe COOTBETCTBUA CeTeil aNekTpocBa3n (aTTectauus) TpeboBaHmsm VB HOCKUT o6po-
BOJIbHBIN Xapakrep.

9.1.1 [lo6poBonbHOE NOATBEPXKAEHNE COOTBETCTBUS OCYLLECTBAETCS N0 MHMLMATMBE onepaTopa CBsi-
31 B hopme A,06POBO/IbHON cepTudmkalmm.

9.1.2 [o6poBoNbLHOE NOATBEPXKAEHVE COOTBETCTBUA MOXET OCYLLECTBNSATLCA A1 YCTAHOB/IEHUS COOT-
BETCTBUA CETW 3N1eKTPOCBA3N TpeboBaHuAM K B HaunoHanbHbIM CTaHAapTam, cTaHA4apTam opraHusaLuid,
cBojam npasui, cuctemam Ao06pOBObHON cepTudmKaumm.

9.2 TMoATBEpPXAEHWE COOTBETCTBUSI NpedycMaTpuBaeT KOMMJIEKCHY NPOBEpPKY (aTTecTauuMoHHble
UCNbITaHWA) CeTY 3/1EKTPOCBA3UN 1 06ecneunBatoLeli ee nHppacTpykTypbl — COWB NonoxeHusim HacTosLe-
ro ctaHgapTa, B peasibHblX YCNOBUSIX IKCnyaTauum.

Mpu atTecTayum ceT! 3NeKTPOCBA3M NOATBEPXKAAETCA ee COOTBETCTBME TpeboBaHMsAM 6e30nacHoCcTu, B
TOM 4ncne cnoco6GHOCTb CeTU NO;

- 3awwuTe oT HC/J K Heli n nepefasaemoli NocpeCcTBOM Hee MHGopMaLu;

- MPOTUBOAECTBUNIO BANAHUA BPEAOHOCHBLIX NPOrpaMM Ha cCpefcTBa CBSA3V U MHhopmaTusauuu;

- 06GHapYXeHWI0 1 NPOTUBOAEKCTBUIO aTakam Ha CpeAcTBa CBA3W U MHhopMaTusaumm;

- cofiepXaHuto OXpaHAEMbIX 1 KOHTPOIMPYEMbIX 30H.

MpumeyaHune — KoHKpeTHble TpeboBaHMA 6€30NaCHOCTU CeTeil 3N1eKTPOCBA3N MOTYT 6bITb U3N0XeEHb B HMA
®OVB. ynolHOMOYEHHOTO B 061aCTH CBA3MK.

9.3 TpoBepKa COOTBETCTBUS CETU 3/IEKTPOCBSA3N TPe6oBaHNSAM 6€30NacHOCTY A0/MKHA OCYLLECTBNATb-
Csl CNeuuann3npoBaHHbIMK CepTUdIMKALMOHHBIMI LeHTpaMu Uan naéopatopusiMu no MeToavkam, paspabo-
TaHHbIM B cMcTEME 106POBOLHON cepTudukaLum Vb ceTeil anekTpocBsasu.

10 ApxutekTypa cucteMbl obecneyeHnss MHPOPMALNOHHOK 6e30NacHOCTH

10.1 OCHOBHble NONOXeHUA

COWB siBnsieTca HEOTbEMIEMOI YacTbH 060N CeTU CBA3M, N ee apXMTeKTypa He 3aBUCUT OT TEXHO/10-
rMiA, NCNOMb3yeMbIX MPU NOCTPOeHUN ceTu cBs3n. COUB siBnseTcs npeaynpeamTenbHON CUCTEMOI B OTnYMe
OT OTBETHOW MOAenu, ocyLecTBAsloLWeli 06paboTKy cobbITUSA nocne ero npoucxoxaeHus. Mpoueccsl CONB
[OJ/DKHBI paboTaTth 4,0 TOT0 Kak C/ly4uTCs HENPeABUAEHHbIA MHUMAEHT 6€30MacHOCTU.

0
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Apxutektypa COVB CCOI gomkHa 6biTb MHOTOYPOBHEBOW 1 BKOYaTh B cebs cnegyomne hyHKLNO-
HasibHble CTPYKTYPHbIE 3f1eMeHTbl: ypoBHU VB. nogcuctemsl Vb. cnyx6bl o6ecneveHns NB pa3nnuHbix opra-
HU3auuii (onepaTopoB) CBS3N, KOOPAMHUPYEMbIE LIeHTpaslbHbIM opraHoMm COWB CCOT. koTopbllii MOXET 6bITb
o6pasoBaH ®OVB. yno/THOMOYEHHbIM B 061aCTW CBA3W.

10.2 YpoBHU cucTeMbl o6ecneyeHns nHpopMaLMoHHOW 6e3onacHOCTN

Apxutektypa COVB MOXeT cogepxaTb crieaytolune yposHu VIb. onvcaHne KOTOpbIX NpuBeLeHo B pasje-
ne 8 TOCT P 52448:

- ynpasneHue Vb;

- OpraHun3aunoHHO-aAMUHNCTPATUBHbIN;

- 6e30nacHOCTb MHAPOKOMMYHUKALMOHHON CTPYKTYpPbI;

- 6e30nacHOCTb YCAYT;

- ceTeBas 6e30NacHOCTb;

- msmyeckan 6e30MacHoOCTb.

OnepaTop CBsA3M B LeNsix obecneyeHns cBOei AeaTeNbHOCTU U AOCTUKEHNS AENOBbIX Lieneil MoxeT
YTOUYHATb laHHble apXUTEKTYPHbIE KOMMOHEHTbI, B YACTHOCTU, onucaHHble ypoBHn COUB MoryT 6bITb 06beu-
HEHbl B TPU YKPYMHEHHbIX YPOBHS;

- OpraHn3auMoHHbIN;

- OpraHv3aLMOHHO-TEXHUYECKWIA;

- TeXHWUYECKUA.

10.3 MopcucTeMbl cucTeMbl 06ecnevyeHns HPopMaLMOHHOK 6e30nacHoOCTU

PaspgeneHne COUB Ha nogcucTeMbl HOCUT YCNOBHBIA xapakTep u npegHasHayeHo 415 06beAnHeHus
XapaKTepHbIX MeponpuaTUii ngercTenii no obecnedeHnto Vb B e ANHYI0 apXUTEKTYPHYO KOMMOHEHTY. B obLuem
cnyydae BcoctaB COVB moryT BxoaunTb cnegytoLine yHKUNOHANbHbIE NOACUCTEMbI:

- ayTeHTudmkaLmm n asTopusanuu;

- KOHTpons gocTyna v 3awutbl oT HC/:

- perucTtpauum cobbiTuii b nayauta;

- ynpasfieHus;

- pesepBupoBaHus.

10.3.1 TMopgcucTtema «ayTeHTUMKaLum n aTopmsaymmn»

MoacncteMa «ayTeHTUdUKaLMM 1 aBTopusaunm» npegHasHavaeTcs AN LeHTpanu3oBaHHON ayTeHTu-
dvkaymmn n aBTopm3aLum 4ocTtyna cy6beKToB K MporpaMMHo-annapaTHbIM CpeAcTBam CBA3M U CMCTeEME ynpas-
NeHus.

OCHOBHbIMY OYHKLMAMM NOACUCTEMBI «ayTEHTUDUKALUN 1 aBTOpU3aLUN» ABAAIOTCS:

- npegocTaBfiieHne 06¢cnyxnBatoLLLeMy NePCOHaNy CUCTEM U CeTel CBA3M BO3MOXHOCTW UCNOMb30BaHUSA
O/IHOM (MM HECKONbKNX) YHETHONM 3anucu n naposns npu gocTyne K cpeAcTsamM CBA3W U cOpBepam CUCTEMbI
ynpaBneHuUsi C UICMOb30BaHMEM MEXAHU3MOB BHELLHEWR ayTEHTU(MUKALMN 1 aBTopU3aLmu;

- LeHTpann3oBaHHOE XpaHeHue 6a3bl faHHbIX NoNb3oBaTeneli n nx aBTopn3aLnoHHON nHdopmalmm ¢
MCMONb30BaHNEM MEXAHN3MOB BHELLHeR ayTeHTudrKaLum n aBTopmsaLun.

Mopcuctema «ayTeHTUMUKaALUM 1 aBTOPU3aLUN» MOXET ObITb peann3oBaHa BCTPOEHHbIMY MeXaHU3Ma-
MU ayTeHTUUKaLUM 1 aBTopm3aLumn cpeicTs CBA3N U MHhopmMaTnsaLummn n ABASeTCs OAHUM U3 3BEHbEB MOJY-
YyeHua JocTyna K cpeficTBam CBA3MW, peasm3ylolemMy creaytoLme nornyeckre npoLeceo:

- nAaeHTUdUKaLMIO Nob30BaTeNs, Korga onpegenseTcs Ms y4eTHOW 3annucu Uav 10TWH;

- ayTeHTUMUKaLMIO — NPOBEPKY NOAMHHOCTM TOrO, YTO NPeAbABUTE b UMEHW YYETHOI 3anncu SBns-
eTCs IMLOM, Ybl0 YYETHYI0 3anncb OH NpeAbABWU/ B NpoLlecce naeHTudunkaymu;

- aBTopu3auunio — npoLecc HageneHus npasamu octyna k 06opyAoBaHuIo.

B nogcucreme «ayTeHTUumKauum 1 asTopmusaLumn» gonyckaeTcsa npyuMeHeHe ayTeHTUUKaL MM pasHbiX
YPOBHEl CMOXHOCTW:

a) ogHOhaKTOpHOM ayTeHTUMKaLmm ¢ UCNoNb30BaHNEM:

1) napons,
2) napons oAHOKPaTHOro feicTeus;
6) [BYXChaKTOPHOW ayTEHTUMUKALMMN C NCNOIb30BaHNEM;
1) TOKeHOB,
2) cmapTKapT,
3) KpunTokapT,
4) cepTudurKaTos;
B) TpexdakTopHOl ayTeHTU(MKALMM C UCNOIb30BaHWEM GMOMETPUYECKUX METO0B.
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10.3.2 MNopcuncTeMa «KOHTPOSIA foCcTyna v 3awmuTtbl oT HCO»

Moacucrtema «KOHTPO/IA AocTyna v 3awmuTel oT HC» npegHasHaveHa ans:

- pasgeneHus nepefaBaemMoro Tpaduka nosnb3oBaTesneli uCMCTEMbI YNPaBIeHus;

- obecneyeHus LeN0CTHOCTU MapLIPYTHOW NHdOpMaL MM 1 MHhopMaLm O TEKYLLLEM BPEMEHM;

- 3aWuTbl ynpasasioLwero Tpaduka n komnoHeHToB COUB:

- pasrpaHuyeHus foCTyna K cMcTeme yrnpaB/ieHUs CeTblo (CETAMU) 3/1eKTPOCBA3N.

Moacuctema «KOHTPOAA AocTyna n3awmTel oT HC» peanusyeTtcs nocpefCcTBOM CPeCTB CETMEHTUPO-
BaHUSA CETU, MEXCeTeBOro 3KpaHMpOBaHWs, opraHusalmm Kpuntorpatnyecknx TyYHHeNen n aHTUBUPYCHOro
KOHTpONSA.

10.3.3 MNoacucrtema «perncrpauunm cobbitnii b n aygurta»

Mopcuctema «perncrpauun cobuiTnin b nayauTta» npegHasHavyeHa ans:

- MOHWTOpPMHra ceTeBol aKTUBHOCTM 1 OMOBELLEHUSI O COOLITUAX, CBA3aHHbIX C /b Ha ceTeBOM ypoBHe;

- MOHUTOpPUHra aKTMBHOCTM CUCTEMHOIO0 YpPoBHS (YpoBeHb OC) 1 onoBeLLeHNst 0 COObITUSIX, CBA3AHHBIX C
VB Ha cMcTeMHOM YpPOBHE;

- KoHconmpauun nHdopmaumum 06 akTMBHOCTU CETEBOTO Y CUCTEMHOIO YPOBHS Ha LEeHTpann3oBaHHyo
KOHCO/b yNpaBfieHus;

- BEJEHUS XypHasioB ayamuTa cobbiTuii Ub;

- perucTpauuu geicTBuii nepcoHana, ynpassitoLLero cpecTsamm cBsisan U komrnoHeHTamu COUIB;

- aBTOMAaTM3MPOBAHHOIO KOHTPOJIA 3alUuLLEHHOCTN 06bEKTOB VB ceTu (ceTeil) 3n1eKTPOCBA3M 1 KOMMO-
HeHTOB COWIB € uenbio BbISIBNEHWSA YA3BUMOCTEN;

- hopmupoBaHns 0TYETOB MO pe3y/ibTaTam aHanusa 3alyLeHHOCTM U peKoMeHAaumMi No yCTpaHeHno
BbISIBIEHHbIX YA3BUMOCTENA;

- aBTOMaTU3NMPOBAHHOIrO aHanM3a XypHasioB ayguTa.

Mopcuctema «perncrTpauum cobuituin b nayguta» peannsyeTcs ¢ UICNO/Ib30BaHMEM MeXaHU3MOB aHa-
n3a XypHasoB cOObITUI, aHann3a 3aluLeHHOCTM N 06HAPYXOHUS/NPeAoTBPaLLEHNS BTOPXKEHWIA.

10.3.4 NMopcuctema «ynpasneHus CONB»

Moacuctema «ynpaeneHna COVBb» npegHasHavyeHa ans:

- opraHusauum 6e30nacHoro yganeHHoro Aoctyna K CucTeMe yrnpas/ieHNs CeTblo (CeTAMMU) 3N1eKTPOCBS-
3u;

- OCYLLEeCTBIEHNS LLeHTPa/IM30BaHHOro ynpasaeHnsa U MOHUTOPUHIa KoMNnoHeHTamu COUB;

- opraHusauum 6e3onacHoro yganeHHoro goctyna Kk cpefcrTBam CBA3W ANA ynpas/ieHns B criyyae oTka-
30B. C/IeiCTBMEM KOTOPbIX ABAETCA HEBO3MOXHOCTb YNpaB/feHns 060pyA0BaHMEM MO OCHOBHOM CXeMe yepes
TEXHO/I0TMYECKY0 CeTb;

- KOHTPO/S BbINOSIHEHMA TpeboBaHuid HA,.

Moacucrema «ynpasneHna COVB» fomkHa no BO3MOXHOCTU UCMONb30BaTh WTaTHbIE CPeAcTBa ynpas-
NeHns U MOHUTOPUHTa KomnoHeHToB COVB.

10.3.5 MNoacuctema «pe3epBUpPOBaHNA»

Mopcuctema «pesepsBnpoBaHuA» NpeaHasHavaeTca gns:

- Ay6/MpoBaHNsA OCHOBHbIX KOMNOHEeHTOB COUB:

- pe3epBHOro konvpoBaHus nHcopmanmm COUB ncrucTemMbl ynpas/ieHUs CeTbio 3/1EKTPOCBA3MN.

Mopcuctema «pesepsupoBaHma» COUB fgomkHa obecneynBats 6ecrnepeboliHyto paboTy MexaHn3MoB
obecneyeHns 6e30MNacHOCTU U HAAEXHOE CoXpaHeHue paitnos peructpanmm cobbiTunii VB.

Mopacuctema «pesepBnpoBaHna» peasmsyeTcs:

- 3aCyeT BCTPOEHHbIX MeXaHN3MOB 06ecneyeHns HaaeXxHoCTu cpeacTs obecneyeHns UB;

- Ha OCHOBaHWM pekoMeHAauuli NocTaBLMKOB MexaHW3MOB obecneyeHuss 6e3onacHocTu (cpeacTs
3aLuTol);

- CcpeAcTBamMu pe3epBHOro KONMPOBaHMA MHOPMaL UK.

104 MoxaHu3Mbl 06ecneyeHns 6e30NacHOCTN N CPOACTBA 3alUTbl

10.4.1 BbinoniHeHve yHKLUIA, onpefeneHHbix Ans kaxao nogcuctembl COUB. ocyuiecTBnsieTcs ¢
MCMNO/Ib30BaHNEM KOHKPETHbIX MeXaHN3MOB obecrneyeHns 6e30MacHOCT M CPeACTB 3alWTbl, peasnn3yLwmnx
dhyHKUMOHaNbHbIe Mepbl obecneyeHunss 6e3onacHoOCTH, onpeseneHHble TpeboBaHusAMy 6e3onacHocTy ceTeli
3NEeKTPOCBA3N.

10.4.2 To cBOEMY Ha3HAYEHMIO U XapakTepucTMkaM MexaHu3Mbl obecneyeHns 6e30nacHoOCTU 1 cpea-
CTBa 3alnTbl YC/IOBHO 06bEANHAIOTCS B K1acChl, OPUEHTUPOBOYHbIA NepeyeHb KOTOPbIX C 0603HaYEeHNEM UX
ucnosnb3oBaHua B nogcuctemax COMB npusegeH B Tabnuue 1.
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Ta6nuua 1— MNepeyeHb kNaccoB MexaHW3MOB o6ecneyeHns 6e30NacHOCTU, CPeACTB 3alWnTbl U UX NCNONb30BaHNE B
nogcuctemax COUB

Mopcuctemsl CONB

HanmeHoBaHve k1accoB MEXaHU3MOB

oGecneyeHms 6e30NacHOCT! U CPEACTB 3alNTLI  AyTeHTUdMKALN KonTpons Peructpauum Pesepsupo-
poctyna u cobbITMin B YnpasneHus
1 aBTopN3aLMN

3almTbl o1 HCA n ayauta Banms

1 MexceTeBOro aKpaHUpoOBaHUA N CETMEH-

TMpOBaHMUA ceTeil +
2 3awunTel oT HCJ A4
3 Kpuntorpaduueckoit 3awimtbl MHopma-

unn (CK3WU) . .
4 KoHTponsa goctyna .
5 AyTeHTudmkaymnm ¢

6 O6HapyxBHUAlNpeaoTBpal,eHNs BTOP-
XeHuni +

7 Pe3epBHOTO KOMMPOBAHUS U apXWBUPO-
BaHuUs *

8 LleHTpannsoBaHHOro ynpasneHus Vb .
9 AyanTta U MOHUTOPUHTa cobbiTnii B .

10 KoHTponA feAaTenbHOCTU COTPYAHUKOB
B NIHTepHeT

11 AHanusa cofepXMMoOro nOYTOBbLIX CO-
obweHnit

12 KoHTpoONsa 3alWunLLeHHOCTH .
13 3awuTbl OT cnama *

14 3awuTbl OT atak knacca «oTka3 B 06-

CNYXUBaHUN» 3
15 KOHTpONA LesnioCTHOCTH A4
16 AHTUBUPYCHOM 3alnThbl ¢

17 3awmnTbl OT YTEYKM NO TEXHUYECKUM Ka-
Hanam .

11 Cuctema ob6ecneyeHus MHPOPMaLUOHHOI 6e30MacHOCTU
Kak TeXHo/normyeckasi cuctemMa cetu cBs3u o6GLLEr0 NOb30BaAHUSA

11.1 COWB siBnsieTcsA TEXHO0rM4eckoi cuctemoin CCOIN Hapsisy ¢ 4pYyrMMuM TEXHOIOTMYECKMMM CUCTe-
mMamu (curHanusaummn, TaKkToBON CETEBON CUHXPOHM3AL MK, yNnpaBneHus U agMUHUCTPATUBHO-OUI/TMHIOBO).
B3aumogeiictBne COUB ¢ 3TumMmn cuctemamm NpmBegeHo Ha PUCYHKe 4.

11.2 OcHoBHbIMK thyHKUMAMU COWB kak TexHonormyeckoli cuctembl CCOIN siBnsATCS:

- BHeApeHue 1 KOHTPO/1b BbINO/IHEHUS TPe60BaHWII HOPMATUBHOV NPaBoBOl 6a3bl Bo61acTn obecneye-
Hua b CCOIM,

- co3jaHune ycnoswuii ANs peanvsaummn npas rpaxgaH 1 06WwecTBeHHbIX 06 beNHEeHN Ha AeATeNbHOCTb
B chepe nHdopmMmaLoHHOro obmeHa:

- onpegeneHve u noggepxarHve 6anaHca Mexgy noTpebHoOCTbIO rpaxiaH, obwecTsa v rocygapcrsa B
cB0604HOM 06MeHe nHopmauneii 1 He06X0AUMbIMI OTPaHNYEHNAMU HA pacnpocTpaHeHne nHhopmaumm;

- oueHka coctosiHua b CCOIll, BbisiBIEHNE NCTOUYHWUKOB BHYTPEHHMX M BHELLHUX YIp0o3 6e30nMacHoCTH,
onpejesieHne NPUoOpPUTETHbLIX HaNpaB/eHWin NpeAoTBPALLEHNS, OTPaKEHUS U HERTpanM3aLuy 3TUX yrpos.
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TexHonormnyeckme
cuctembl CCOIM

Mapgrvnr—
34704 «MrHOM*8/agn  counmms
Ne
CI/ICI'IMTLUUI'IOI/I MHN 1—
ceTeBou OBKMNHLW
OVKOCPOHHaLnn VB
Mapato T
Cuctema ynpouieHusa ttm a a
Ne
Cucrema Nagato T*
agMUHUCTPermaHo- annatTumm
6uwmnrosasn Ne

CucTtemaobecneyeHus
MHPOPMaLMOHHOM
6tocnerxe™

PucyHok 4 — B3aumocssA3b COWB c TexHonornyeckumn cuctemamu CCOM

11.3 OpHoli u3 3apgay COUB siBnsieTca o6ecneveHne 6e30NacHOCTY TEXHOIOTUYECKUX CUCTEM U, NPEX-
[le BCEro, CUCTEMbI yNpaB/iIeHNs CeTblo (CETAMM) 3NeKTPOCBA3N, Ana yero COUB fonxkHa:

- npegycmatpuBaTb HaeXHYH 3aluTy BCeX TUNOB MH(OKOMMYHUKALMOHHbLIX PecypcoB ceTn (ceTeit)
3/1EKTPOCBA3N;

- yunTbiBaTb cneunduky HoBbIX UT 1 nHTerpaumio TexHonoruii 6esonacHoctn mexay UT n ceTeBbiMun
3NleMeHTamu,

- MCNo/b30BaThb LieHTpasiM30BaHHOE ynpas/ieHVe BCeMU MeXxaHu3mamun obecnevyeHuss 6e3onacHocTn
(cpepcTBamu 3alUnTbI) U3 €4UHOIO0 LIeHTPa,;

- obecneunBatb VIb mepamu, COOTBETCTBYIOLLMMY CTEMEHN BO3MOXHOIO HaHECEHNA NOTeHLNasIbHOro
yuiepba B cnyyae BH;

- ucnonb3oBaTb B coctaBe COVB ToNbKO cepTudrLMpoBaHHblie MexaHn3Mbl o6ecneyeHmns 6esonacHoc-
Tv (CpeacTBa 3aLuThl).

11.4 Bsaumocssasn mexay COUB n gpyrummn texHonornyeckumu cuctemamm CCOIl. npuBefeHHble Ha
puCyHke 4, noApasymeBaloT Ha/mume B Kaxaol TexHonornveckon cucteme CCOIN afieMeHTOB noacucTemM
o6ecneyeHns Nb. OCHOBHbIMU (DYHKLMAMMN faHHbIX NOACUCTEM [O/IKHbI ObITh:

a) ucnosib3oBaHWe cMcTeM pacnpefesnieHHOro MOHUTOPMHIa 1 aHannsa oL ekaHasibHON CUrHamsanum
Ne 7 B «cuctemMe curHanmsanmm»:

6) HeponyLieHne HeCaHKLMOHMPOBAHHOrO BMeLlaTebcTBa B paboTy «CUCTEMbI TAKTOBOI CETEBOI CUH-
XpOHU3aLnmn»;

B) obecneyeHune M30IMPOBAHHOCTM U 3aLULLLEHHOCTN «CUCTEMbI YNPaB/IEHUSI» OT BHELLHUX CETEN CBA3N
1 OCYLLLEeCTB/IEHNE KOHTPONSA Hag AeACTBUSAMUN B CETU (CETAX).

OCHOBHOI Lenblo o6ecneyeHns VB B ycnosusax BH Ha ceTeBble pecypcbl «CUCTEMbI yNpaBAeHUs» ABA-
eTCsl COXpaHeHue cnefyoLmnx oCHoBHbIX Kputepues Ub:

- KOHbugeHunanbHOCTb MHOPMaL UK ynpasieHus.

- LeN1I0CTHOCTb MHhopMauuy ynpasneHus.

- [OCTYNHOCTb MHbOpMaLuy ynpaseHus,

- NOAOTYETHOCTb YYaCTHUKOB (Cy6bEKTOB) yNpaBneHus:

r) BCUCTEME «aAMUHUCTPATUBHO-OUNNIUHIOBOW»:

- obecneyeHne 6e30MacHOCTN NEPCOHabHbIX AaHHbIX, CBefeHn 06 aboHeHTax 1 npefocTaBAseMbIX
1M yCriyrax cBsisu.

- paspaboTka nonnTUKM 60pbObI C MOLLEHHNYECTBOM Kak CO CTOPOHbI BHELLHUX 3/10yMblLL/TEHHUKOB, Tak
1 CO CTOPOHbI COGCTBEHHOTO NepcoHana.

- pasBepTbiBaHNWe Ha CeTu CBA3M CUCTEMbl 0OHAPYXXEHWNA MOLIEHHWYeCTBa, HanpaB/IeHHON Ha 3awuTy
[0X0/10B oneparopa ¥ MOHUTOPWHT He3arn/1aHMPOBaHHbIX NOTEPb.

- MOHUTOPWHT f,eATEeNbHOCTH 1 COBbITUIA, CBA3aHHbIX CO cCHETaMU K/IMEHTOB ¥ C ONaTtamy CHETOB.
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12 [lokymMeHTbl, perynupyuine o6ecnevyeHne NHPOPMaLNOHHONM
6e30nacHOCT B OpraHu3ayumn cessu

12.1 [okymeHTbl, perynupytoume obecneyeHne Vb B opraHusaumm cBs3u, NpeacTaBnsoT co6oi o6be-
OVHEHHYI0 LeneBoil HanpaBNeHHOCTbIO YNOPAAOYEHHYIO COBOKYNHOCTb TpeboBaHwil, npaswn, npoueayp u
MHCTPYKLM HA BYMaXHbIX HOCUTENSAX W B 3/IEKTPOHHOM BUAe, onpeAensioLwmx n orpaHninBatoLLmx QyHKLmo-
Ha/IbHOCTb 06 BEKTOB U AeATENIbHOCTbL CYyOBEKTOB, NPUHUMAIOLLMX YYacTue B obecneyeHumn Ub.

12.2 HacToAwwmii cTaHAapT He onpeAenseT KOHKPeTHOro nepeyHs OKYMEHTOB, paspabaTbiBaeMbix B
opraHusauum ceasu. CocTas LOKYMEHTOB onpefensieTcs ICX0A4a U3 AeN0BbIX Liefieil opraHnsaymmn, ncnosbaye-
MbIX TEXHOIOTMI N 060pPYA0BaHNSA, CTPYKTYPbl 1 06beMa npefocTaBaseMbiX YCIyr cBa3n. HacTosawmii ctaH-
JapT npegnaraet TO/IbKO Lie/IeByto Hanpas/IeHHOCTb pa3pabaTtbiBaeMblX JOKYMEHTOB.

12.3 [okymeHTbl, perynupytowme NB B opraHusaumm cBasm, paspabaTbiBalOTCsa C y4eTOM MOOXKEHWIA
o6Leoba3aTesibHbIX MPaBoBbIX HOPM Mo Vb (cm. 8.1.1) nno ceBoeMy (PyHKLMOHA/IbHOMY Ha3Ha4YeHuWo noapas-
[enATCA Ha cneyoLme 0OCHOBHbIE K/1acehbl:

- opraHusaunoHHO-pacnopagnTenbHble;

- HOpPMaTUBHO-TEXHUYECKME;

- VMHopMaLWOHHbIe.

Kaxablil 13 npuBeAeHHbIX KN1acCoB JOKYMEHTOB, B 3aBUCMMOCTUN OT XapakTepa 1 HanpaB/ieHHOCTU U3/10-
XeHua Matepuasnos, nogpasgenserca Ha pasnyHble BUbl JOKYMEHTOB.

12.4 OP/J onpefenaT u pernaMeHTUpYoT AeATe/IbHOCTb MO M/IaHMPOBaHWIO 1 OCYLLLECTB/IEHUIO NPO-
ueccos obecneyveHus Vb B opraHmsayum cBasu.

Mo xapakTepy pernameHTMpyembix BOMpocoB (peliaembix 3agad) OP/[l nogpasfensoT Ha:

- opraHu3aunoHHbIE JOKYMEHTbI;

- pacnopsaguTenbHble JOKYMEHTHI,

- [OKYMEHTbI MOATBEPXAEHNSA COOTBETCTBUA.

12.4.1 OpraHu3aLnoHHble AOKYMEHTbI AB/IAIOTCA OCHOBOMNOAralLWmMMmn OKyMeHTamMmy B 061actu obec-
nevexunsa Nb, oHU NpeACTaBNAOT:

- AeTanusaumio NonoXeHuii M TpeboBaHnii NPaBoOBbIX AOKYMEHTOB;

- cucTemy B3r540B v eVHbIA nopafok o6ecneyveHns B B opraHnsauuy cessu;

- (byHKUMOHaNbHOCTLCAYXO6bIVB 1ee B3auMoCBA3bC APYTMMU CTPYKTYPHBIMW NOApasaeneHnsamu opra-
HU3auun cBA3N,

- [JONTOBpeMeHHble 3afauun, npasa, 0683aHHOCTM M Mepbl OTBETCTBEHHOCTM B ob6nacTu obecneve-
Hua Ub.

K OCHOBHbIM, peKOMEHAYEeMbIM, OpraHu3aLnoHHbIM oKyMeHTaM no Vb oTHocATeA:

- nonutuka Wb (koHuenuus UB).

- nacnopt opraHusaymm cesasu no Ub;

- nnaH obecneyexus Vb opraHusauumn cesasu.

- MONIOXEHUS;

- WHCTPYKLMU.

12.4.1.1 TMonutuka Nb ABNAETCA A,0/1TOBPEMEHHBLIM JOKYMEHTOM U NpeAcTaBsAeT LOKYMEHTUPOBAHHYO
cMCTeMy B3rN1A40B, ONpeAensatowmx Lenm 1 HanpasneHna geaTenbHOCT cybbekToB B 06nacTtu obecneye-
Hua Ub.

LlokymeHT, npeacTaBnsowmin nonutmuky Vb opraHnsauum cBasu, AO/HKEH BKIOYATbL B ce65 06LLme nono-
XXEHUS. COOTBETCTBYOLWMe TpeboBaHMAM, n3noxeHHbIM B TOCT P MICO/M3K17799.

12.4.1.2 Hapsagy ¢ nonutukoil B B opraHu3aumm cBsi3n MOXeT OblTb paspaboTaHa koHuenumsa WB.
B naHHOM cnyyae B KoHUenuuu Vb usnaraloTca BONPOCHI, He Hallewmne packpbiTus B nonutuke Ub. n nep-
crnekTmBbl coBepeHcTBoBaHnsas CONB. Hanpumep, CBA3aHHbIe C BHEAPEHNEM Ha CETAX 3/IEKTPOCBA3N HOBbIX
TEXHOJIOTNI N pacluMpeHnst cCnekTpa NpeocTaBsieMblX NONb30BATENSAM YCYT CBA3N.

12.4.1.3 Macnopt opraHusauum ceasm nob paspabartbiBaeTcs B cooTBeTcTBUU ¢ TOCT P 53109.

12.4.1.4 TNnaH obecneyveHuns Vb opraHnsauum cBA3W NnpeacTaBnseT exeroqHo hopMypyeMblil Koopau-
HaLMOHHBI JOKYMEHT, onpeaenstowmnii aelicTns, Tpebyemble ANa peanusalumn MeponpusTuii no obecneye-
Huto VB B cOOTBETCTBMM C NONNUTUKOW VB opraHnsaunm cesasu.

B nnaHe obecneueHns Vb opraHmsauuy CBSI3W AO/HKHO MAaHMpPOBaTbCA 06ecrneyeHne BCEX CUCTEM,
HaxoAsLWMUXCA Ha 3KcnyaTaumm B opraHusaumu. MNpu Hannuny BblgeneHHbIX CUCTEM UK CUCTEM, TPEBYIOLLUX
MOBbILLIEHHOTO YPOBHS 6€30MacHOCTM BO3MOXHA pa3paboTka oTAe bHbIX NnaHoB obecnevenns U gna Taknx
cucTem.
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12.4.1.5 Kpome ocHOBHOro nnaHa Vb B opraHv3sauny cBA3m MoryT paspabaTbiBaTbCs NiaHbl Mo peanu-
3aLMM KOHKPETHbIX MeponpuaTuii obecnevexuns Vb.

Mpumepsbl

1 MnaH pearnpoBaHUsa Ha NHLUNAEHT bl 6€30NacHOCTU.

2 MnaH geicTBNii B UC.

3 TlMnaH 1 cxema obecrnevyeHns oxpaHbl OpraHn3aLm CBA3N.

12.4.1.6 TlonoxeHuss — LOKYMEHTbI, cofepxaliue opraHusauyuoHHble ykasaHus Mo OCYyLEeCTBNEeHUI0
KOHKPETHbIX HanpaBseHunii fesiTeNbHOCTM No o6ecneyexmnio UB.

Mpumepsl
1 NMonoxeHune o cnyxb6e UBb.
2 MonoxeHnne onNAaKno Ub.

12.4.1.7 WHCTPYKUMM — OOKYMEHTbLI, COAEpXKaLline ykasaHnsa v npasuia, yctaHasavMsaloLne nopagok un
Cnoco6 BbINOHEHUA UY OCYLLLECTBEHNA ONpefeneHHbIX AeNCTBUNA.

Mpumepsl
1 NHcTpyKumna no o6ecnevyeHnto aH TUBUPYCHOW 3alNTHhI.
2 WHcTpyKkuua agmuHucTpaTopy UB.

12.4.2 PacnopsaguTenbHble fO0KYMEHTbl — AOKYMEHTbI TEKYLLEro ynpaBieHns, KoTopble n3gatTcs Bo
NCMOMHEHNe NNW B [lONOJIHEHME K OPraHn3aLnoHHbIM [JOKYMEHTaM ¥ yCTaHaB/IMBAalOT Hanpas/ieHns, MeToabl
(cnoco6bl, NnpuemMbl) opraHmsanumn pa6oT no obecneyeHmnio VI B 3aBUCMMOCTU OT BO3HMKAIOLLMX KOHKPETHbIX
3ajay yrnpasfeHns N U3MEHSIOLLMXCA YCNI0BUI OKPYXXatoLei cpesbl.

OCHOBHbIMW BUaMUN pacnopsaanTebHbIX LOKYMEHTOB No VB SiBNAIOTCA Npukasbl, NPOrpaMMbl, NepeyHu,
pelueHns, pacnopsXeHns, ykasaHus.

12.4.3 KpokymeHTaMm, nogTeepxaroLwum cooTBeTCTBME NpoAyKuun, paboTnycnyrsobnactu Nb. oTHo-
caTca:

a) AOKYMEHTbI BbILLECTOSALLMNX PErY/INPYIOLLNX OPraHoB:

1) nvMueH3nMn Ha npaBo NpoBefeHus paboT Co CBeAEeHWAMU, COCTaBNALWMMUN TOCYAapCTBEHHYIO
Taiiny;
2) NuUEeH3MM Ha NpPaBo OCYLLLECTBEHNA paboT B 06/1aCTV TEXHUMYECKON 3aLnTbl MHhopmavLum;
3) nMueH3un Ha npaBO OCyLecTBNeHUs paboT B o6nactu kpuntorpadmyeckol 3alntbl MHOp-
mauuu;
4) cepTudmkatbl cCOOTBETCTBUA cpeacTs 3U,
6) BHYTPeHHWe JOKYMEHTbI OpraHn3auunm CBsasu.

Mpumep — AKT KaTeropupoBaHusa ceTun 31eKTPOCBA3N No TpeboBaHusm UB.

12.5 H/[ ycTtaHasnuBaloT euHble TpeboBaHWsA, HOPMbI U Npasunia obecnevyenuns Vb, o6a3atesnbHble Ans
1CNoJIHEeHVA B Npefenax ycTaHOBIEHHON NPy WX BBeAEHUN cdepbl AelicTBUA 1 061acT pacnpocTpaHeHus.

12.6 OcHoBHbIMK Bugamu HJ, asnsoTca:

- [OKyMeHTbl cucTeMbl cTaHAapTu3aummn Poccuiickoii ®epepauuu;

- P ®OWB. ynosIHOMOYEHHOTO B 06/1aCTU TEXHWUYECKON 3aLluTbl MHhopMaLmu;

- MEeTOAVKWN, METOANYECKME yKa3aHWNs, HOPMbI U 4p. AOKYMEHTbI, paspaboTaHHblie POVB. ynonHoMoueH-
HbIMW B 06/1aCTSX CBA3W, 06ecneveHnsa 6€30NacHOCTY U TEXHUYECKON 3aluTbl MHopMaLuu;

- [OKYMEHTbI OpraHusauuny CBs3u, passreatoLme TpeboBaHNsA BbILLECTOALLMX PErY/IMPYIOLLNX OPraHoB 1
nonoxeHus BHyTpeHHux OP/] opraHusaLnmm cBasun.

12.7 KocHOBHbIM, pa3pabaTbiBaeMblM B opraHusauuy cesasu HA. oTHocATcA:

- cTaHfapTbl OpraHu3auuny CBasu;

- MoJAesib Yyrpos v HapywuTens Vb ceTn anekTpoceasu,

- PYKOBOZCTBA, NpoLeaypbl, Nopsaaku, npasuna, pekomeHgaunm, nepeyHu.

12.8 VHdopmaLnoHHble OKYMEHTbI CyXaT ANS MHPOPMaLMOHHON NOALEPXKKN peLleHns NpoLeccoB
obecneyeHns n ocywectsneHuns Vb.

Mo chopme npefcTaBneHns MHpopMaLMOHHbIE JOKYMEHTLI MOTYT ObITb C/leAyoLnX BUAOB;

- CMnpaBOYHble [OKYMEHTbI (CpaBoYHble Nocobus, MCXOAHbIE AaHHbIe ANA aHan3a akTUBOB OpraHm3a-
LK CcBA3U, Yrpos, yA3BuMocTel 1 ap.);

- O0TYeTHas Hay4yHO-TeXHu4Yeckast JOKYMeHTauus,;

- HayyHas 1 yyebHasa nutepatypa;

- [OKYMEeHTbI fienonpoun3socTaa (akTbl, 6/1aHku, 6a3bl AaHHbIX, JOHECEHUS, XypHasbl yyeTa nap.).
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12.9 HA v uHbopMaLMOHHbIE JOKYMEHTbI, pa3pabaTbiBaeMble B OpraHu3auuy CBs3v, HOMKHbI ObiTh
COrnacoBaHbl C PYKOBOAWUTENSAMW 3aMHTepecoBaHHbIX NOApasfesieHuii opraHu3aunu CBA3U U yTBepXae-
HbIYNOANUCAaHbI PYKOBOAMTENEM CNYX6bl IB opraHusanum ceasu.

12.10 [okymeHTauus no o6ecneveHuto /Ib B opraHmsaLum cBsiav Ao/HKHA NEPUOMYEcKU nepecMaTpu-
BaTbCs ¥ 0GHOBMATLCSA MO pe3y/ibTaTaM OLEHKN PUCKOB, BHELLHETO Y BHYTPEeHHero ayanTa Ub. a Takke B CBA3N
C U3MEHEHUAMU [AeN0BbIX Lefeli 1 BHeApeHNs HOBbIX TEXHOJOMUIA 1 YCyT CBA3N.

13 Cnyx6a MHthopmMayMoHHON 6e30nNacHOCTH

13.1 CospaHue COUE ceTu (ceTell) anekTpocBsa3n AO/HKHO npegycmaTpusatb OpMUpoBaHue B opra-
HM3aL MK CBA3M OpraHn3aLMoHHO-LLTATHOW CTPYKTYpbI (CNyx6a, oTaen, nogpasgenexHue, agMuHuctpartop Ub),
fanee — cnyx6a Wb opraHnsauuy cBA3u, ocyLwecTBNAOLWEN HEeNoCPeACTBEHHOE BbINOIHEHVE MEPONPUATHUI
npaericteunii noobecneveHunto Vb cetn anekTpoceasn. NepeyeHb OCHOBHbIX BbINOHAEMbIX CyX60¥ B mepon-
pusaTuiA npuBefeH B nogpasgene 8.4 FOCT P 52448.

13.2 OpraHu3aunoHHO-NPaBoBOI cTaTyc cnyxosl VB onpesensieTcs:

- [0CTaTOYHOW YMCNEHHOCTbLIO CNyX6bl VB AnA BbINONHEHUS BCeX PyHKLMWIA, onpeaenseMbiX HacTos-
LWMM CTaH4apTOM:

- NOAYMHEHHOCTbIO CNYX6bI VB nnuy, Hecylemy nepcoHasibHy OTBETCTBEHHOCTb 3a 06ecneyexune Vb
B OpraHusaLumn ceasu,

- OTCYTCTBMEM Y NepcoHana cnyxbbl Apyrux o6a3aHHOCTEN, He CBsA3aHHbIX ¢ obecneyeHnem Wb cetn
CBA3M,

- npodheccroHanbLHO NoAroTOBKOW COTPYAHUKOB cnyx6bl VIB B o6nactn VB. nogTBEpXAEHHOR gunio-
Mamu 1 ceptTuchrkaTamu,

- MpasBoOM AoCTyna COTPYAHUKOB cnyx6bl VB BO BCce NnomeLleHuns, rae ycTaHOBNEHbI CpeAcTBa CBA3U 1
MHMOPMAaLIMOHHbIE CUCTEMBI OpraHn3aLmnm 1 NpasoM npekpalieHus 06paboTkn MHopMauum Npu Hannuum
HernocpeaCcTBEHHOW yrpo3bl 418 obpabaTbiBaeMoli MHhopmaumu;

- MpepocTaBneHneM npasa pyKoBoAUTENO CNYx6bl VB 3anpeLtaTb BKAKOYEHWE B YAC0 AeCTBYOLLUX
HOBbIX 3/1IEMEHTOB CPE/CTB CBA3W, EC/IMOHN He OTBeYaloT TpeboBaHnsaM Vb, YTo MOXET NPUBECTU K CEPbE3HbIM
nocneacTsusaM B criyvae peanusauum yrpos Ub;

- obecneyeHnem ycnoBui gna PyHKLMOHMPOBAHUSA CNyx6bl B, He06X04UMBbIX 4151 BbINOTHEHUSI CBOMX
PYHKLNIA.

13.3 [nA pelweHns 3aad, BO3/TI0OXEHHbIX Ha CNyx6y Vb. ee COTPYAHMKN AO/MKHbI UMETb cneaytouimne
npasa:

- onpegenaTb He06XoAMMOCTb ¥ paspabaTbiBaTb AOKYMEHTbI, Kacawwmecs BONPOCOB obecneyeHuns
WB. Bk/1loYasa [OKYMEHTbI, pernameHTpylowme esaTeNbHOCTb COTPYAHUKOB APYTUX NoApasfeneHunit oprain-
3auum,;

- nofyyatb MHOPMaLMIO OT COTPYAHMKOB APYr1X nogpasaeneHnii opraHusauum no Bonpocam npume-
HEHMA 1 3KcnyaTaumMm cpeacTs CBA3N U UH(POPMALMOHHbIX CUCTEM;

- KOHTPO/IMPOBaTb AeATe/IbHOCTb COTPYAHVKOB APYrnX noApasfesieHnii opraHmsauuy no sonpocam
obecneueHuns Ub.

13.4 CTpyKkTypHO cnyx6a VB MOXeT uMeTb crieayroLunii cocTas:

- HavanbHUK cnyx6bl VB;

- nogpasgeneHue passutua CONB (peannsyeT npouecchl ynpasneHus puckamm nynpassieHme nsMeHe-
HVUAMHW, BHeAPeHNs cpeAcTs obecneveHns Vb, yyacTeyeT B npoLiecce ynpas/eHne NHUMgeHTamm);

- nogpasfeneHue akcnayartauuu (peannsyeT npoLecc aKkcnayarauumn cpeacTs obecneyenuns Vb. ynpas-
NleHne MHUMAEeHTamu, yyacTByeT B NpoLecce yrnpas/ieHUss U3MEHEHUAMN);

- nogpasfenieHue ayauta (peanusyeT npoLecc BHyTPEHHero ayaura, yyacTsyeT B npouecce ynpasie-
HUA U3MEHEHUSAMN).

13.5 B cocTas nogpasgeneHuii cnyxobl VB gomKHbI BXOAUTb:

a) crneunannucTbl, CNOCOOHbIE aAMUHNCTPUPOBATb;

1) cpeactea 3awutbl oT HCJ, (Bbi6Op, ycTaHOBKa, HACTpOiika, CONPOBOXAEHNEe, CHATUE CPeacTB

3aLWTbl, NPOCMOTP XYPHA/I0B PerncTpaumm cobbiTuii, onepaTuBHbIA KOHTPO/b 3a paboTol nonb3oBaTenei n
pearnpoBaHue Ha cobbiTns HCA v ap.),
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2) CK3W (Bbi6op, yueT, Bblgaya, ycTaHOBKa, HacTpoiika, conpoBoxaeHune, cHatue CK3W. reHepauns
1 pacnpegeneHuve kn4yei, 06yyeHre nonb3osareneii npaBuiam NpUMeEHeHUs 1 ap.),
3) cpepgcTtBa ceTeBoll 6e30nacHOCTU 1 6a3bl AaHHbIX;
6) aHanuTKKu, cnocobHble yyacTBoBaTh:
1) BHamMcaHUW 1 3KCNepTH3e TEXHNYECKOW fO0KYMEeHTaL UM Ha ceTn CBA3M (pa3aesn CUCTEMHOro Npo-
eKTa ceTu cBs3u no UB).
2) B pa3paboTke TexHuyYeckux TpeboBaHuii No Bonpocam obecneveHuns Ub.
3) B BbI6OpE MeTOA0B U CpeAcTB obecneveHusa VB (cpeacTs 3aluThbl),
4) B UCNbITAHMAX HOBbIX MPUKNALHbIX NPOrPamMm C Lesblo NPOBEPKN BbINOSHEHUSA TpeboBaHWii no
obecneyeHuto Vb v gp.;
B) crneynanncTbl B 061aCTU 3alnLeHHbIX ceTell CBA3M 1 6€30NacHOCTM 3N1eKTPOHHbIX ATC v gp.
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