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Mpepucnosue

Llenn n npuHumnel ctaHgapTm3aumn B Poccuiickoih ®egepaunn ycTaHoBNeHbl PefepasibHbIM 3aKOHOM
0T 27 gekabps 2002 r. Np 184-93 «O TEXHUYECKOM perynnpoBaHumn», a npasunna NnpUMeHeHNs HaunoHanbHbIX
cTaHgapToB Poccuiickoli ®epepaunm — FOCT P 1.0—2004 «CrtaHaapTusaumsa B Poccuiickoli ®eaepaumu.
OCHOBHbIE MONOXEHNA»

CBefioHVA 0 cTaHfapTe

1 PA3SPABOTAH LeHTpom 3awutbl MHopmaumm 1 cneymanbHoi ceasm ®CB Poccun ¢ yyactuem
OTKpBITOro akunoHepHoro obuiectsa «WH(popMaUnOHHbIE TEXHONOTUU U KOMMYHUKALMOHHbIE CUCTEMbI»
(OAO «MHpoTeKC»)

2 BHECEH TexHnyeckum kommTeToM no ctaHgaptusaummn TK 26 «KpunTtorpaduyeckas sawmra nHgop-
Maunmn»

3 YTBEP)X[EH W BBEAEH B IENCTBUE Mpukasom deaepansHOro areHTCTaa /10 TEXHUUYECKOMY pe-
rynnpoBaHunio u metposnorun ot 7 asrycta 2012 r. Np215-cr

4 B3AMEH IOCT P 34.10—2001

NHopmaLysa 06 N3MEHEHUSIX K HACT OsiLLEMY CTaHLap Ty Ny6/IMKYyeTCs B XErofHO U3jaBaeMoM UH-
chopmMaunoHHOM yKasaTesne «HaunoHanbHble CTaH4apThi». a TEKCT W3MEHEeHW 1 NoNpaBoK — B eXeme-
CSIYHO M3JaBaeMblX MH(OPMALMOHHbIX YKazaTenax «HaunoHabible cCTaHgapThi». B ciyyaB nepecMoTpa
(3aMeHbl) MM OTMEHbI HACT OSILLLEN0 CTaHAapTa cooTBETCTBYKLEee yBeoM/IeHNe 6yaeT ony6ankoBaHo
B €XXeMeCSAYHO 13gaBaeMoM MHPOPMALMOHHOM YKasaTene «HauumoHanbHble cTaHAaapThi». CooOTBeTCTBY-
oLas nHpopmalms, yBeJoMEHNE N TEKCT bl pasMeLlarn T Ccsa Takxke B UHopMaLoHHON cncTeme obLero
nosfib30BaHUA — Ha ohuumanbHOM caliTe deaepanbHOro areHTCTBa N0 TEXHUYECKOMY PETY/IMPOBAHUIO U
MeTposorun B ceTwu MIHTepHeT

© CraHgapTuHdgopm. 2013

HacToswuii cTaHAapT He MOXET GbITb MOMHOCTbLIO UM YACTUYHO BOCNPOU3BELEH, TMPaXMPOBaH U pac-
MPOCTPaHEH B kKayecTBe OhMLManbHOMO U3fanns 6e3 paspelleHus defepasibHOro areHTCTBa No TeEXHUYEeCcKo-
My perysiMpoBaHuio U1 MeTPosIoriu
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BeBepeHune

HacToAwwii cTaHgapT CoAepXnT onucaHne npoLeccoB )OPMMPOBAHNA U NPOBEPKN 3NIEKTPOHHON Lnd-
posoii nognucu (SUM), peannsyemoii ¢ NCNONb30BaAHMEM ONepauuii B rpynne Touek 3/1IMNTUYECKON KPUBOWA,
onpefeneHHoi Haj KOHeYHbIM MPOCTbIM NOMEM.

HeobxoanmocTb pa3paboTku HAaCTOoSLLero ctaHAapTa Bbi3BaHa NOTPEBOHOCTLIO B peanu3aummn 31eKTpoH-
HOW LMPOBOI NoANUCYH Pa3HOW CTENEHN CTOWKOCTU B CBA3W C MOBbILIEHWEM YPOBHSI Pa3BUTUA BbIYNC/INTE b-
HOW TexHukn. CTOWKOCTb 3/1EKTPOHHONM LMAPOBOIA MOAMUCKH OCHOBLIBAETCA Ha C/IOXHOCTW BblYMCNEHUA
AVCKpeTHoro norapudma B rpynne TOYeK 3/IMNTUYECKON KPUBOM, a Takke Ha CTOMKOCTM WCMOMb3yeMol
xaw-cpyHkunm no FOCT P 34.11—2012.

HacTosAwwii ctaHgapT paspaboTaH C yHeTOM TEPMUHOMOMMU 1 KOHLLENLMIA MeXAyHapOoaHbIX CTaHAapTOB
NCO 2382-2 (1]. NCO/M3K 9796 [2}—[3]. NICO/MIK 14888 (4—{7] n NCO/M3IK 10118 [8)-{11).



FOCT P 34.10—2012

HAUMOHANBbHbBIMN CTAHAOAPT POCCUMCKOW OSGEJLEPALUNMN

MNHopmaLMoHHasi TeXxHoMorms
KPUNTOrPA®UNYECKAA 3AWLNTA MHPOPMALIMN

Mpoueccbl (hoOpMUPOBaHUS U NPOBEPKM 3/TEKTPOHHOI LU POBOI noAnuncK

Information technology. Cryptographic data security.
Generation and verification processes of electronic digital signature

fata BBegeHns — 2013—01—01

1 O6nacTb NpUMeHeHUs

HacTosilwumii ctTaHgapT onpeaensieT cxemMy 3/1eKTPOHHOW LuudpoBoli nognucy (SLUM) (nanee — undpo-
Bas NOANWCH), NpoLecckl OpMMPOBaHNA 1 NPOBEPKY LMMPOBOI NoANMNCH NOA 3afaHHbIM COOOLLLEHNEM ([0KY-
MEHTOM), nepefasBaeMbiM MO He3alMLLEHHbIM TeNEeKOMMYHUKALMOHHbIM KaHanam o6Liero nosib30BaHusl B
cuctemax 06paboTkn MHGOpPMaLUM PasIMYHOrO Ha3HaYeHUs.

BHeapeHuve unpoBoii NoANUCK HA OCHOBE HACTOSLLEro cTaHJapTa NoBbIaeT N0 CPABHEHUIO C paHee
[elicTBoBaBLUEl CXEMOI L poBOIi NOAMMCH YPOBEHD 3aLLMLLEHHOCTM NepegaBaeMbix CO0bLWeHNA OT nogae-
JIOK N UCKaXEHWA.

HacToswwmii ctaHgapT pekoMeHAyeTCcs NPUMEHATb NPU CO34aHUK, SKCyaTauum 1 mogepHusaunm cuc-
Tem 06paboTKkn MHpopMaLn PasINYHOTO Ha3HAYeHWs.

2 HopmaTuBHbIE CCbIIKK

B HacTosAwem cTaHfapTe UCnosib30BaHa HOPMaTMBHAA CCblIKa Ha cnefyownii ctaHaapT:
FOCT P 34.11—2012 WHdopmaunoHHaa TexHosnorus. Kpuntorpaduyeckas 3sawuta MHGOPMaLun.
DYHKUNA X3LLNPOBAHUSA

MpumeyaHune — MNpu NONL30BAHUN HACTOALWMM CTaHAAPTOM LienecoobpasHo NpoBepuTb AeliCTBUE CCbIOY-
HbIX CTaHAapToB B WH(OPMALMOHHON cucTeme 06Liero nonb3oBaHWAa — Ha odmunanbHOM caite ®efepanbHOro
areHTCTBa N0 TEXHWYECKOMY PeryMpoBaHunio 1 MeTposiorun a cetu VIHTepHeT Uamn no exeroAHo usgasaeMomy MHgopma-
LMOHHOMY yKasaTento «HaluoHabHble CTaHAapThbI*, KOTOPbI ONy6GANKOBaH NO COCTOSIHUIO Ha t AHBapSA TeKyLero roaa, v
No COOTBETCTBYIOLUM €XeMeCsSYHO U3gaBaembiM MHPOPMaLVOHHBIM ykazaTensam, onyb/MKoBaHHbIM B TeKyliem rogy.
Ecnu ccbiNoYHbIli cTaHJapT 3aMeHeH (M3MeHeH), TO MpU Nosb30BaHUM HACTOSALWMM CTaHAapToOM crefyeT PyKOBOACTBO-
BaTbCA 3aMeHAWNM (M3MEeHEHHbIM) CTaHAapPTOM. ECnu ccbinoyHblii cTaHAapT OTMeHeH 6e3 3aMeHbl, TO NOJI0XEeHWNe, B KO-
TOPOM flaHa CCbi/lka Ha Hero, NPUMEHSIeTCA B YacTu, He 3aTparvBatoLLell 3Ty CCbIky.

3 TepMuHbl, onpeaeneHns n o603HavYeHns

3.1 TepMuHbl 1 onpeaeneHnsa

B HacToseM cTaHfapTe NPUMEHEHbI CriefyoLne TePMUHBLI C COOTBETCTBYIOLVMY OnNpeaesieHNAMN:

311

pononHeHue (appendix): CTpoka 6uT. hopMmpyemMast U3 LupoBoi NOANUCK 1 NPOU3BOJILHOTO TEKCTO-
10ro nons.

[MCO/M3K 14888-1:2008, [44,

3.1.2

Knoy noanucw (signature key): neMeHT CeKpeTHbIX AaHHbIX, CNeunudUuYHbIi Ana cy6bekTa u Ucnosb3y-
eMblii TONIbKO faHHbIM Cy6beKTOM B npouecce hOpMUPOBaHMSA LiMPOBOI Nognmcy.
(MCO/M3K 14888-1:2008. (4])

M3paHne oduymnanbHoe
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3.1.3

KoY npoBepku noanucu (verification key): 9n1eMeHT faHHbIX, MaTeMaTUYECKN CBA3AHHLIN C K/IHOYOT.
noanucn 1N NCNonb3yeMblii MPOBEpPSIOLLEN CTOPOHOI B MpoLecce NPOBEpKU LM poBoli nognucu.
[MCO/M3K 14888-1:2008. [4]]

314

napameTp cxembl IUIM (domain parameter): 3n1eMeHT AaHHbIX, 06LLMIA ANA BCEX CYOHEKTOB CXEMbI LU-
pOBOW MOAMWCK, U3BECTHbIV WKW AOCTYNHbI BCEM 3TUM Cy6bekTam.
[MCO/M3K 14888-1:2008. [4]]

3.1.5

noanucaHHoe coobueHmne (signed message): Habop 31eMeHTOB faHHbIX, COCTOALLNIA 13 COOBLEeHNs A
[OMNOSTHEHUS. ABNSIIOLLETOCS YacTblo COOBLLEHNS.
[MCO/MIK 14888-1:2008. [4]]

3.1.6

nocneaoBaTefibHOCTL NceBAoc/AydaiiHbix uncen (pseudo-random number sequence): Mocnegosa-
TeNLHOCTb YNCEN, NOMYYeHHas B pesy/ibTaTe BbINO/IHEHUA HEKOTOPOro apugMETUHECKOTO (BbIYUCIUTENBHOTO
npouecca, Ucnofib3yemas B KOHKPETHOM C/lyuyae BMECTO NOC/1eA0BaTeNlbHOCTY ClyyaliHbIX YUCEN.

[MCO 2382-2:1976. [1]]

3.17

nocnepoBaTenlbHOCTb C/yyaiiHbix yncen (random number sequence): lMocnefosaTenlbHOCTb Yncen
<axfoe 13 KOTOPbIX He MOXeT 6bITb Npefcka3aHo (BbIYMC/IEHO) TOIbKO HA OCHOBE 3HaHWS npejlecTsyoLa
3My uncen AaHHOl nocnefoBaTelbHOCTY.

[MCO 2382-2:1976, [1]]

3.1.8

npouecc npoBepku nognucu (verification process): Mpouecc, B ka4ecTBE UCXOAHbIX aHHbIX KOTOPOTo
*ANosib3yloTCs NoANMcaHHoe Coo6LLeHMe, KoY MPOBEPKYU NOAMUCYU 1 NapaMeTpbl cxeMbl JLM. pesynbTaTen.
<0TOpPOro SB/SIETCA 3akK/IHUeHMe 0 MPaBUILHOCTU UM OLUMGOYHOCTY LU POBOI NoAnucy.

[MCO/M3K 14888-1:2008. [4])

3.1.9
npouecc hopmupoBaHus noanucu (signature process): Mpouecc, B kKAUECTBE UCXOAHBIX AAHHbLIX KOTO
3070 MCNob3ylTCA COO6LLEHNe, KoY MOAMUCU U napameTpbl cxeMbl LM, a B pesynbTaTe dhopmupyeTcs

umMhpoBast NoAnMCh.
[MCO/M3K 14888-1:2008. [4]]

3.1.10 cBuaeTenbLCTBO (witness): dNeMeHT [aHHbIX, NpeAcTaBsioWmnii COOTBETCTBYOLEe A0Ka3a-
TENbCTBO AOCTOBEPHOCTU (HELOCTOBEPHOCTM) NOANMCY NPOBEpsitoLLeli CTOPOHE.
3.1.11

cnyyaiiHoe yncno (random number): Yncno, BbiGpaHHOe 13 onpefeneHHoro Habopa vncen Takum o6pa
30M, YTO KaX/A0e YMC/0 U3 JaHHOTO Habopa MoXeT 6biTb BbIOPaHO C OAMHAKOBOW BEPOATHOCTbIO.
[MCO 2382-2:1976. [1]]

3.1.12

coobuweHne (message): CTpoka 6UT NPON3BO/IbHON KOHEYHOW AJTNHBI.
[MCO/M3K 14888-1:2008. [4]]

3.1.13

x3aw-kog (hash-code): CTpoka 6UT. SIBNSAOLWLASACA BbIXOAHLIM Pe3y/ibTaToM X3LU-(YHKL MK,
[MCO/M3K 14888-1:2008, [4])
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3.1.14

xaw-yHkuums (collision-resistant hash-function): ®yHkuua, oTobpaxatoLwias CTPOKM OGUT B CTPOKUA OGUT
dmKCMpOBaHHOI ANMHBI U YA0BETBOPAOLLLAA clefyoWmMm CBONCTBaM:

1) nopaHHOMY 3HAUEHMIO (DYHKLM CIOKHO BbIUMC/IMTL UCXOAHBIE AaHHBIE, 0TOBPAKAEMBIE B 3TO 3HAUEHWE;

2) AN 3afaHHbIX NCXOAHBIX aHHbIX CIOKHO BbIYUCAUTL APYTe UCXOfHbIE AaHHble, 0ToBpaXxaeMble B
ro e 3HauyeHue yHKLUN:

3) CNOXHO BbIYNCIUTL KakKy-N11Mbo napy UCXOAHbIX AAHHbIX, 0TOOGpaXaeMbIX B O4HO U TO Xe 3HayeHue.

[MCO/M3K 14888-1:2008, [4LL,

MpumevyaHuns

1 MpuMeHNUTEeNbHO K 06/1acTW 31eKTPOHHOI LU poBOI NOANNCK CBOWCTBO MO nepevncneHunto 1) nogpasymeBaer,
YTO MO W3BECTHON 3/1EKTPOHHOI LN poBOI NOANNCU HEBO3MOXHO BOCCTAHOBUTbL UCXOAHOE COO6LLeHVe; CBOWCTBO Mo ne-
peuncneHuio 2) nogpasymeBaeT, YTO ANA 3a[4aHHOr0 NOANUCAHHOro coobweHus TpyaHo nogobpath gpyroe (hanbcudu-
uMpoBaHHOe) coo6LieHne, uMerolee Ty Xe 3NeKTPOHHYI UuPOBYIO NOAMUCHL; CBOWCTBO MO nepeuyncneHuto 3)
nogpasymeBaeT, 4TO TPyAHO NoAo6paTh kakyw-n16o napy coo6LeHnit, UMeLWwmnx ogHy 1 Ty Xe NoAnuch.

2 BHacToAleM cTaHAapTe a Lensx coOXpaHeHusi TepMUHONOrMYeCKoi NPeeMCTBEHHOCTM C AeiiCTBYIOL MMM OTevec-
TBEHHbIMW HOPMATUBHbLIMW AOKYMEHTaMU 1 0Ny6IMKOBAHHBIMU HayYHO-TEXHUYECKUMU U3AAHUAMUN YCTaHOB/IEHO, YTO Tep-
MUHBbI  «X3W-PYHKUNS*, «KpunTorpadguyeckas Xaw-yHKUNA», «YHKLUUA XIWMPOBaHUS» W  «KpunTorpaguueckas
hYHKLMS X3WMPOBAHUA» ABASAOTCA CUHOHUMAMMU.

3.1.15

[anekTpoHHasa uugposana] noanucs (signature); 3LM: Ctpoka 6uUT, NoNyyeHHasa B pesynbTaTte npouec-

ca (popMUpOBaHUS MOANUCU.
[MCO/M3IK 14888-1:2008, [4]]

MpumeyaHuns

1 CTtpoka 6uT. ABNALWASACA NOAMUCHIO, MOXET UMEeTb BHYTPEHHIO CTPYKTYPY, 3aBUCSLLYI0O OT KOHKPETHOrO Mexa-
HU3Ma OPMUPOBAHUA MOAMUCHK.

2 8 HacToslliem cTaHAapTe a Lessix CoXxpaHeHUs TePMUHOMNOrMYeCcKoi NpeeMCTBEHHOCTU C AeliCTBYIOW UMY OTeyec-
TBEHHbIMW HOPMATUBHBLIMW JOKYMEHTaMWN 1 ONY6NKOBAHHBIMU HaYYHO-TEXHUYECKUMUN U3AAHNAMWN YCTAHOB/IEHO, YTO TEP-
MUHbI «3/1EKTPOHHAA NOAMUCH», «UN(POBaAs NOANUCH» U «3NEKTPOHHasA uudpoBas NoAnMCb» ABAAIOTCA CUHOHUMAaMW.

3.2 0O603HayeHus
B HacTosiLleM cTaHfapTe NPUMEHEHbI cnegytoLme 0603HaUYEeHNs:

vV, — MHOXEeCTBO BCEX [BONYHbIX BEKTOPOB A/IMHON / 6UT:

\ — MHOXEeCTBO BCeX BOMYHbIX BEKTOPOB NPOU3BO/IbHOWN KOHEYHON [A/INHBI;

2 — MHOXEeCTBO BCeX LiefbIX Yncen;

p — npocToe yucno, p > 3;

Fp — KOHeYHoe npocToe rosie, npeAcTaBnseMoe Kak MHOXEeCTBO M3 P LUefblX uucen
(0.1.cp-1);

P(mod p) — MWHUManbHOe HeoTpuuaTelbHOe Y1CA0, CPaBHMMOE C 6 MO MOAY/IO P;

M — coobuieHne nonb3oBaTens. Me V¥

(h, \h2) — koHkaTeHauus (06befMHEHNE) ABYX ABONYHbIX BEKTOPOB;

a, b — KO3 (PMUMEHTBI INUNTUYECKOW KPUBOIA;

— NOpPSAAOK rpynnbl TOYEK 3NUNTUYECKOW KPUBOIA;

— NopsAAO0K NOATrPYNNbI rPyNnbl TOYEK 3NANNTUYECKON KPUBOIA;
— HyfnieBas To4Ka NMNTUYECKOW KPUBOW;

— TOYKa 3/1/IMNTMYECKON KpuBOl nopsigka g\

— Lefi0e YNCN0 — K04 NoAnmcHU.

— TOYKa 3NNNNTUYECKON KPUBOI — K/IHOY NPOBEPKV NOANUCK:
— umchpoBast nognuncb Nog coobieHmem M.

OO0 TOL o

4 O6wmre NonoxeHns

O6uwwenpusHaHHasa cxema (Mogens) uudposoii nognucu (cm. NCO/M3K 14888-1 [4]) oxBaTbiBAET Cnefy-
foLue npoLieccsl:
- reHepauus knoyeit (nognucy 1 NPoOBEPKU NoANNCK);
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- hopMupoBaHue nognucy;

- NpoBepka nognucu.

B HacTosiLieM cTaHAapTe Npouecc reHepauuy ka4ei (MoAnMcy n NPoBepKX NOANUCU) HE PACCMOTPEH.
XapakTepucTukn 1 cnocobbl peanusalmmn AaHHOro npouecca onpeAensioTcs BOB/IEYEHHbIMMN B HEro CybbekTa-
MW. KOTOpble yCTaHaB/IMBAOT COOTBETCTBYIOLME NapaMeTpbl N0 B3aUMHOMY COI1acoBaHUIo.

MexaHusm umchpoBoit nognucy onpesensieTcsi NOCPeACTBOM peanu3aunmn ABYX OCHOBHbIX NMPOLLECCOB
(cm. pasgen 6):

- chopmupoBaHue nognucu (cm. 6.1);

- nposepka nognucu (cm. 6.2).

Lincbposast nognucb npefHasHavyeHa Ans ayTeHTudukauum nuua, noagnucaBLllero 3N1ekTpoHHOe co06-
weHne. Kpome TOro, ncnosnb3oaHve JLIMN npegoctaBnseT BO3MOXHOCTb 06ecneynTs cnefytLie cBoicTBa
npu nepegadye B cUCTEMe NOANUCAHHOIO COOOLLEHNSA:

- OCyLLeCTB/IeHWe KOHTPONA LeNoCTHOCTM nepeAaBaemMoro noAnmMcaHHoro coobLeHus;

- pokasaTtefibHoe NnofTBepXAeHne aBTopcTBa Nnua, nognucasLlero coobLieHve;

- 3almTa coobLieHns 0T BO3IMOXHOW noaaesnku.

Cxematunuyeckoe npefcrasneHne noAnMcaHHoOro CoobLIeHNs NokasaHo Ha pucyHke 1.

JonosAw»
r A Y
CoobLupm—t 1 tppo—I rmaiosC  ~ [\ucT j

PucyHok 1— Cxema nognmcaHHoOro coobLeHus

Mone «TekcT», MOKa3aHHOe Ha JaHHOM pUCYHKe 1 gonosHsawee none «Lindposas noannch», MOXeT,
HanpumMep, cogepxartb naeHTudukaTopbl cybbekTa, nognuncasLLero coobLeHme. nYwim MeTky BpeMeHH.

YcTaHOBNEHHasA B HAaCTOALEM CTaHAapTe cxeMa LndpoBOi NoAgnucK fosmkHa 6bITb peann3oBaHa ¢ uc-
nosib30BaHMEM onepaumii rpynnbl TOYEK IIMNTUYECKON KPUBOW, onpeAeieHHON Haf KOHEeYHbIM NPOCTbIM MO-
neM. a TaKxe xaw-yHKL 1N,

KpunTorpaduyeckas CTONKOCTb AaHHOW CXeMbl LiMhpOBOI NOANVMCY OCHOBLIBAETCS Ha CMIOXHOCTU peLle-
HVS 3a4a4M AMCKPETHOro orapmMmMpoBaHuns B rpynne ToUYeK 3/1IMNTUYECKON KPUBOI, a TakkKe Ha CTOMKOCTM 1C-
nosb3yeMoii X3aLW-PyHKLMA. AFOPUTMbI BblYMCEHNSA X3LW-hyHKUMK ycTaHoBNeHbl B TOCT P 34.11—2012.

MapameTpbl Cxembl LMPOBOI Nognncu, Heobxogumble Ansa ee hopMmpoBaHNa 1 NPOBEPKU, onpegene-
Hbl B 5.2. B HacTosLWweM cTaHhapTe NnpefycMoTpeHa BO3MOXHOCTb Bbibopa 04HOro 13 ABYyX BapuaHToB Tpebo-
BaHWi1 K napameTpam.

HacToAwwmii cTaHpapT He onpefensieT npouecc reHepauun napaMeTpoB CXeMbl LudPOBOIA nognucy.
KoHKpeTHbIn anroputm (cnocob) peanunsaumm JaHHOTo npouecca onpegensercsa cybbekramu cxembl Ludpo-
BOW nmoanucu ncxoas n3 TpeboBaHWil K annapaTtHo-NPOrpamMMHbIM CPeACcTBaM, peann3syownm 3N1eKTPOHHbI
[OKyMEeHT0060pOT.

Lincbposas nognuce, NnpeAcras/ieHHas B BUAe ABOVYHOIO BEKTOPa ANnHON 512 nnn 1024 6uta, fo/mKHa
BbIYNCNATLCS C NOMOLLbIO ONpeAeneHHOro Habopa npaBws, U3N0XEHHbIX B 6.1.

Habop npaBwn, NO3BONAIOWMX NPUHATL NGO OTBEPrHYTh LMMPOBYIO MOAMUCHL NOA NOAYYEHHBIM CO06-
LLeHNeM. YCTaHOB/IeH B 6.2.

5 MatemaTtunyeckme o6beKTbI

Ons onpepgeneHna cxembl UMPOBOI noanucn HeobxoAMMO onucaTb 6a3oBble MaTematuyeckune
06beKTbl, MCNOMb3yeMble B NpoLeccax ee OpPMMPOBaHNS 1 NPOBEpPKN. B gaHHOM pa3fgene yCcTaHOB/EHbI
OCHOBHble MaTemaTuyeckme onpegeneHus n TpebosaHuns, npeabaBasemMble K napaMmeTpam cxembl Lngpo-
BOI mognucu.

5.1 MaTtemaTunyeckne onpegeneHus

AnnunTtnyeckoli kpneoii E. onpeaeneHHoR Hag kOHeYHbIM NpPocTbiM nonem Ep(rge p > 3 — npocToe yuc-
N10). Ha3blBAETCA MHOXECTBO nap (X. y), X. ye Ep, yA0BNeTBOPAIOLWNX YPaBHEHNIO

y2=x3 +ax + b (mod p), 1)
roe a. b e Epun 4a3 + 27b2 He cpaBHUMO C HY/1IeM MO MOAY/HO p.

4
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VMiHBapvaHTOM 3N/IMNTUYeCKol KpuBoil HasbiBaeTcst BenuuuHa J(E), yAoBNeTBopsAiowas ypaBHeHo

J(E) =1728----— - (mod p). @
4a3*27b2

Mapbl (X. Y), r4e X, y — 3NeMeHTbl nonis Fp, yaoBneTBopsiowe ypaBHeHuto (1). Ha3blBalTCs «Toukamu
3NINNTUYECKON KPUBOIA E»; X 'y — COOTBETCTBEHHO X- U y-KOOPAUHATAMMU TOUKM.

Touka 3/1/IMNTUYECKON KpuBoi o6o3HavaeTcs O(X. y) wam npocto O. [lBe TOUKM INUNTUYECKON KPUBOIA
paBHbl, €C/I PaBHbl UX COOTBETCTBYIOLLME X- U Y-KOOPANHATI.

Ha MHOXecTBe To4YeK aNMNTUYECKO KpnBoli E onpeaeneHa onepauns cnoxeHus, 0603Hayaemas 3Ha-
KOM «#». [N ABYyX NPOM3BOJIbHBLIX Touek Q,(xr y,) n 0 Ax2. y2) anannTuyeckoin Kpueoi E paccmatpumBaloT He-
CKOJIbKO C/lyyaes.

Onsi Touek O, n Qr KoopAUHaTHI KOTOPbIX YAOBNETBOPSIOT YCNIOBUIO X, * X2. UX CYMMOU Ha3blBaeTCs TOY-
Ka Q3(x3 y3), koopAuHaTbl KOTOPOI onpeaensTCcs CPaBHEHNAMMN

X3 =X2 - x , - x 2(modp).
¥3 =?.(X, -x 3) -y IAmodp).

rae /. =——— (mod p).
x2

-X,

Ecnu BbINONHEHbI paBeHcTBa X, =x21Yy, =y2* 0. TO KoopAuHaThl TOUKM Q3 0npenenaTcs cesyowmnm
o6pasom:

[x3 =72 - 2x,(modp), 4)
[Y3 =MXx, -x 3)-y,(modp),

rpe /.=3x1 a(mod p).
2y1

Ecnv BbINO/IHEHBI YyCNOBUA X, =X21y, =-y2(mod p), To cymma Touek Q, 1 0 2Ha3biBaeTcs Hy/1€BO TOY-
Kok O 6e3 onpegeneHuns ee x- 1 y-koopauHaT. B aTom cnyyae Touka 02 HasblBaeTcs oTpuLaHuem Touku Q,.
[ns HynesoW To4Ykn O BbINOIHEHbI PaBEHCTBA

0+0=0¢0=0Q. (5)

roe O — Npow3BOJIbHASA TOUKA 3//IMNTUYECKON KpuBOiA E.

OTHOCUTENbHO BBEAEHHOI onepaunmn CNOXeHUs MHOXECTBO TOYEK 3/IMNTUYECKoli KpUBoii E BMecTe ¢
Hy/nieBoil Toukoli 06pasytoT KoHeUHyto aGeneBy (KOMMYTaTUBHYIO) rpynny nopsiaka T, A1 KOTOPOro BbINOJIHE-
HO HepaBeHCTBO

p+1-2 nTnp*1+27p. (6)

Touka O Ha3bIBAETCA «TOUKOW KPATHOCTM /o» UM MPOCTO «KPaTHOW TOUKOI 3NIMNTUYECKO KpuBoi Ex»,
€C/IN AN151 HEKOTOPOi TOUKM P BbINOSIHEHO PABEHCTBO

Q-P +...+P=«P. @)
K
5.2 [MapameTpbl LM poBOli noanMcu
MapameTpammn cxeMbl LMPOBOIA NOANUCK SBMSAIOTCA:
- MPOCTO€ YMCOo p — MOAY/b 3NINNTUYECKON KPUBOIA:
- annuntuyeckas kpveas E. 3agaBaemas koadhduumeHtamm a. be Fp,
* Lesioe YNCNo T — NOPSAAOK rpynnbl TOYEK 3NMNTUYECKOW KpnBOii E;

- NpOCTO€ 4HMCIo q — nopsa[ok LI,VIKI'IVIHBCKOVI noarpynnbl rpynnbl TO4EK 3NNNNTUYECKON KpVIBOVI E. pna
KOTOPOro BbINOJIHEHbI Cieayrouine yCnoBus:
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T =ng,ne Z.nz 1 8)
22M < q<2256unn258 < g < 2512

- Toyka P«i O annuntuyeckoin kpusol E, ¢ koopguHatamu (Xp. yp), YAOBNETBOPAIOLWAA paBeHCTBY
aP= 0;

- XaWw-gyHKuma V* -> Yr oTobpaxatolias cooblueHns, npeAcTaB/eHHble B BUAE ABONYHbIX BEKTOPOB
NPOV3BO/IbHOM KOHEYHOW [/INHbI, B [BOWYHblE BEKTOPbl ANWHbI / 6UT. Xaw-DyHKUMA onpefeneHa B
FOCT P 34.11—2012. Ecnu 224 <q <22%,70 / = 256. Ecnn 2B < q < 252,70/ = 512.

Kaxablih nonb3oBaTtenib cXxeMbl LUPOBOKA NOANUCK AOKEH 061a4aTb IMYHBIMU K/OYaMK:

- KMYOM nognucy — uenbiM yncnom d, yaoneTteopstowmm HepaseHctBy 0 <d < q:

- K/I04OM NPOBEPKV NOANUCK — TOYUKOI 31/IMNTUYECKOW KpuBoli O ¢ koopAuHatamu (xa. y,), y40BIeTBo-
psitoweli paseHcTBy dP = O.

K npvBefeHHbIM Bbille napameTpam cxeMbl LudgpoBOiA NOAMUCU NPeAbaBAAT cneaytolme TpeboBa-
HUS:

- [OJ/DKHO 6bITb BbINOMHEHO ycnosue p' * 1 (mod q) gnsa Beex uenbix f =1, 2. ... 8. rae B = 31. ecnu
22%4< q c 22 nB =131 ecnu258< q <2SZ

- [O0J/DKHO 6bITb BbIMO/IHEHO HEPABEHCTBO T +p\

- MHBapWaHT KPUBOW f0MmKeH yaosneTsopaTe ycnosuam. J{E) * 0 n J(E) * 1728.

5.3 [1BOUYHbIE BEKTOPbI

[na onpepenexuns npoueccosB hopmMypoBaHUs 1 NPOBEPKM LUGPOBOV NOANNCH HEOOGXOAMMO YCTaHO-
BUTb COOTBETCTBUE MEXAY LefIbIMWU YuciaMu v BOMYHbIMU BEKTOPaMU A/IMHBI | GUT.

PaccmoTpum cnepytownii 4BONYHbIA BEKTOP AJIMHOWA | GUT. B KOTOPOM MAajline 6UTbl pacnosioXeHbl
cnpasa, a cTapline — cneBa:

I'I:(a,_]. ..... aQ.hev, 9)

raea,, /=0.., /- 1 paBHo nn6o 1. nn6o 0.
Yuncno a e Z cooTBETCTBYET ABOUYHOMY BEKTOPY h. ecn BbINONHEHO paBeHCTBO

a='£tai2". (H0)
>0

[na AByX OBONYHbLIX BEKTOPOB

=(a,.,...a0), 11

00>

COOTBETCTBYIOLUMUX LiesIbIM Yynuciam a v p, onepauus KoHkaTeHauun (06begnMHeHUs) onpeaenseTcs cnepyto-
WM 06pasom:

Mn2=K_1,..,a0p,_1... pO0). (12)

O6beanHeHVEe NpeacTaBnsieT co60i 4BONYHbIA BEKTOP A/IMHOW 21 GUT, COCTaBNEHHbIN U3 KOMMOHEHT
BEeKTOpoB  W/72.

®opmynbl (11) n (12) onpefenstoT cnocob pazdéueHus 4BonYHoOro Bektopa " ||/12 gauvHoit 21 6UT Ha ABa
[BOVYHbIX BEKTOpa A/IMHON / BUT. KOHKaTeHaLuen KOTopbIX OH ABNSETCA.

6 OcHOBHbIe npoLecchl

B faHHOM pasgese onpegesneHsbl NpoLecchl (hopMUpOBaHWs U MPOBEPKY LIMPOBOI NOANMCK Nog co06-
LLleHUeM Nonb3oBaTens.

[ns peanusayum AaHHbIX NPOLLECCOB HEO6X0AMMO, YTOGbLI BCEM NO/b30BaTENAIM Gbifiv U3BECTHLI Napa-
MeTpbl CXeMbI LMPOBOIA NoAn1cu, COOTBETCTBYOW e TpeboBaHusIM 5.2.

Kpome Toro, kaxblil Nofib3oBaTe b 4O/IKEH UMETb Koy nognucy d u Koy npoBepky noanucy Q(xg,yq),
KOTOpble Takxke A0/KHbI COOTBETCTBOBaTL Tpe6oBaHusAM 5.2.

6
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6.1 ®opmupoBaHue LuucpoBoit nognucu

Ona nonyyeHns undposoil nognucyu nog cooblieHnem M e V¥ He06XxoAMMO BbINOMHUTL CneAyioLime
aelictBusa (warun) no anroputmy I:
LWar 1 — BbluMCAUTb X3LI-KOA cooblierna M: h = h{M). (13)

Lar 2 — BbIYNCAUTL LLeNI0e YUCIO a. ABOUYHLIM MpeacTaB/IEHNEM KOTOPOro AB/MISETCA BEKTOp h, n
onpeaennTb

e=a (mod q). (14)

Ecnn o =0. To onpegenutb e = 1.

War 3 — creHepupoBaTb c/yyaiiHoe (nceBpocnyyaiiHoe) Lenoe YUCo K. yAOBNeTBopsiollee He-
paBeHcTBY

0<k<gqg. (15)

LWar 4 — BbIYNCAUTL TOUKY 31IMNTUYECKON kpuBoli C = KP 1 onpepenuTb

r=xc (mod q), (16)
roe Xxc— x-koopguHara Touku C.
Ecnu r= 0, To BepHyTbCA K wary 3.
LWar 5 — BbIYNC/IUTL 3HAYEHNe
s =(rd + /ce)(mod q). a7)

Ecnn s = 0, TO BepHYTbCA K wary 3.

Lar 6 — BbIYNC/INTL ABOUYHbIE BEKTOPbI I NS, COOTBETCTBYIOLWME TN S, U ONpefenunTb LupoByo Nog-
nnce  =J1||5" kak KOHKaTeHauno ABYX ABONYHbLIX BEKTOPOB.

MexogHbIMM faHHbIMUY 3TOrO nNpolecca ABAAITCA KoY nognucy d n nognucbisaemoe coobuieHne M. a
BbIXOAHBIM pe3ynbTaToMm — undposas nognuce G

Cxema npouecca hopMUpoBaHmus LMGPOBO/ NOANNCK NPUBEAEHA HA PUCYHKe 2.
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6.2 Tposepka uucpoBoi nognucu

Ona npoBepku LMPOBOI NOANMCK i N0 NOSTyYeHHbIM coobLieHneM M HeO6X0AVMMO BbINOHUTL Cneay-
lowme gelicteua (waru) no anroputmy |l:

War 1 — no nony4yeHHol nofanucu £ BbIYUCIUTL Lenble yucna r n s. Ecnm BbINOHEHbI HepaBeHCTBaA
0 <r<p 0<s<q, To NnepeiTn K cnegytliemy wary. B npoTuBHom cnyyae noanncb HeBepHa.

LWar 2 — BbIYNC/IUTL X3LU-KOA NOyYeHHOro coobLernns M:

h = h(M). (18)

LWar 3 — BbIYUC/INTB LieN1oe Yncnoa. A BOMYHbIM NpescTaBieHneM KOToporo siensetcs Bektop /T, v onpe-
AenuTb

0 =cx(modq). (29)

Ecnn e =0, To onpegenutb B = 1.
LWar 4 — BbluMcAUTb 3HayeHne v =8-' (mod J). (20)
Lar 5 — BblUNCNUTL 3HAYEHUA

z1l=sv(mod q). z2=-rv(mod q). (21)
Lar 6 — BbIYMCAUTb TOUKY 3NAUNATUYECKOW Kpusoil C =z,P ¢ z20 1 onpegennTb
R =xc(modq), (22)

rae Xxc— x-koopauHara Touku C.

Lar 7 — ecnu BbINO/IHEHO PaBEHCTBO R =T. TO NOANUCH NPUHMMAETCS, B MPOTVBHOM C/lyyae — MoAnuChb
HeBepHa.

McxogHbIMU faHHbIMM 3TOTO Npouecca ABASKTCSA NognMcaHHoe cooblieHre M. uudposas nognucbio u
KNty npoeepkn noanucy O. a BbIXOAHbIM pe3y/ibTaToM — CBUAETeNIbCTBO O JOCTOBEPHOCTY UMW OWNGOYHOC-
TW AaHHOW noanucy.

CxeMa npolecca NpoBepkM L poBoii NoANUCK NpuBeaeHa Ha prUcyHKe 3.
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PucyHok 3 — CxeMa npolecca npoBepku LnudpoBoit nognucu
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Mpunoxexnne A
(cnpaBo4HOE)

KOHTpO/bHbIE NpUMeEpbI

MprBOAMMbIE HUXE 3HAUEHWS NapamMeTpoB p. a. b, T. g, P. a Takke 3HaYeHUs koueil NoANUCH 1 NPOBEPKU NOANKUCH
d 1 O peKoMeHAyeTcs UCMONb30BaTh TOJLKO AJ/151 MPOBEPKU KOPPEKTHOW pa6oThbl KOHKPETHON peanusaumn anropuTMos.
OMMCaHHbIX B HACTOALLEM CTaHAapTe.

Bce uMcnoBble 3HAYEHNs! NPUBEAEHbI B 4ECATUYHOM W WeCcTHAAUATEPUUYHOMN 3anncn. HMKHUIA MHAEKC B 3anncy Ync-
na 0603HavaeT 0OCHOBaHWE CUCTEMbI cunc/ieHns. CumBo «\\» 0603HaYaeT NepPeHOC Ynca Ha HOBYH CTpOKy. Hanpumep,
3anucb

12345W
67890*
499602D2*
npeacTaBnseT uenoe yncno 1234567890 B AeCATUYHOW U WeCTHaALATEPUYHON cucTemMax cHMCNeHNs COOTBETCTBEHHO.
A.l Mpumep 1
A.1.1 MapameTpbl cxeMbl LMK POBOI nognmcu
Ana dopmupoBaHnMs 1M NpoBepku UMGPOBOI NoANUCK AO/MKHbI GbiTb UCMOMb30BaHbI Cleaylolne napameTpbl
(cm. 5.2).
A.1.1.1 Mogynb 3NAUNTUYECKOW KPUBOI
B gaHHOM nprMepe napameTpy p NPUCBOEHO Creyloliee 3HauYeHune:
p = 57896044618658097711785492504343953926/1
634992332820282019728792003956564821041.0
p =8000000000000000000000000000000000000000000000000000000000000431*.

A.1.1.2 KoadhdpnumeHTbl 3NANNTUYECKO KPUBOA
B faHHOM npvMepe napameTpbl a v 6 NPYHUMAIOT cnegytowme 3HaveHns
a=7*
B *«e
O =43308876546767276905765904595650931995U
942111794451039583252968842033849580414*.
b =5FBFF498AA938CE73988E022FBAFEF40563F6E6A3472FC2A514COCE9DAE23B7E*.
A.1.1.3 TopafoK rpynnbl TOYEK 3NNUNTUUYECKOW KPUBOWA
B gaHHOM npumepe napameTp T NpuUHMMAaeT cleyioliee 3HaveHue.
T =57896044618658097711785492S50434395392W
7082934583725450622380973592137631069619*.
T * 8000000000000000000000000000000150FE8A1892976154C59CFC193ACCF5B3*.

A.1.1.4 TopAfOK LUKANYECKON MoATpynnbl TPYNnNbl TOYEK 3TNNNTUYECKON KPUBOWA
B faHHOM npuMepe napameTp g NpMHUMAaeT cregytoliee 3HavyeHue:

Q=5789604461865809771178549250434395392U
7082934583725450622380973592137631069619*.
g - 8000000000000000000000000000000150FE8A18929761S4CS9CFC193ACCF5B3*.

A.1.1.5 KoadppuumeHTbl TOYKM 3NNUNTUYECKOW KPUBOWA
B faHHOM npumMepe KOOpAMHaThl TOUkM P npuHUMaloT cnegytolme 3HadeHus:
*p* 2%,
* * 213
yp =40189740565390375033354494229370S97W
75635739389905545080690979365213431566280*.
y, = BE2A8A0E6514704BD6316030E16D19U
C85C97FO0A9CA267122B96ABBCEATEBFC8*.

A.1.1.6 Kntoy nognucu
B gaHHOM npumepe cuuTaeTcs, Y4TO Nonb3oBartenb 06nagaeT caefyoWwmUmM Kn4Yom nognucu O
d «554411960653632461263556241303241831W
96576709222340016572108097750006097525544*,

d = 7A929ADE789BB9BE10ED359DD39A72CU
11B60961F49397EEE1D19CE9891EC3B28*.

11



FOCT P 34.10—2012

A.1.1.7 Knou npoBepKu NOANUCHK

B paHHOM npumMmepe cynTaeTcsd, 4To Nosb3oBaTtesib oﬁna,qaeT KMKYOM NpoBEPKU nognnucu Q. KOopAWHaTbl KOTOPOro
NMEeRT cneayrwuime 3HavyeHus:

xv- 5752021612617680844363140502333807U\
176630104906313632182896741342206604859403,a
x4 = 7F2B49E270DB6D90D8595BEC458B5U
0OC58585BA 1D4£9B788F6689DBD8ES6FD80B,h
y =1761494441921378154380939194 9654080W
031942662045363639260709847859438286763994,,,.
ya= 26F1B489D6701DD18SC8413A977B3W
CBBAF64D1C593D26627DFFB101 A87FF77DA.fc

A.1.2 Mpouecc hopmmpoBaHus LM poBoii nognucu (anroputm I)
MycTb nocne BbINONHEeHNA waros 1—3 no anroputmy | (cm. 6.1) 66111 NONYYeEHbI CreayioLiie YACTOBbIe 3HAUYeHUS:

e = 20798893674476452017134061S6150827013W
063714251537965328995261725266146887242110.
e * 2DFBC1B372D89A1188C09C52E0EEU
C61 FCE52032AB 1022E8E67ECE6672B04 3EE5,0.
K - 538541376773484637314038411479966192W
41504003434302020712960838528893196233395,c,
K - 77105C9B20BCD3122823C8CF6FCCW
7B956DE33814E95B7FE64FED924594DCEAB3,a.
Mpu atom kpaTHas Touka C * KP umeeTt KoopAuHaTbl:

Xc=297009809158179528743712049839382569U
90422752107994319651632687982059210933395,c.
xc=41AA28D2F1AB14828QCD9EDSG6FEDW
A41974053554A42767B83AD043FD39DC0493,e.
yc = 328425352786846634770946653225170845\
06804721032454543268132854556539274060910,
ye- 489C375A9941A3049E33B34361DDW
204172AD98C3E5916DE27695D22A61FAE46E,B

MapameTp r- xc(mod q) NpMHMMaeT 3HayYeHune:

r=2970098091S8179528743712049839382569U
90422752107994319651632687982059210933395.0.
r = 41AA28D2F 1A B 148280CDIED56FEDW
A41974053554A42767B83AD043FD39DC0493,a

MapameTp s = (ra* ke) (mod q) NpUHMMAET 3HAYEHMe:

a* 57497340027008465417892531001914703W
8455227042649098563933718999175515839552.0.
1456C64BA4642A16S3C235A98A60249BCD6D3F 746B631DF928014F6C5BF9C40.¢e.

A.1.3 Mpouecc npoBepkn uudposoit noagnucu (anroputm I1)
MycTb nocne BbINONHEHNA Wwaros 1—3 no anroputmy Il (CM. 6.2) 66111 NONYYEHBI CNEeAYIOLL e YACNOBbIE 3HAYEHUS:

e =2079889367447645201713406156150827013U
0637142515379653289952617252661468872421.0.
e =2DFBC1B372D89A1188C09C52EOEEU
C61FCES2032AB1022E8E67ECE66728043EES,a

Mpy aTom napameTp v - e-- (mod q) NnpUHUMAaeT 3HayYeHune:

v = 176866836059344686773017138249002685W
62746883080675496715288036572431145718978,e.
v = 271A4EE429F84EBC423E388964555BBW
29D3BA53C7BF945E5FAC8F381706354C2,,.

MapameTpsbl T, - sn (mod q)*z.2 - -rv (mod <) NpYHUMAaIOT 3HAYEHNS:

2, * 376991675009019385568410572935126561\\
08841345190491942619304532412743720999759.0.
2, =5358F8FFB38F7C09ABC782A2DF2AW
3927DA4077D07205F763682F3A76C9019B4F,t.
2ra 141719984273434721125159179695007657W
6924665583897286211449993265333367109221IC.
2j =3221B4AFBBF6D101074 EC 14AF AC2D4 F7A
EFAC4CFO9FEC1ED11BAE336D27D527665,4.
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Touka C = 2,P + z.jQ nmeeT KoopAVHaTbI.

xc= 297009809158179528743712049839382569911
042275210799431965163268798205921093339518.
xc=41AA28D2F1AB148280CD9ED56FED11
A41974053554A42767B83AD043FD39DC0493,e.
yc- 328425352786846634770946653225170845011
6804721032454543268132854556539274060910ta.
yL=489C37SA9941A3049E33B34361 DOW
204172AD98C3ES5916DE27695D22A61 FAE46E e.

Torpa napameTtp R = xc (mod q) npuHUmMaeT 3HayeHue:

R =297009809158179528743712049839382569911
0422752107994319651632687982059210933395,0.
R =41AA28D2F1A6148280CD9ED56FED11
A41974053554A42767B83AD043FD39DC0493ie.

Mocko/bKy BbIMOSIHEHO PaBEHCTBO R * I, To uupoBas nognuck NpuHUMaeTcs.

A.2 Mpumep 2

A.2.1 MapameTpbl cXxeMbl L poBOi nognucu

Ana dopmuposaHnsa n NnpoBepkn LUdPOBOI NOANUCK AO/MKHbI 6bITb UCNOMIb30BaHbLI CaeAylolne napaMeTpbl (CM.

5.2).

A.2.1.1 Mogaynb 3NAUNTUYECKOWK KPUBOI

B faHHOM nprMepe napaMmeTpy p NPUCBOEHO creyioliee 3HauyeHue.
p * 36239861022290036359077887536838743060213209255346786050M
8654615045085616662400248258848202227149685402509082360305U

8735163734263822371964987228582907372403,a
p =4531ACD1FE0023C7550D267B6B2FEE80922B14B2FF890F04D4EB7C098SD2D15D11
F1D852741AF4 704A0458047E80E4546D3588336FAC224DD81664BBF5288E6373,ft.

A.2.1.2 KoadphuumMeHTbl 3NMNTUYECKOW KpUBOit
8 faHHOM NpuMepe napaMeTpbl a U b NPUHUMALOT cnegylome 3HauYeHus

a» 7,0-
aa7,B.
O=151865506921082853450895003471404315492874752774020643611
1940188233528099824437937328297569147859746748660416053978836775M
9662632641399013695904 7435811826396,,..
P =1CFF0806A31116DA29D8CFA54E57EB748BC5F377E49400FDD788B649ECALIACA411
361834013B2AD7322480A89CA58E0CF74BC9E540C2ADD6897FADOA3084F302ADC e

A.2.1.3 TopafoK rpynnbl TOYEK 3NNNTUHECKON KPUBOWA
B gaHHOM npumepe napameTp T NpUHUMAaET crefyloliee 3HavyeHune.

T - 3623986102229003635907788753683874306021320925534678605086S461W
50450856166623969164898305032863068499961404079437936585455865192212W
970734808812618120619743,0.

T - 4531ACD1FE0023C7550D267B682FEE80922B14B2FFB90F04D4EB7C09B5D2D15D11
A82F2D7ECB1DBAC719905C5EECC423F1D86E25EDBE23C595D644AAF187E6GEGDF,,.

A.2.1.4 TlopAfOK LUKANYECKON MoArpynnbl TPynnbl TOYEK 3NNNNTUYECKON KPUBOWA
B faHHOM npuMepe napameTp g NpUHUMaEeT cegyloliee 3HauyeHue:

g =36239861022290036359077887536838743060213209255346786050865461\\
5045085616662396916489830503286306849996140407943793658545586519221211
97073480881261812061974 310,

g - 4531ACD1FE0023C7550D267B6B2FEE80922B14B2FFB90F04D4EB7C09B5D2D15D11
A82F2D7ECB1D8AC719905C5EECC423F 1D86E25EOBE23C595D644AAF187E6GEGDF e.

A.2.1.5 KoadphuuMeHTbl TOUKM 3NJIMNTUYECKOW KPUBOIA
B AaHHOM npuMepe KOOpAMHATbI TOUKN P MpUHUMAIOT Cliefyiolne 3HaueHus:

X, = 1928356944067022849399309401243137598997786635459507974357075491307766SM
926858354410655576810031848748196580049032123328842523358302507295276323811
3493573274,0.

Xp = 24D19CC64S72EE30F396BF6EBBFD7A6C5213B3B3D7057CC825F91093A68CD76211
FD60611262CD838DC6B60AA7TEEE804E28BC849977FAC33B4B530F1B120248A9A,B.

Yp =2288728693371972859970012155529478416353562327329506180311
14497425931102860301572814141997072271708807066593850650334152381811
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57347798885864807605098724013854,0.
y., « 2BB312A43BD2CEGEOD020613C857ACDDCFBF061E91ESF2C3F32447C259F39B2M
C83AB156D77F1496BF7EB3351E1EE4E43DC1A18B91B24640B6DBB92CB1ADD371E e.

A.2.1.6 Knwouy nognucu
B faHHOM npumepe cuuTaeTcs, YTO Nosib3oBaTteslb 06nagaeT caeayWmmM KIl4Yom nognucu a.

d= 610081804136373098219538153239847583006845519069531562982388135U
35489060630178225538360839342337237905766552759511682730702504645883U
7440766121180466875860.0.
d = BA6048AADAE241BA40936D47756D7C93091A0E8514669700EE7508E508B102072U
E8123B2200A0563322DA02827E2714A2636B7BFD18AADFC62967821FA18DD4,,..

A.2.1.7 Koy NpoBepKu NOAMNnUCK
B AlaHHOM NpuMepe cunTaeTcs:, YTo Nosb3oBaTe/lb 06/1a4aeT K1YOM NPoBepKX noanucy O. KOOpPAUHATbLI KOTOPOTro
VMEIOT Criefytoume 3HaueHus:

909546853002536596556690768669830310006929272546556281S963W
72965370312498563182320436892870052842808608262832456858223580W
713780290 7179868558634 33431150561,0.

X, » 115DC5BC96760C7B48598D8AB9E740D4C4A85A6SBE33C1815B5C320C854621DU
D5A515856D13314AF69BC5B924C8B4DOFF75C45415CID9DD9DD33612CD530EFEL €.
ya=29214572033744256206324497342484154556407008235594887051648958U
37509539134297327397380287741428246088626609329139441895016863758W
984106326600572476822372076,0.

y, * 37C7C90CD40BOF5621DC3AC1B751CF AOE2634FA0503B3D52639F5D7FB72AFD6U
1EA199441D943FFE7FOC70A2759A3CDB84C114E1 F9339FDF27F35ECA93677BEEC, e.

A.2.2 Tpouecc chopmupoBaHnsa undposoi nognucu (anroputm I)
MycTb nocne BbINOMHEeHUS waros 1—3 no anroputmy | (cm. 6.1) 66111 NONYYeHbI CneaytoLie YNCI0Bble 3HAUYeHUS:

e » 2897963881682868575562827278553865049173745197871825199562947\\
4190413889509705366611095534999542487330887197488445389646412816544U
63513296973827706272045964,
e* 3754F3CFACC9E0615C4F4A7C4D8DAB531B09B6F9C170C533A71D147035B0C591W
7184EE536S93F4414339976C64 7C5D5A407ADEDB1 D560C4FC6777D2972075B8C,B
Kk = 1755163560258504995406282799211252803334510317477377916502\\
081442431820570750344461029867509625089092272358661268724735168078105417U
47529710309879958632945.0.
K = 3S9E7F4B1410FEACC570456C6801496946312120B39D019D455986E364F3W
65886748ED7A44B3E 794434006011842286212273A6D14CF70EA3AF 71BB1AE679F1,6.

Mpu aTom KkpaTHaa Toyka C 3 KP nmeeT koopAuHaThl.

xe~ 24892044770313492650728646430321477536674513192821314440274986373W
576110928102217951018714129288237168059598287083302842436534530853U
22004442442534151761462.0.
xc=2F86FAG60A081091A23DD795E1E3C689EE512A3C82EEODCC2643C78EEABFCACW
D35492558486B20F1C9EC197C90699850260C93BCBCDI9C5C3317E19344E173AE3618
yc=77017388992899183604784479878096044168206263187609613767394680150U
24422293532765176528442837832456936422662546513702148162933079517\\
08430050152108641508310,0.
yc- EB488140F7E2F4E35CF220BDBC75AE44F26F9C7DF52E82436BDE80A91831DA27W
C8100DAA876F9ADCOD28A82DD3826D4DC7F92E471DA23E55EOEBB3927C85BD6,e.

MapameTp r= xc(mod a) NpUHNUMAaET 3Ha4YeHune:

r =24892044770313492650728646430321477536674513192821314440274986373W
576110928102217951018714129288237168059598287083302842436534530853U
22004442442534151761462.0.
r- 2F86FA60A081091A23DD795E1E3C689EE512A3C82EEODCC2643C78EEA8FCACN
D35492558486820F 1C9EC197C906998S0260C93BCBCDIC5C3317E19344E173AE36,e.
MapameTp (rd* fce)(mod g)npuHMMaeT 3Ha4yeHune:

s * 8645232217076695190388492973829369170750237358484315799195987W
99313385180564748877195639672460179421760770893278030956807690115\\
822709903853682831835159370,0.

s = 1081B394696FFE8E6585E7A9362D26B6325F56778AADBC081COBFBE933D52FF58U
23CE288E8C4F362526080DF7F70CE406A6EEB1F56919CB92A9853BOE73E5B4A,B.
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A.2.3 Mpouecc npoBepkn uudgposoi noagnucu (anroputm Il)
MycTb nocne BbiNOAHeHNs Wwaros 1—3 no anropmTtmy Il (cM. 6.2) 661710 NOTYHEHO CReaytoLLee YAC/I0BOe 3HaYeHne:
e =2897963881682868575562827278553865049173745197871825199562947W
4190413889509705366611095534999542487330887197488445389646412816S44V
63513296973827706272045964,8.
e = 3754 F3CFACC9E 0615C4F4A7C4D8DABS31B09B6F9C170C533A71D147035BOC591U
7184EE536593F4414339976C647C5D5A407ADED81 D560C4FC6777D2972075B8C,a.

Mpu aToM napameTp v = e~ (mod 4) NnpuHMUMaeT 3Ha4yeHune:

v =255694215394605222266074084316408615387769223440078319114692849W
356194345732344708924001925205698280688153534004145821243990606136W
707223818593481 5960252671,0.

v =30D212A9E25D1A80A0F238532CAOF3E64D7EF4E782B6AD140AAF8BBD9B84729U
84595EEC87B2F3448A1999D5F0AG6DEOE 14A55AD875721EC8CFD504000B3A840FF €.

MapameTpsbl 2, - sv(mod A) M rry-rv (mod A) NPUHMMAIOT 3HAYEHUS:

2, « 3206470827336768629686907101873475250343306448089030311214484W
38587274320504518034520882655290100349673294104978035779354194205SU
60008495619817370719790257510.

2, = 3D38E7262D69BB2AD24DD81EEA2F92E6348D619FA4S007B175837CF13B026079W
051 A48A1A379188F37BA46CE12F7207F2A8345459FF960E1EBD5B4F2A34A6EEF €,
2,= 1366770911834003108142977848021847S973204SS3475356412734827W
320820470283421680060312618142732308792036907264486312226797437575W
61637266958056805859603008203..,.
z2- 1A18A31602EGEACO0A9888C01941082AEFE296F840453D2603414C2A16EBG6FC529W
D8D8372E50DC49D6C612CE1FF65BD58E1D2029F22690438CC36A76DDA444ACB.B

Touka C =2,P ¢ 120 MMeeT KoopAnHaTbI

XC = 2489204477031349265072864643032147753667451319282131444027498637U
3576110928102217951018714129288237168059598287083302842436534S30853V
2200444244253415176146210
xc= 2F86FA60A081091A23DD795E1E3C689EE512A3C82EEODCC2643C78EEA8FCACW
D35492558486B20F1C9EC197C90699850260C93BCBCDIC5C3317E19344E173AE36,¢e.
Yc =7701738899289918360478447987809604416820626318760961376739468015\
0244222935327651765284428378324569364226625465137021481629330795170\'
8430050152108641508310,0,
yc = EB488140F7E2F4E35CF2208DBC75AE44F26F9C7DF52E82436BDE80A91831DA27U
C8I00DAAB76F9ADCOD28A82DD3826D40C7F92E471DA23E55E0EB83927C85BD6,a.
Torga napameTp R = xc (mod g) npuHMMaeT 3HaveHune:

R =24892044770313492650728646430321477536674513192821314440274986U
37357611092810221795101871412928823716805959828708330284243653453085U
322004442442534151761462,0.

A = 2F86FA60A081091A23DD795E1E3C689EES512A3C82EEODCC2643C78EEAS8FCACM
D35492558486B20F1C9EC197C90699850260C93BCBCDIC5C3317E19344E173AE36,e.

nOCKO}'Ibe BbIMNOJ/IHEHO paBeHCTBO R =rT0 LWICprBaFI noannucb NpUHUMaeTCA.
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Bubnuorpacgus*

Cuctembl 06paboTkn nHchopmauumn. Cnosapb. Hactb 2. ApucpmeTnyeckne n nornyec-
Kvne onepauun

(Data processing — Vocabulary — Part 2: Arithmetic and logic operations)
WNHopmaLunoHHble TexHonormn. Metofbl obecneveHns 6esonacHocTn. Cxembl Lud-
poBOI NnognucK, obecneunBaroLL e BOCCTAaHOBNEHNE COOBLEeHNIA. HacTb 2. MexaHus-
Mbl HA OCHOBE Lie/I0UNCNEHHON (hakTopu3aLum

(Information technology — Security techniques — Digital signature schemes giving
message recovery — Part 2: Integer factorization based mechanisms)
MHdopmaLnoHHble TexHonorun. Metogbl obecnevenms 6esonacHocT. Cxembl Lud-
poBoli nognucu, obecneynBaloLme BOCCTaHOBNEHNE CO0bLWeHNiA. YacTb 3. MexaHus-
Mbl HA OCHOBE AWCKPETHOro norapudma

(Information technology — Security techniques — Digital signature schemes giving
message recovery — Part 3: Discrete logarithm based mechanisms)
NHopmaLMoHHble TexHonorun. Metogbl 3awnTsl. Lindposblie nognucu ¢ npunoXxeHn-
em. YacTb 1. O6wme nonoxeHus

(Information  technology — Security techniques — Digrtal signatures  with
appendix — Part 1: General)

NHopmaLMoHHble TexHonorun. Metogbl 3awnTbl. Lindposble nognuncy ¢ npunoXxeHun-
em. YacTb 2. MexaHN3Mbl, OCHOBaHHbIE Ha Pa3fIOXEHUN Ha MHOXUTENN

(Information  technology — Security techniques — Digital signatures  with
appendix — Part 2. Integer factorization based mechanisms)

MNHopmaLMoHHble TexHonorun. MeToapl 3awnThbl. Lindposble nognucy ¢ npunoXxeHn-
em. YacTb 3. MexaHn3Mbl Ha OCHOBE AWCKPEeTHOro fiorapuma

(Information technology — Security techniques — Digital signatures with appendix —
Part 3. Discrete loganthm based mechanisms)

MNHopmaLoHHble TeXHONOrMU. MeToAbl 3awnThbl. Lindposble nognucy ¢ npunoXxeHn-
em. YacTb 3. MexaHuW3Mbl Ha OCHOBe AMCKpeTHoro norapudma. Wsmenenne 1.
ANropuT™M pycckoi LmdgpoBoit NOANMCK 3NANNTUYECKON KPUBOW, anroputM LM poBoii
nognucu WHopa. anroputm undposoii nognucu LLIHopa Ans 3NAMNTUYECKO KPUBOA 1
NOJIHbI anropuTm unudposoli nognucy LLHopa Ana aNaMNTUYECKOR KpuBoI
(Information technology — Security techniques — Digital signatures with
appendix — Part 3: Discrete logarithm based mechanisms. Ammendment 1. Elliptic
Curve Russian Digital Signature Algorithm. Schnorr Digital Signature Algorithm. EBIptic
Curve Schnorr Digital Signature Algorithm, and Elliptic Curve Full Schnorr Digital
Signature Algonthm)

WNHopmaLnoHHble TexHonorun. MeToAbl 3awuTbl MHGOPMauun. Xaw-yHKLUK.
YacTtb 1. O6wue nonoxeHus

(Information technology — Security techniques — Hash-functions — Part 1: General)
VHopMaLOHHble TexHonormn. MeTogbl 3awuTbl MHOPMauun. XaLw-yHKUUN.
YacTb 2. X3awW-(yHKLMUN C NCNONb30BaHNEM anroputma WwnudgposaHnsa N-6UTHbIMK 610-
Kammn

(Information  technology — Secunty technigues — Hash-functions — Part 2
Hash-functions using an n-blt btock cipher)

MNHopmaLnoHHble TexHonorn. MeToAbl 3awWuTbl MHGOPMaLuUn. Xaw-yHKLUK.
YacTb 3. BblAeneHHble X3aLw-(yHKUUmn

(Information  technology — Secunty techniques — Hash-functions — Part 3
Dedicated hash-functions)

WNHopmMaLunoHHble TexHonorn. MeToAbl 3awWwuTbl UHGOPMaUUn. Xaw-yHKLUK.
YacTb 4. XawWw-hyHKUUN C NPUMEHEHNEM apuPMeTUKN B OCTATOUHbIX klaccax
(Information  technology — Security techniques — Hash-functions — Part  4:
Hash-functions using modular anthmetic)

¢ OpurnHanbsl MexayHapoAHbix ctaHgaptoB MCO/M3K HaxoasTcs B ®IYM «CraHgapTuHhopm» ®efepasibHOro
areHTCTBa N0 TEXHUYECKOMY perysivpoBaHuio v MeTposioruu.
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KntoueBble cnoBa: 06paboTka AaHHbIX, nepejaya faHHbIX, 06MeH MHOpMaLveit, cooblleHus, undposble
noanucu, 3awuTta nHcopmaumm, opMmpoBaHue LMdpoBoii nognucy, Nposepka LUcPoBoi nognucu
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